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Abstract

Cloud computing has become one of the most prevailing computing paradigms, which

promises on-demand provisioning of computing, storage, and networking resources with

service level agreements (SLAs) between cloud service providers (CSPs) and users. Through

moving computational resources to the network edge, multi-access edge computing (MEC)

can effectively reduce the service latency and cut down the network traffic in centralized

cloud computing by offloading the computation-intensive tasks from mobile devices (MDs)

to the nearby edge servers, which means that these tasks are uploaded to edge servers and

processed with more sufficient computational resources.

In cloud computing, resource provisioning necessitates the adaptive and accurate pre-

diction of cloud workloads. However, the existing methods cannot effectively predict the

high-dimensional and highly-variable cloud workloads. This results in resource wasting and

inability to satisfy SLAs. Since recurrent neural network (RNN) is naturally suitable for se-

quential data analysis, it has been recently used to tackle the problem of workload prediction.

However, RNN often performs poorly on learning long-term memory dependencies, and thus

cannot make the accurate prediction of workloads. Moreover, the ever-expanding scale of

cloud datacenters necessitates automated resource allocation to best meet the requirements

of low-latency and high energy-efficiency. However, due to the dynamic system states and

various user demands, efficient resource allocation in the cloud faces huge challenges. Most

of the existing solutions for cloud resource allocation cannot effectively handle the dynamic

cloud environments because they depend on the prior knowledge of a cloud system, which

may lead to excessive energy consumption and degraded Quality-of-Service (QoS). As for the

offloading problem in edge computing, most of the classic offloading approaches commonly
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assume a specific application scene on their optimization objective functions. Thus, they

might work well in a static environment with simple setups. However, it would be hard for

them to fully adapt to the complex and dynamic environments with changeable system states

and user demands.

To this end, this thesis focuses on addressing the above important challenges in cloud

and edge computing, where the major contributions are listed as follows.

• A deep Learning based Prediction Algorithm for cloud Workloads (L-PAW) is proposed.

First, a top-sparse auto-encoder (TSA) is designed to effectively extract the essential

representations of workloads from the original high-dimensional workload data. Next,

we integrate TSA and gated recurrent unit (GRU) block into RNN to achieve the

adaptive and accurate prediction for highly-variable workloads.

• An adaptive and efficient cloud resource allocation scheme based on Actor-Critic

Deep Reinforcement Learning (DRL) is proposed. First, the actor parameterizes the

policy (allocating resources) and chooses actions (scheduling jobs) based on the scores

assessed by the critic (evaluating actions). Next, the resource allocation policy is

updated by using gradient ascent while the variance of policy gradient is reduced with

an advantage function (measuring the actions’ advantage relative to the mean), which

improves the training efficiency of the proposed method.

• To enable the application of Blockchain for secure payment transactions between CSPs

and users in Mobile Crowdsensing (MCS), a new blockchain-based framework for

MCS systems is first designed to ensure high reliability under complex network scenar-

ios with many MDs, where a novel Credit-based Proof-of-Work (C-PoW) algorithm

is developed to reduce the complexity of PoW while maintaining the reliability of

blockchain. Next, a Deep Reinforcement leiarning based Computation Offloading

(DRCO) method is proposed to offload computation-intensive tasks of C-PoW to edge

servers. By integrating deep neural networks (DNNs) and Proximal Policy Optimiza-

tion (PPO), the DRCO can attain the optimal/near-optimal offloading policy for C-PoW

tasks in the dynamic and complex MCS environment.
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Chapter 1

Introduction

Cloud computing is expected to ensure on-demand provisioning of computing, storage, and

networking resources with service level agreements (SLAs) between cloud service providers

(CSPs) and users. Therefore, CSPs must be able to rapidly determine the strategies of

resource provisioning for guaranteeing SLAs while improving resource utilization. As an-

other prevailing computing paradigm, multi-access edge computing (MEC), through moving

computational resources to the network edge, can effectively reduce the service latency and

cut down the network traffic in centralized cloud computing by offloading the computation-

intensive tasks from users to the nearby edge servers. However, it is challenging to realize the

effective resource management in the complex and dynamic cloud/edge environments. To ad-

dress this important challenge, tremendous research efforts have been contributed from both

academia and industry. With the rapid development of Artificial Intelligence (AI), AI-based

technologies have become the essential support for resource management in cloud/edge

computing and attracted many research interests. This thesis focuses on optimizing the

resource management in cloud/edge computing by introducing AI-based technologies.

This chapter is organized as follows. In Section 1.1, we point out the motivations and

challenges of this research. Section 1.2 describes the research aims and major contributions

of this thesis. In Section 1.3, we present the outline of this thesis.
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1.1 Motivations and Challenges

As the important solutions to optimize the performance of resource management in cloud/edge

computing systems, workload prediction, resource allocation, and computation offloading

have been attracted significant research interests. For example, based on the effective

prediction for future workloads, more efficient and rational resource provisioning can be

achieved through configuring and allocating resources in advance, which can help reduce

unnecessary overheads or poor SLAs. Moreover, the adaptive and efficient resource allocation

and computation offloading can help improve Quality-of-Service (QoS) and save energy

consumption. However, there are many open challenges related to these research topics that

need to be further addressed, which are described as follows.

(1) Key challenges of cloud workload prediction:

• High variance of workload patterns. Workload patterns (e.g., the randomly-

changing workloads in Google cloud data centers [1], and the autocorrelated and

periodic workloads in the DUX-based cluster [2]) vary on different time scales

(e.g., seconds and days) in cloud computing. According to the analysis report of

Alibaba cloud data centers [3], the average CPU utilization of their entire cluster

changes from 5% to 80% during a day with high fluctuations. This high variance

of workload patterns makes it very hard to accurately and effectively predict

workloads.

• High dimensionality of workload data. Workload data in cloud computing

usually suffers from the problem of high-dimensional space [4]. For instance, a

1000-dimensional set of workload data is required to be constructed and used as

the input of a prediction model for training purposes when there are 1,000 working

machines in a cloud data center. Therefore, the dimensionality of workload data

depends on the number of machines. This high-dimensional data with redundant

and noisy information not only results in more errors in workload prediction but

also leads to higher computational overheads of a prediction model [5].
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(2) Key challenges of cloud resource allocation:

• The complexity of cloud datacenters. There are a large number of different

types of servers in cloud datacenters, which provide various computing and

storage resources including central processing units (CPUs), memories, and

storage units. Therefore, it is challenging to efficiently manage and coordinate

such heterogeneous resources in cloud computing [6].

• The diversity of demands from users. Jobs coming from different users demand

heterogeneous resources (e.g., CPUs, memories, and storage units) and different

durations (e.g., minutes, hours, and days) [7]. Such diversity of user demands

intensifies the difficulty of resource allocation in cloud datacenters.

• The excessiveness of energy consumption. Large energy consumption not only

causes huge operation overheads but also results in extensive carbon emissions

[8]. In Google cloud datacenters, the average CPU utilization of servers is

only around 20% [9]. When the resource utilization of servers is low, more

servers need to keep working status for satisfying high user demands, which will

cause excessive energy consumption. Such energy waste occurs when irrational

resource allocation schemes are used. However, it is hard to satisfy diverse user

demands while maintaining cloud datacenters with high energy-efficiency.

• The dynamics of cloud systems. In cloud datacenters, system states such as

resource usage and requests are changing frequently. Effective resource alloca-

tion is expected to continuously meet the requirements of user jobs under such

dynamic cloud environments. However, it is difficult to build an accurate model

for resource allocation in response to dynamic cloud environments. Therefore,

these dynamics have caused huge challenges to adaptive resource allocation in

cloud datacenters [10].

(3) Key challenges of computation offloading in blockchain-based MCS:

• Security issues in Mobile Crowdsensing (MCS). In MCS, CSPs pay for and

analyze sensing data collected from users’ mobile devices (MDs) to offer high-
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quality services. For secure payment transactions between CSPs and MCS

participants, it is vital to establish a reliable trading mechanism for MCS systems.

However, most of the traditional transaction-management systems validate and

store payment transactions in a centralized manner, which may pose severe

security risks and performance bottleneck at a central agency [11].

• The application of Blockchain in MCS. Considering the distributed, reliable,

and tamper-resistant characteristics of Blockchain [12], it can be used to guar-

antee the secure and effective payment transactions in MCS systems. How-

ever, the application of Blockchain in MCS may be seriously obstructed by

the computation-intensive tasks of Proof-of-Work (PoW), due to the limited

computational capacity of MDs.

• The dynamics of MCS under edge environments. Most of the classic offload-

ing approaches have focused on the threshold-based strategies [13], game theory

[14], or heuristics [15]. These classic approaches commonly assume a specific ap-

plication scene on their optimization objective functions. Thus, they might work

well in a static environment with simple setups. However, it would be hard for

them to fully adapt to the complex and dynamic MCS under edge environments.

1.2 Research Aims and Contributions

The research work of this thesis focuses on the performance improvement of cloud and edge

computing systems by intelligent resource management technologies including workload

prediction, resource allocation, and computation offloading. The main research aims of this

thesis are listed below.

• To propose a novel prediction algorithm for cloud workloads to achieving an adaptive,

precise, and efficient prediction for highly-variable workloads in cloud computing.

• To design a new resource allocation scheme for cloud datacenters to achieve better

QoS, higher energy-efficiency, and faster convergence under dynamic environments.
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• To develop a new computation offloading method to effectively offload the computation-

intensive tasks of C-PoW in blockchain-based MCS systems.

To achieve the above research aims, this thesis proposes new workload prediction,

resource allocation, and computation offloading strategies. The effectiveness and adaptability

of the proposed models and algorithms are demonstrated by extensive simulation experiments.

The main contributions of this thesis are summarized as follows.

• A top-sparse auto-encoder (TSA) is designed to efficiently extract the low-dimensional

but essential feature representations of workloads from the original high-dimensional

workload data, which is able to achieve the effective workload compression through

selecting the hidden units with high-level activation degrees.

• An efficient deep Learning based Prediction Algorithm for cloud Workloads (L-PAW)

is proposed to learn long-term memory dependencies from historical workloads through

integrating the TSA and gated recurrent unit (GRU) block into recurrent neural network

(RNN). The L-PAW can adapt well to highly variable workloads and obtain the accurate

workload prediction through capturing the essential historical information with the

settings of update and reset gates in the GRU block.

• A unified model of resource allocation is designed for a cloud datacenter with dynamic

system states and heterogeneous user demands. In the proposed model, QoS (job

latency and dismissing rate) and energy-efficiency (average energy consumption of

jobs) are regarded as optimization goals. Furthermore, the state space, action space,

and reward function for cloud resource allocation are defined and formulated as

Markov decision processes (MDPs), which are used in the proposed deep reinforcement

learning (DRL) based cloud resource allocation scheme.

• An actor-critic DRL (A3C) based resource allocation method is proposed to efficiently

obtain an optimal policy of job scheduling in a cloud datacenter. Specifically, deep

neural networks (DNNs) are utilized to handle the problem of high-dimensional state

space in a cloud datacenter. Moreover, the training efficiency of the proposed method
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is greatly improved with the asynchronous update of policy parameters among multiple

DRL agents.

• A new consortium blockchain-based framework is designed to secure transactions be-

tween CSPs and participants in MCS systems. Especially, we propose that the difficulty

of PoW grows with the increasing number of users’ MDs. This mechanism restricts

the number of new blocks that are generated by MDs in unit time, in order to reduce

conflicts among MDs when new blocks are added to the blockchain simultaneously.

Therefore, the proposed framework can keep high reliability under complex network

scenarios with many MDs.

• A novel Credit-based Proof-of-Work (C-PoW) algorithm is proposed to replace PoW.

The C-PoW can effectively incentivize participants to contribute to the sensing tasks

published in MCS systems, reduce the computational complexity of PoW, and maintain

the high reliability of the blockchain network. By evaluating participants’ credit based

on their contributions to sensing tasks, the C-PoW can dynamically adjust the difficulty

of PoW tasks according to their credit before verifying new blocks on the blockchain

network.

• A Deep Reinforcement learning based Computation Offloading (DRCO) method is

proposed, in order to offload computation-intensive tasks of C-PoW to edge servers.

The DRCO can achieve the optimal/near-optimal offloading policy automatically by

interacting with the complex and dynamic environment of blockchain-based MCS

systems. Notably, the problem of high-dimensional state space is well solved by

combining Proximal Policy Optimization (PPO) with DNNs. Besides, through using

a clipped surrogate objective to control the update of offloading policy, the learning

efficiency of the DRCO is significantly improved.

1.3 Outline of the Thesis

The rest of this thesis is organized as follows.
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• Chapter 2 first introduces the background of this thesis, including cloud computing,

edge computing, and emerging deep learning technologies. Next, a literature review

of key problems in cloud/edge computing including workload prediction, resource

allocation, and computation offloading are presented in detail.

• Chapter 3 proposes the L-PAW in response to the high-dimensional and highly-variable

characteristics. First, the TSA is designed to effectively extract the essential repre-

sentations of workloads from the original high-dimensional workload data. Next,

we integrate TSA and GRU block into RNN to achieve the adaptive and accurate

prediction for highly-variable workloads in cloud computing.

• Chapter 4 designs an adaptive and efficient cloud resource allocation scheme based on

Actor-Critic DRL. First, the actor parameterizes the policy (allocating resources) and

chooses actions (scheduling jobs) based on the scores assessed by the critic (evaluating

actions). Next, the resource allocation policy is updated by using gradient ascent while

the variance of policy gradient is reduced with an advantage function, which improves

the training efficiency of the proposed method.

• Chapter 5 develops a new consortium blockchain-based framework for MCS systems to

ensure high reliability under complex network scenarios with many MDs, where a novel

C-PoW algorithm is developed to reduce the complexity of PoW while maintaining the

reliability of blockchain. Next, the DRCO method is proposed to offload computation-

intensive tasks of C-PoW to edge servers. Through integrating DNNs and PPO, the

DRCO can attain the optimal/near-optimal offloading policy for C-PoW tasks in the

dynamic and complex MCS environment.

• Chapter 6 concludes this thesis and outlines the future work.





Chapter 2

Background and Literature Review

As predominant computing paradigms in the past few years, cloud and edge computing

with Artificial Intelligence (AI) technologies has attracted much research attention from

both academia and industry. This chapter gives the background knowledge and literature

review of the intelligent resource management in cloud and edge computing. In Section

2.1, we show the architectures of cloud and edge computing. Sections 2.2 and 2.3 introduce

the fundamental knowledge of deep learning (DL) and deep reinforcement learning (DRL)

technologies, respectively. In Section 2.4, we present a detailed literature review on workload

prediction, resource allocation, security issues of MCS, and computation offloading in cloud

and edge computing. Finally, Section 2.5 summarizes this chapter.

2.1 From Cloud to Edge

Cloud computing owns massive computational and storage resources that are not directly

managed by users [16]. Therefore, cloud computing is commonly used to describe the

availability of datacenters over the Internet. There are five essential characteristics of cloud

computing as follows.

• On-demand self-service. Users can unilaterally provision computational capabilities

according to their requirements without interacting with CSPs.
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• Broad network access. Cloud resources are available over the Internet and can be ac-

cessed by using heterogeneous client platforms (e.g. mobile devices and workstations).

• Resource pooling. Cloud resources are pooled by using multi-tenant models. Multi-

tenant models refer to the software architecture that supports one instance to serve

multiple users (each user is called a tenant), which enable tenants the ability to par-

tially customize the system. Therefore, resources can be dynamically assigned and

reassigned according to users’ requirements.

• Rapid elasticity. Cloud resources can be elastically provisioned and released to

quickly scale up and down according to requirements. From the perspectives of users,

the available resources for provisioning are commonly unlimited.

• Measured service. Cloud resources are controlled and optimized by utilizing a meter-

ing manner to different types of resources (e.g. computation, storage, and bandwidth),

which offers a transparent resource utilization service for both CSPs and users.

As shown in Fig. 2.1, CSPs offer services according to three different service models,

which are described as follows.

• Software as a Service (SaaS). It provides on-demand software applications (e.g.

Gmail and Microsoft Office), which are managed by CSPs, and allows users to access

the applications via cloud clients (e.g. web browsers and mobile apps) on the Internet.

• Platform as a Service (PaaS). It offers developers with a platform for building appli-

cations and services through the Internet. Also, it provides an on-demand development

environment (including databases and web servers) for developing, testing, and manag-

ing software applications.

• Infrastructure as a Service (IaaS). It provides virtualized computing resources such

as virtual machines (VMs), storage, networks, and operating systems to individuals or

organizations of CSPs.

As shown in Fig. 2.2, there are commonly three deployment models in cloud computing,

which are described as follows.
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Fig. 2.2 Deployment models of cloud computing.
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• Public cloud. It is provisioned over the public Internet and may be owned, managed,

and operated by a company, university, or government organization, or a combination

of them, which exists on the premises of CSPs. It is also known as the external cloud

or multi-tenant cloud, which represents a cloud environment that is openly accessible.

• Private cloud. It is operated solely by a single organization that comprises many users

(e.g. business units), whether managed internally or by a third party, and may exist on

or off premises. Also, it is referred to the internal cloud or on-premise cloud, which

intentionally limits the access to resources.

• Hybrid cloud. It is a composition of private and public clouds that remain unique

entities but are bound together by standardized technologies, which provides the

advantages of different deployment models and enables data/application portability.

With the rapid advent of the Internet-of-Things (IoT) era and the popularity of wireless

networks, the number of devices at the edge of the network and the data generated are

growing significantly. According to the prediction of the International Data Corporation

(IDC) [17], the total amount of global data will be over 175 zettabytes by 2020. In this case,

the centralized processing pattern (i.e. cloud computing) may be unable to efficiently process

the data generated by edge devices. Because all data is transmitted to cloud datacenters with

powerful capacities for solving computing and storage problems. However, in the context of

IoT, traditional cloud computing reveals four disadvantages as follows.

• IoT applications have extremely high requirements for real-time performance. In

traditional cloud computing, applications transmit the data to the cloud and then

requests processing results, which increases the system delay. Taking the applications

of unmanned vehicles as examples, high-speed vehicles may require a response time

of milliseconds. Once the system delay is increased due to network problems, it may

cause serious consequences.

• Edge devices generate massive data in real-time and transmit the data to the cloud,

which may cause great pressure on the network bandwidth. For example, the Boeing
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787 generates more than 5 GB of data per second [18], but the bandwidth between the

aircraft and satellite is not enough to support such real-time transmission.

• Cloud datacenters consume large energy. For instance, the energy consumption of

cloud datacenters in the United States would increase by 4% (reaching 73 billion

kWh) by 2020 [19]. With the increase of applications and the data to be processed,

energy consumption has become a bottleneck that restricts the development of cloud

computing.

• IoT data is closely related to users’ lives. For example, many people install smart

cameras at their homes and transmit video data to the cloud, which will increase the

risk of leaking user privacy. In recent years, data security and privacy issues have

become more important for cloud computing companies [20].

Cloud Edge Users

Fig. 2.3 The typical architecture of edge computing.

To address these problems, edge computing has emerged to process the massive data

generated by edge devices, where the edge computing resources can be located at the base

stations near company premises or just located at the server racks in company premises. The

typical architecture is shown in Fig. 2.3. Edge computing requires strong computing power

and massive storage support from cloud computing, while cloud computing needs edge

computing to process massive data with privacy concerns. Compared with cloud computing,

edge computing has three advantages as follows.
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• The large amounts of temporary data are processed at the edge of the network and

not all data is uploaded to the cloud, which greatly reduces the pressure on network

bandwidth and energy consumption of cloud datacenters.

• The data processing is done close to the data producer and thus there is no need to

request a response from the cloud, which greatly decreases the system delay and

enhances service response capabilities.

• The user privacy data is no longer uploaded to the cloud but stored on edge devices,

which reduces the risk of data leakage and protects user security and privacy.

2.2 Emerging Deep Learning (DL) Technologies

In recent years, deep learning (DL), as an important research hotspot in the field of ma-

chine learning (ML) [21], has achieved remarkable success in image analysis (IA) [22–24],

speech recognition (SR) [25–27], natural language processing (NLP) [28–30], and video

classification (VC) [31–33]. The concept of DL was derived from artificial neural networks

(ANNs) [34], where the multi-layer perceptron (MLP) with multiple hidden layers is a typical

example of DL models. A DL model usually consists of multiple layers of linear functions

that are non-linearized by activation functions, which can automatically learn abstract feature

representations from massive training data [35]. Therefore, DL utilizes neural networks to

learn the ability to perceive and express real-world behaviors. In this section, the sparse

auto-encoder (SA) and recurrent neural network (RNN) are briefly introduced. Based on the

basic principles of these two techniques, we aim to solve the problem of high dimensionality

and high variance on cloud workload prediction.

2.2.1 Sparse Auto-Encoder (SA)

Sparse auto-encoder (SA) [36] can automatically learn the essential feature representations

from the unlabeled data. In practice, the representations extracted by SA can be used to

replace the original data, which often leads to better performance for the learning process
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of neural networks. More specifically, SA is constructed with a single hidden layer, which

requires the output data to be as similar as possible to the input data. Moreover, the hidden

layer must satisfy certain sparsity, which also means that the hidden layer cannot carry too

much information. Therefore, the input data would be compressed in the hidden layer and

decompressed in the output layer.
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Fig. 2.4 The framework of sparse auto-encoder.

As shown in Fig. 2.4, SA learns a function yi = f (Wxi +b)≈ xi, where xi and yi ∈ R+.

In other words, SA targets to approximate an identity function so that the output yi can be

close to the input xi. During this process, some important features would be extracted from

the input data. Moreover, the input data can be replaced by hidden units (i.e., neurons of the

hidden layer), which achieves the effect of data compression. Even if the number of hidden

units is large, the essential features of the input data can still be found by adding the sparsity

constraint. Especially, a(h)j is used to represent the activation degree of the hidden unit j and

its average, ρ̂ j, can be denoted as follows:

ρ̂ j =
1
n

n

∑
i=1

[
a(h)j (xi)

]
. (2.1)

ρ̂ j is commonly enforced to be ρ , where ρ is the sparsity parameter and should be close

to 0 for satisfying the sparsity constraint on hidden units. Therefore, the following term is
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used as a penalty when ρ̂ j seriously deviates from ρ .

Nh

∑
j=1

ρ ln
ρ

ρ̂ j
+(1−ρ) ln

1−ρ

1− ρ̂ j
, (2.2)

where Nh is the number of hidden units and the above formula can also be denoted as

∑
Nh
j=1 KL(ρ||ρ̂ j) according to the Kullback-Leibler (KL) divergence [37].

As a standard function for measuring the level of difference between two particular

distributions, the minimum of KL-divergence can be reached when ρ̂ j is close to ρ , which also

means that the process for minimizing the penalty term has the same effect on approximating

ρ̂ j to ρ . Thus, the overall cost function of SA, Jsparse(W,b), is as follows:

Jsparse(W,b) = J(W,b)+β

Nh

∑
j=1

KL(ρ||ρ̂ j), (2.3)

where J(W,b) is the cost function of neural networks and β is the weight used to control the

sparsity penalty term.

2.2.2 Sequential Model of Neural Networks

Recurrent neural network (RNN) [37] emphasizes the connectivity of neurons between

hidden layers, which can be used to process the sequential problems through using sequences

of inputs. Typically, the hidden layers of a traditional neural network are fully-connected or

partially-connected, but the neurons between different neural networks are connectionless.

By contrast, RNN aims to use a sequence to construct a relationship between the historical

and current status. Therefore, the neurons between hidden layers in RNN are connected,

which also means that the input of hidden layers not only comes from the input layer at the

current moment but also the output of hidden layers at the previous time. The structure of

classic RNN is shown in Fig. 2.5, where the chained features reveal that RNN is essentially

related to sequential processing.
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Fig. 2.5 The structure of classic RNN.

Based on the sequences of inputs, the future output can be predicted as follows:

st = tanh(U · xt +W · st−1),yt = so f tmax(V · st), (2.4)

where st , xt , and yt denote the hidden status, the input and the output at time t, respectively.

U and V represents the weights of the input and output, respectively.

2.3 Deep Reinforcement Learning (DRL)

Reinforcement learning (RL) is regarded as another research hotspot in the field of ML [38].

The basic idea of RL is to learn the optimal policy (a policy defines the RL agent’s way of

behaving at a given time) to accomplish the goal by maximizing the cumulative rewards (a

reward signal defines the goal in an RL problem) that the agent obtains from the environment

(the environment mimics the behaviors of a real-world problem) [38]. Therefore, RL focuses

on learning problem-solving policies. In complex real-world scenarios, it is necessary to use

DL to automatically learn abstract representations of large-scale input data, which are used

as a basis for self-motivating RL (RL is motivated by the reward function defined by itself) to

optimize their problem-solving policies. To this end, Google’s DeepMind team innovatively

combined perceptual DL with decision-making RL to form deep reinforcement learning
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(DRL) [39], which has been widely used in games [40–42], robot control (RC) [43–45], and

computer vision (CV) [46–48].

The general framework of DRL is shown in Fig. 2.6, where the learning process can be

described as

DRL AgentEnvironment Reward

Action

State
DL Perception

RL Decisions

Fig. 2.6 The general framework of DRL.

Step 1: At each timestep, the DRL agent interacts with the environment to observe a

high-dimensional state, and the DL is used to perceive the observation to obtain an abstract

representation for state features.

Step 2: Evaluate the value function of each action based on the expected rewards, and

the current state is mapped to the corresponding action by using a certain policy.

Step 3: The environment reacts to the action and observes the next state. By iterating the

above steps, the optimal policy for satisfying the goal can be finally obtained.

2.3.1 Value-Based DRL

Mnih et al. [39] combined DNNs with the traditional Q-learning [49] and proposed the Deep

Q-Networks (DQN) algorithm, which is a pioneering work in the field of the value-based

DRL. Fig. 2.7 depicts the workflow of the DQN algorithm. To solve the problem of instability

that may occur when using non-linear networks to represent value functions, the DQN has

made three improvements to the Q-learning as follows.

• The DQN utilizes the mechanism of experience replay during the training process [50].

At each timestep t, the transition samples, denoted by et = (st ,at ,rt ,st+1), obtained by
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Fig. 2.7 The workflow of the DQN algorithm.

the interaction between the DRL agent and the environment are stored in the replay

memory, denoted by D = {e1,e2, ...,et}. At each time, a small batch of transition

samples are randomly selected from D, and the stochastic gradient descent (SGD)

algorithm is used to update the network parameters θ . When training a DNN, the

samples are commonly required to be independent of each other. Therefore, the random

sampling method can greatly reduce the correlation between samples and thus improve

the stability of the algorithm.

• The current network approximates the current value function, and the target network

generates the target Q-value. These two neural networks are with exactly the same

structure but different parameters. Specifically, Q(s,a|θi) represents the output of the

current value network and is used to evaluate the value function of the current state-

action pair. Moreover, Q(s,a|θ−i ) represents the output of the target value network.

Generally, Yi = r+ γ maxa′Q(s′,a′|θ−i ) is used to approximate the optimization target
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of the value function, which is the target Q-value. The parameters θ of the current

value network are updated online. After N iterations, the parameters θ are copied to

the target value network. Next, the parameters θ are updated by minimizing the mean

square error (MSE) between the current and target Q-values, where the loss function is

defined as

L(θi) = Es,a,r,s′[(Yi−Q(s,a|θi))
2]. (2.5)

Thus, the corresponding gradient can be calculated as

∇θiL(θi) = Es,a,r,s′[(Yi−Q(s,a|θi))∇θiQ(s,a|θi)]. (2.6)

By introducing the target value network, the target Q-value remains unchanged for a

period of time, which reduces the correlation between the current and target Q-values

to a certain extent and thus improves the stability of the algorithm.

• The DQN ensures that the Q-values and the gradient values are in a reasonable range

and improves the stability of the algorithm. When solving complex problems in real

environments such as Atari 2600 games, the DQN shows a comparable level with

human players [39]. In some non-strategic games with lower difficulty, the DQN even

outperforms experienced human players. When handling various DRL tasks based on

visual perception, the DQN can use the same set of network models, parameter settings,

and training algorithms, which demonstrates that the DQN has strong adaptability and

versatility.

However, the DQN always selects the action with the maximum Q-value in the next

state. The selection and evaluation of actions are based on the parameters θ− of the target

value network, which may overestimate Q-values in the learning process. To address this

problem, Hasselt et al. [51] proposed the Deep Double Q-Network (DDQN) algorithm

based on the double Q-learning algorithm [52]. There are two different sets of parameters in

the DDQN, denoted by θ and θ−, where θ is used to select the action with the maximum

Q-value and θ− is used to evaluate the Q-value of the optimal action. These two sets of
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parameters separate action selection and policy evaluation and thus improve the problem of

overestimating Q-values. Therefore, the DDQN uses θ of the current value network to select

the optimal action and uses θ− of the target value network to evaluate the optimal action,

where the target Q-value is defined as

Y DDQN
i = r+ γ Q(x′,argmaxaQ(s′,a|θi),θ

−
i ). (2.7)

As for other aspects of the algorithm, the DDQN is consistent with the DQN. As for

some Atari 2600 games, the DDQN is able to estimate Q-values more accurately and achieve

more stable and effective strategies.

In general, the improvement for the DQN is achieved by adding new functional modules

to the original networks. For example, Hausknecht et al. [53] integrated the RNN structure

into the DQN and proposed Deep Recurrent Q-Network (DRQN). Therefore, the DRQN

can memorize continuous historical status information on the time axis and thus it would be

suitable for handling the complex tasks with partial observations.

2.3.2 Policy-Based DRL

The policy gradient method is commonly used in the problem of policy optimization, which

updates the policy parameters by continuously calculating the gradient of the expected total

reward of the policy and finally converges to the optimal one [54]. Therefore, when solving

the DRL problems, a DNN with parameters θ can be used to parameterize the policy, and

the policy gradient method can be used to optimize the policy. The policy-based DRL can

directly optimize the expected total reward of the policy and search for the optimal policy in

the solution space in an end-to-end manner. Therefore, compared with the value-based DRL

(e.g. DQN), the policy-based DRL owns a wider application range with a better effect of

policy optimization.

The policy-based DRL utilizes an approximator to approximate and optimize the policy

and finally obtain the optimal one. Specifically, this method optimizes the expected total
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reward of the policy as

maxθ E[R|πθ ], (2.8)

where R = ∑
T−1
t=0 rt represents the sum of rewards received in an episode. The basic idea of

the policy-based DRL is to increase the occurrence probability of the episodes with higher R.

More specifically, we assume the trajectory of the state, action, and reward in a complete

episode as τ = (s0,a0,r0,s1,a1,r1, ...,sT−1,aT−1,rT−1,sT ). Thus, the policy gradient can be

defined as

grad = R∇θ

T−1

∑
t=0

logπ(at |st ;θ). (2.9)

Next, the policy gradient is used to update the policy parameters as

θ ← θ +αgrad, (2.10)

where α is the learning rate that controls the updating rate of policy parameters.

Through the above training process, the probability density would move to the trajectory

direction with higher R, and thus the probability of the trajectories with high R would be

increased.

However, the total rewards R of all episodes, in some cases, may be not negative, and thus

the values of all gradients would be greater than or equal to 0. At this time, each trajectory τ

in the training process would make the probability density closer to the positive direction,

which may significantly slow down the learning speed and cause large variance of gradients.

To address this problem, a standardized operation can be used on R to reduce the variance of

gradients, which is to increase the occurrence probability of the trajectories with higher R

and reduce the occurrence probability of the trajectories with lower R. Based on this idea,

Williams et al. [55] developed the REINFORCE algorithm, which unified the policy gradient

as

grad = R∇θ

T−1

∑
t=0

logπ(at |st ;θ)(R−bl), (2.11)

where bl is a baseline related to the current trajectory τ , which is usually set as an expected

estimate of R for reducing the variance of R. If R exceeds bl more, the corresponding
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trajectory τ is more likely to be selected. Therefore, in a DRL problem with large-scale state

space, the policy can be parameterized by using a DNN, and the policy gradient method can

be used to find the optimal policy.

Moreover, the advantage function can be used to evaluate the quality of actions and

construct the policy gradient as

grad = ∇θ

T−1

∑
t=0

At logπ(at |st ;θ), (2.12)

where At represents an estimate for the advantage function of the state-action pair (st ,at),

and it is commonly defined as

Aγ

t = rt + γrt+1 + γ
2rt+2 + ...−V (st), (2.13)

where γ ∈ [0,1] represents the discount factor. When Aγ

t > 0, the probability of the cor-

responding actions being selected will be increased. Otherwise, the probability will be

decreased.

The advantage function is used to measure the actions’ advantage relative to the mean.

When the advantage function is positive, the value of taking an action is higher than the

mean. On the contrary, the value of taking an action is lower than the mean. Therefore, the

advantage function can be used to evaluate the current value of an action relative to the mean,

and thus the variance can be well reduced by appropriately controlling the choice of actions.

To further reduce the variance while ensuring low deviation, Schulman et al. [56] designed a

generalized advantage function as

Aγ

t = δt +(γλ )δt+1 +(γλ )2
δt+2 + ...+(γλ )T−t−1

δT−1, (2.14)

where δt = rt +γV (st+1)−V (st). λ ∈ (0,1) is an adjustment factor. When λ is close to 0, Aγ

t

is low-variance and high-deviation. On the contrary, Aγ

t is high-variance and low-deviation.

However, it is difficult for this method to determine a suitable learning rate α to ensure

the stable learning process of the global policy optimization. In response to this problem,
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Schulman et al. [57] developed a Trust Region Policy Optimization (TRPO) method, which

forced to limit the KL divergence between the new and old policies on the same batch of

data, and thus it can avoid the updating steps that cause too much change in policies.

In addition, another research direction of the policy-based DRL is to promote the policy

search by introducing additional manual supervision. For example, the AlphaGo first uses

the supervised learning to predict human moving behaviors in the Go game from human

experts, and then it uses the policy gradient method to make fine adjustments to the policy

parameters with the purpose of winning the Go game [58].

In this thesis, an actor-critic based DRL will be adopted, which incorporates value-based

DRL and policy-based DRL. On one hand, the value-based DRL determines the value

function by using function approximators and adopts the ε-greedy to balance the exploration

and exploitation. Therefore, the DRL agent utilizes existing experiences to choose good

actions and meanwhile explores new actions. On the other hand, the policy-based DRL

parameterizes the policy and directly outputs actions with the probability distribution during

the learning process without storing their Q-values.

2.4 Literature Review

There has been a significant amount of literature on addressing the important problems in

cloud and edge computing. In this section, the existing work related to this thesis, including

workload prediction, resource allocation, security issues of MCS, and computation offloading,

are reviewed comprehensively. Moreover, we highlight the research gaps in the prior work

and discuss the corresponding solutions proposed in this thesis.

2.4.1 Cloud Workload Prediction

Workload prediction in cloud computing has attracted much research attention, while many

scholars have contributed to addressing this important problem. In this subsection, we first

review the classic methods and then present the RNN-based approaches for cloud workload

prediction.
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Classic Methods for Workload Prediction

An auto-regression (AR) based prediction model was designed in [59], where the time-series

based historical CPU utilization was used to predict the future workloads. However, this

model is strictly linear in essence and lack the adaptability to highly-variable workloads in

a more complex cloud environment. Linear regression (LR) and wavelet neural network

(WNN) were integrated for the short-term prediction of workloads in [60], but it suffers

from high errors for the long-term prediction. Kumar and Singh [61] proposed a workload

prediction model by combining artificial neural network (ANN) and self-adaptive differential

evolution algorithm, which promises higher prediction accuracy than LR and the back-

propagation based methods. A clustering-based learning approach was presented in [62] for

enhancing the accuracy of workload prediction, but it is hard to determine a proper learning

rate. The authors proposed two collaborative filtering techniques using k-nearest neighbors

(k-NN) to obtain the good performance of workload prediction among various multi-core

systems [63]. But k-NN is inefficient, which usually leads to huge computational overheads.

Swarm and evolutionary optimization algorithms are applied to train the neural networks

for predicting the host utilization [64], but this approach might suffer from the difficulty

of selecting parameters (e.g., mutation and crossover rates). Kaur et al. [65] developed an

ensemble-based prediction method for CPU usage of scientific applications, which takes the

average accuracy of eight regression-based prediction models into the consideration of final

prediction results. However, this method might be restricted by the long training time for

different models.

In general, most of the classic methods for workload prediction depend on the heuristics,

traditional neural networks or regression-based methods. Therefore, they require workloads

with obvious regularity or clear tendency in order to achieve precise prediction. For instance,

without utilizing the correlations between neurons, the traditional neural networks cannot

achieve the accurate workload prediction effectively. Moreover, these methods mainly

execute workload prediction in a small-scale grid or HPC systems, which exhibit lower

variance compared to the large-scale cloud data centers. To effectively solve these important

challenges and achieve better prediction performance for highly-variable workloads in the
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cloud environment, more intelligent strategies are demanded. The emergence of RNN, a

competent architecture for sequence processing, presents great potentials for cloud workload

prediction.

RNN-Based Approaches for Workload Prediction

RNN [37] emphasizes the connectivity of neurons between hidden layers in order to ef-

ficiently process the sequential problem through using the historical memories in neural

networks. Over the past few years, RNN has also been used to deal with the problem of

workload prediction in cloud computing. Zhang et al. [66] proposed an RNN-based model

for improving the accuracy of workload prediction. Similarly, the classic RNN architecture

was adopted in [67] and [68] to forecast the future workloads in cloud data centers. It turns

out that RNN can work well when coping with short-term dependencies. However, the

authors in [69] and [70] have proved that RNN cannot effectively guarantee the excellent

performance of long-term prediction. This is because that the traditional RNN is unable to

address the problem of gradient vanishing in training. Therefore, RNN will lose the ability

to connect and use the meaningful information when the distance between the information

and the predicted value increases. This problem is known as the long-term dependencies.

To solve this problem, LSTM was developed as an improvement of RNN [37], in order

to better deal with long-term dependencies. Song et al. [71] utilized LSTM for the host

load prediction, which improved their previous work using RNN-based echo state networks

(ESN) [72]. Similarly, an LSTM-based model using association learning was proposed to

capture the relationship among different resource metrics to achieve accurate prediction for

future workloads [73]. Compared with LSTM, GRU is able to converge more easily with

fewer settings of parameters [74]. But there is little research work [75] using GRU-based

approaches with the consideration of training efficiency of neural networks for workload

prediction in the cloud environment.

Overall, most of the RNN-based approaches depend on the classic RNN architecture,

which can neither survive the problem of gradient vanishing nor capture long-term memory

dependencies from historical workloads. Therefore, they are unable to learn the precise
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prediction results for cloud workloads with high variance or adapt to the real-world require-

ments of cloud computing, which might result in the deterioration of prediction accuracy

and efficiency. Although there exist small amount of research using improved forms of

RNN (e.g., LSTM and GRU) to address the issue of gradient vanishing [76], the problem

of high-dimensional workload data in cloud computing has not been well considered. This

might lead to low accuracy and high computational complexity for workload prediction.

Summary

In order to address these open challenges, we first propose TSA to improve the compression

efficiency in response to the high dimensionality of workload data. For example, a 1000-

dimensional set of workload data is required to be constructed and used as the input of a

prediction model for training purposes when there are 1,000 working machines in a cloud

data center. This high-dimensional data with redundant and noisy information not only results

in more errors in workload prediction but also leads to higher computational overheads of

a prediction model. Next, to better deal with the high variance of workload patterns, the

TSA and GRU block are integrated into an RNN structure to capture long-term memory

dependencies in neural networks for achieving the accurate prediction of future workloads.

2.4.2 Cloud Resource Allocation

Resource allocation in cloud computing has attracted much research attention, while many

scholars have contributed to addressing this important problem. Commonly, the resource

allocation problem can be regarded as how to allocate jobs from users to servers at different

times for meeting the requirements of both users and CSPs. In this subsection, we review

the related work from two aspects, including the classic and DRL-based solutions for cloud

resource allocation.
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Classic Approaches for Cloud Resource Allocation

Resource allocation problem is omnipresent in cloud computing and many methods have been

proposed to enhance resource utilization with rational resource provisioning and effective

cost control. For example, Zahid et al. [77] proposed a ruled-based language for CSPs, in

order to improve QoS compliance of high-performance computing (HPC) clouds. Through

using probabilistic thresholds, a system model was designed in [78] for accomplishing the

switching between different operating levels of cloud services. Johnson’s rule and genetic

algorithm were combined in [79] for solving the multiprocessor scheduling problem in cloud

datacenters. By using a rule-based control approach, a power-aware job scheduler was

designed in [80] for improving power-efficiency and meeting power constraints. Meanwhile,

Wang et al. [80] also compared the pros and cons of baseline scheduling algorithms, such

as the longest job first (LJF), shortest job first (SJF), and round-robin (RR). Furthermore,

Samal and Mishra [81] analyzed the variants of RR algorithms for load balancing in cloud

computing. Based on the heuristics, the problem of cloud resource reservation was solved in

[82] for meeting user demands while reducing resource costs. Grandl et al. [83] designed

Tetris, a cluster scheduler with packing heuristics, in order to match task requirements with

resource availability and improve cluster efficiency. Gudu et al. [84] proposed a heuristic

algorithm for cloud resource allocation, in order to achieve a trade-off between execution time

and policy quality. A meta-heuristic approach for cloud resource allocation was developed in

[85] with the support of bio-inspired coral-reefs optimization. Avgeris et al. [86] proposed

a hierarchical resource allocation framework with an admission control mechanism, and it

can support mobile users to choose edge servers for executing their tasks with less response

time and computational costs. Through utilizing the feedback-control theory, a Big-Data

MapReduce system was developed in [87] for reducing the costs of cluster reconfigurations.

Haratian et al. [88] designed an adaptive resource management framework for meeting QoS

requirements, where the decision-making of cloud resource allocation was executed by a

fuzzy controller in each iteration of control cycles.

Overall, most of these work focused on rule-based strategies, heuristics, and control

theory for cloud resource allocation. The rule-based strategies or heuristics need to establish
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different rules for fulfilling dynamic system states and user demands in cloud datacenters.

Thus, not only the application scopes of them are limited but also high overheads of rule

settings are generated. Besides, the control-theory based solutions require numerous feedback

iterations, and thus they usually lead to high computational complexity and unnecessary

resource overheads. To address these important challenges, DRL has emerged as an adaptive

and efficient decision-making method for solving the complicated problem of cloud resource

allocation.

DRL-based Methods for Cloud Resource Allocation

Deep reinforcement learning (DRL) combines reinforcement learning (RL) and DNNs, and

it emphasizes the decision-making process of choosing actions according to different system

states in the dynamic environments, in order to maximize the expected long-term rewards.

Two great milestones have witnessed the vigorous development of DRL-based algorithms.

One is the application of deep Q-networks (DQN) on the Atari 2600 platform [39]. The

other is the Alpha Go that defeated the Go world champion by integrating Monte Carlo Tree

Search (MCTS) with DNNs [58]. Moreover, DRL-based methods have recently been applied

to the problem of resource allocation in cloud computing. For instance, Tong et al. [89]

combined the Q-learning algorithm with DNNs to handle the scheduling problem of directed

acyclic graph (DAG) tasks in the cloud environment. The DQN algorithm was adopted in

[90] to allocate compute-intensive jobs, in order to reduce the energy consumption of cloud

datacenters. By using the DQN algorithm, a hierarchical framework was designed in [91]

for adaptive resource allocation, aiming to reduce power consumption in cloud datacenters.

Similarly, a DQN-based cloud system was developed in [92] for resource provisioning and

task scheduling to support CSPs saving energy costs. Also, Zhang et al. [93] adopted

the DQN algorithm, in order to achieve adaptive provisioning and configuration for cloud

resources. Different from these work using value-based DRL algorithms, Mao et al. [94]

leveraged a policy-based DRL algorithm (i.e., policy gradient (PG)) to handle the resource

allocation problem in cloud datacenters. Subject to resource constraints in wireless systems,

Eisen et al. [95] utilized a PG-based method to find the near-optimality of resource allocation.
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Based on the PG algorithm, a QoS-aware scheduler was developed in [96], aiming to improve

the QoS when scheduling DNN inference workloads in cloud computing. Moreover, a PG-

based actor-critic approach for user scheduling and resource allocation was designed in [97],

aiming to maximize the energy-efficiency in heterogeneous networks. Besides, an actor-critic

based DRL method for cloud resource allocation was developed in our previous work [98]

that only considered the optimization of job latency but not energy-efficiency. Moreover, the

training efficiency of these actor-critic based DRL methods can still be improved because

they did not take advantage of asynchronous update mechanism.

In general, most of these work depends on value-based DRL methods for cloud resource

allocation. It is difficult for them to learn the accurate optimal policy when dealing with

a large action space. Although there exists a small amount of research using policy-based

DRL methods to address this problem, the high variance is generated when they estimate

the policy gradient. Besides, the above DRL-based methods reveal drawbacks in training

efficiency, thus numerous iterations are needed for optimizing the scheduling policy. To

address these essential problems, we propose an A3C-based resource allocation method

in cloud datacenters. The A3C method adopts an actor-critic based DRL framework with

the asynchronous update, to accelerate the training process of resource optimization, which

incorporates value-based and policy-based DRL algorithms.

2.4.3 Security Issues in Mobile Crowdsensing (MCS)

In MCS, CSPs pay for and analyze sensing data collected from users’ mobile devices (MDs)

to offer high-quality services. Therefore, MCS provides an effective way of data collection

and service provisioning between CSPs and users, which entails a lot of reliable security

measures. For example, Xu et al. [99] proposed a privacy-preserving method based on the

truth discovery, in order to handle the condition when users are off-line in MCS systems.

Based on the ranking deviations between the encrypted sensing data and aggregated results,

a reputation updating approach was developed in [100] for preserving the privacy of MCS

participants. Bhattacharjee et al. [101] solved the generation of false contributions in MCS

by using an event-trust and user-reputation model, which separated different types of users
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and reduced incentive losses. A Dynamic Trust Relationships aware data Privacy Protection

(DTRPP) mechanism was designed in [102] to protect data privacy in MCS systems by

evaluating the trust degrees of public keys. Lin et al. [103] proposed two frameworks

for auction-based incentive mechanisms in privacy-preserving MCS that can reduce the

social cost. According to the geographic information and trust levels of users, the authors

in [104] offered a privacy-preserving strategy for guaranteeing the precise task allocation.

Through integrating the reputation model with cryptographic technologies, a trustworthy

and privacy-aware MCS system was designed in [105] without a trusted third party. Based

on the homomorphic Paillier encryption, Zhang et al. [106] proposed two reliable and

privacy-preserving truth discovery schemes for different MCS scenarios with stable and

movable users. In general, most of the existing work focused on the privacy-preserving

problem in MCS systems by evaluating the trust degree or reputation of MCS participants.

Different from the above work, our concern is to guarantee the security of transactions

between service providers and MCS participants. This problem is the basis for the normal

running of MCS systems. For this purpose, we propose a new consortium blockchain-based

framework to secure payment transactions in MCS.

2.4.4 Computation Offloading in Multi-Access Edge Computing (MEC)

MEC provides powerful computational capacity at the network edge, which can help reduce

the service latency and cut down the network traffic. As one key technology enabled by

MEC, computation offloading has received many research concerns. For instance, You et al.

[13] first formulated the computation offloading in MEC as a convex optimization problem,

and then they used a threshold-based structure with an offloading priority function. Zheng et

al. [14] first utilized a stochastic game to describe the offloading problem in MEC with at

least one Nash Equilibrium (NE), and then they proposed a multi-agent stochastic learning

algorithm to reach the NE with guaranteed convergence. Sundar and Liang [15] proposed an

Individual Time Allocation with Greedy Scheduling (ITAGS) method, in order to optimize

offloading decisions with the constraint on completion deadline. Based on the game theory, a

collaborative offloading mechanism was designed in [107], which utilized the computational
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resources from both the remote cloud and MEC. Moreover, a two-tier greedy approach was

developed in [108] for making offloading decisions in ultra-dense IoT networks. Overall,

most of these classic methods have focused on the threshold-based strategies, heuristics, or

game theory. They commonly construct their optimization objective functions based on the

firm assumption of a specific application scene. Therefore, they might work well in a static

environment with simple setups, but it would be hard for them to realize good adaptiveness

when it comes to the complex and dynamic MCS environment. In the complex and dynamic

MCS environment, many elements are changing such as the number of MDs, the computation

capacity of an MD or an edge server, the data uploaded from an MD to an edge server, and

the network status. The above elements may change randomly in the real-world environment,

which will cause the high complexity in dealing with the offloading problem.

As an advanced decision-making approach, Reinforcement Learning (RL) [38] provides

a new direction for the offloading problem in the complex and dynamic MEC environment.

For example, a Q-learning based offloading mechanism was designed in [109], in order

to find a long-term optimal policy with the maximized utility of mobile users. Li et al.

[110] applied a deep Q-networks (DQN) algorithm into the offloading problem for reducing

the processing delay and energy consumption on users’ devices. Similarly, a DQN-based

offloading approach was developed in [111] for an energy-harvesting MEC system to optimize

the costs on the latency and energy consumption. In general, most of these solutions have

relied on the valued-based RL algorithms. They might not be able to effectively obtain an

optimal offloading policy in the complex MCS environment with many MDs, because the

high-dimensional state space may not only hinder their training process but also cause the

algorithm to not work if the state space is too large. Although there is a small amount of

research work using the actor-critic based RL for computation offloading [112, 113], it would

be hard for them to determine the step size of updating offloading policies. The step size can

be regarded as the frequency of updating policies. If the policies are updated too frequently,

there will not be too much valuable experience that the RL agent can learn from. On the

contrary, the RL agent will spend much time finding the optimal policy. However, it might



2.5 Summary 33

be hard to decide the step size of updating policies, due to the heavy debugging work of

hyper-parameters.

Distinguished from the existing work, we introduce the advantage of MEC into MCS and

propose the DRCO method, in order to efficiently obtain the optimal offloading policy in the

complex and dynamic environment of blockchain-based MCS systems.

2.5 Summary

In this chapter, we first show the background knowledge of cloud and edge computing

architectures. Next, we introduce the fundamental technologies of DL and DRL related

to this thesis. Finally, we present a comprehensive literature review of the state-of-the-

art resource management with focuses on workload prediction, resource allocation, and

computation offloading in cloud and edge computing.





Chapter 3

Cloud Workload Prediction with DL

Resource provisioning for cloud computing necessitates the adaptive and accurate prediction

of cloud workloads. However, the existing methods cannot effectively predict the high-

dimensional and highly-variable cloud workloads. This results in resource wasting and

inability to satisfy service level agreements (SLAs). Since recurrent neural network (RNN) is

naturally suitable for sequential data analysis, it has been recently used to tackle the problem

of workload prediction. However, RNN often performs poorly on learning long-term memory

dependencies, and thus cannot make the accurate prediction of workloads. To address these

important challenges, we propose a deep Learning based Prediction Algorithm for cloud

Workloads (L-PAW). First, a top-sparse auto-encoder (TSA) is designed to effectively extract

the essential representations of workloads from the original high-dimensional workload data.

Next, we integrate TSA and gated recurrent unit (GRU) block into RNN to achieve the

adaptive and accurate prediction for highly-variable workloads. Using real-world workload

traces from Google and Alibaba cloud data centers and the DUX-based cluster, extensive

experiments are conducted to demonstrate the effectiveness and adaptability of the L-PAW

for different types of workloads with various prediction lengths. Moreover, the performance

results show that the L-PAW achieves superior prediction accuracy compared to the classic

RNN-based and other workload prediction methods for high-dimensional and highly-variable

real-world cloud workloads.
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3.1 Introduction

As one of the most prevailing computing paradigms [114], cloud computing promises on-

demand provisioning of computing, storage and networking resources with service level

agreements (SLAs) between cloud service providers (CSPs) and users, which include some

performance indicators such as latency and packet loss rate. When user requests arrive

simultaneously, workloads burst so the available resources might be insufficient. On the

contrary, the idle status occurs when workloads stay at a low level, resulting in resource

waste. Workload variations lead to the over-provisioning or under-provisioning of resources,

which causes unnecessary overheads or poor SLAs [115, 98]. Therefore, CSPs must be able

to rapidly determine the strategies of resource provisioning for guaranteeing SLAs while

improving resource utilization [115]. To achieve these objectives, the fast and adaptive

methods for workload prediction are necessary for cloud computing [116]. Based on the

effective prediction for future workloads, more efficient and rational resource provisioning

can be achieved through configuring and allocating resources in advance. For example, the

short-term (e.g., hour-level) prediction can ensure that an uninterrupted resource supply

is available, the medium-term (e.g., month-level) prediction can be used to schedule the

maintenance of servers, and the long-term (e.g., year-level) prediction plays a crucial role

in designing relevant policies and planning the infrastructures of data centers. However,

workload prediction in cloud computing faces two main challenges as follows:

• High variance of workload patterns. Workload patterns (e.g., the randomly-changing

workloads in Google cloud data centers [1], and the autocorrelated and periodic work-

loads in the DUX-based cluster [2]) vary on different time scales (e.g., seconds and

days) in cloud computing. According to the analysis report of Alibaba cloud data

centers [3], the average CPU utilization of their entire cluster changes from 5% to 80%

during a day with high fluctuations. This high variance of workload patterns makes it

very hard to accurately and effectively predict workloads.

• High dimensionality of workload data. Workload data in cloud computing usu-

ally suffers from the problem of high-dimensional space [4]. For instance, a 1000-
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dimensional set of workload data is required to be constructed and used as the input

of a prediction model for training purposes when there are 1,000 working machines

in a cloud data center. This high-dimensional data with redundant and noisy infor-

mation not only results in more errors in workload prediction but also leads to higher

computational overheads of a prediction model [5].

In response to the high variance of workload patterns, the correlations of workload

patterns should be effectively captured and utilized in order to develop an accurate workload

prediction method that can adapt well to highly-variable workloads. To tackle the challenge

of high dimensionality of workload data, the features of original workload data should be

further analyzed and extracted in order to reduce the dimensionality of workload data and

prediction errors for more efficient and accurate workload prediction.

The problem of workload prediction has received considerable research interests. How-

ever, many classic methods are based on the regression theories, heuristics or traditional

neural networks, which require workloads with obvious regularity or clear tendency in order

to achieve the accurate workload prediction. Meanwhile, traditional neural networks do not

make full use of the correlation between neurons for better prediction results. Thus, they

cannot effectively realize the accurate prediction of highly-variable workloads. Furthermore,

most of these methods focus on the workloads in a small-scale grid or high-performance

computing (HPC) system, which present much lower variance compared to a large-scale

cloud computing system (e.g., cloud data centers) [117]. Therefore, these methods cannot

well adapt to the real-world cloud computing environment with highly-variable workloads,

which may result in the severe degradation in the accuracy of workload prediction.

Due to its excellent capability of sequential processing, a recurrent neural network (RNN)

[37] can be used to handle the prediction problem with highly-variable workloads. However,

it would be an essential challenge to train an effective RNN for workload prediction. Due to

the problem of gradient vanishing, the traditional RNN cannot efficiently learn long-term

memory dependencies. Some variant RNNs, such as long short-term memory (LSTM) [37]

and gated recurrent unit (GRU) [74], exhibit a powerful ability to address this issue [76].
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Especially, compared to LSTM, GRU can achieve not only comparable prediction accuracy

but also higher learning efficiency with fewer parameters.

However, due to the high dimensionality of workload data, training an RNN-based

prediction model is a time-consuming task with high computational complexity. To address

this issue, one way is to reduce the dimensionality of workload data by extracting the

essential feature representations of the original workload data. Some methods have been

proved to be good candidates for reducing the data dimensionality such as the principal

component analysis (PCA) [118] and auto-encoder [37]. However, PCA relies on linear

methods to find the direction of the largest variance in high-dimensional data, which limits

the types of dimension that can be reduced. By contrast, the auto-encoder based methods

(e.g., sparse auto-encoder [37]) overcome this limitation by introducing the nonlinearities of

neural networks. But the classic auto-encoder usually overuses hidden units, which results in

low efficiency when reducing the dimensionality of workload data.

To solve these essential challenges in workload prediction, we first design a top-sparse

auto-encoder (TSA) to efficiently reduce the dimension of workload data. Next, the com-

pressed workloads are used as the input of the proposed deep Learning based Prediction

Algorithm for cloud Workloads (L-PAW), in order to achieve an adaptive, precise and effi-

cient prediction for highly-variable workloads in cloud computing. The main contributions

of this chapter are summarized as follows:

• A top-sparse auto-encoder (TSA) is designed to efficiently extract the low-dimensional

but essential feature representations of workloads from the original high-dimensional

workload data, which is able to achieve the effective workload compression through

selecting the hidden units with high-level activation degrees.

• An efficient deep Learning based Prediction Algorithm for cloud Workloads (L-PAW)

is proposed to learn long-term memory dependencies from historical workloads through

integrating the TSA and GRU block into RNN. The L-PAW can adapt well to highly

variable workloads and obtain the accurate workload prediction through capturing the

essential historical information with the settings of update and reset gates in the GRU

block.
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• Extensive simulation experiments using the real-world workload traces are conducted

to validate the effectiveness and adaptability of the proposed L-PAW on cloud workload

prediction. The results demonstrate that the L-PAW outperforms the classic RNN-based

and other prediction methods for high-dimensional and highly-variable real-world

cloud workloads.

The rest of this chapter is organized as follows. Section 3.2 describes the system model.

In Section 3.3, the proposed TSA and L-PAW are discussed in detail. Section 3.4 evaluates the

proposed methods via simulation experiments with real-world datasets of cloud workloads.

Finally, we conclude this chapter in Section 3.5.

3.2 Workload Prediction Model in Cloud Data Center

CSPs promise the rapid resource provisioning to meet user requests, which enables the scale

of servers to be expanded or reduced based on the current resource usage so that the better

load balancing can be achieved in a cloud data center. However, due to workload variations,

it is impossible to determine an ideal resource provisioning strategy through immediate

operations, which dramatically degrades the user experience. Meanwhile, inefficient and

unreasonable resource provisioning would also lead to unnecessary overheads (e.g., energy

consumption) or SLAs violations. In response to the high variance and high dimensionality

of workloads, we propose a workload prediction model for cloud data centers in order to

minimize the errors between the predicted workloads and the actual ones while maintaining

the satisfactory processing efficiency. The key components of the proposed model are shown

in Fig. 3.1.

3.2.1 Workload Processor

Historical workload data from the cloud data center is used in the proposed prediction model.

After the preprocessing and compression of historical workloads, workload data is regarded

as the input of the prediction processor. Generally, the historical workload data includes

various metrics about the system running status (e.g., CPU usage, memory usage, and disk I/O
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Fig. 3.1 The proposed workload prediction model in cloud data center.
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time), which increases the redundancy and complexity to the computation process. According

to the published data from Google’s production cluster [1] and Amazon AWS EC2 [119],

the average CPU utilization was quite low, at only 20% and 7%, respectively. The huge

cost of investment in cloud data centers with low CPU utilization has been a great concern

to cloud service providers. Therefore, the industry has seen the CPU utilization as a key

factor to improve the resource provisioning in cloud data centers. As many state-of-the-art

works [120–122] on the resource provisioning of cloud data centers, we also consider CPU

utilization as the main performance indicator of workloads and extract this metric during the

workload preprocessing, which is denoted as X⃗ = (x1,x2, ...,xn), where n ∈ R+ and xn is the

CPU usage at time n. As there exists a huge difference in the value range of workload data in

different time intervals, the original workload data needs to be normalized before proceeding

to the next step, which can help accelerate the convergence of learning-based algorithms.

More specifically, we adopt one of the most widely used normalization methods in machine

learning (i.e., standardization) as follows:

x′ =
x−mean(X⃗)

σ
, (3.1)

where mean(X⃗) is the mean value of X⃗ and σ =
√

E(X⃗2)− (E(X⃗))2 is the standard deviation.

After preprocessing, the normalized workload data X⃗ ′ is forwarded to the workload

compression. The high dimensionality and redundancy of the workload data can seriously

degrade the prediction accuracy and lead to high computational complexity. To this end, a

top-sparse auto-encoder (TSA) is proposed to compress the workload data, which effectively

extracts lower-dimensional but essential feature representations of workload data as the input

of the gated RNN-based workload prediction in the next step. The detailed description of the

TSA is given in Chapter 4.

3.2.2 Prediction Processor

Using the normalized and compressed historical workload data from workload processor,

the future workloads are predicted by prediction processor and transferred to CSPs, who
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will use the predictions to determine the suitable resource provisioning strategies for load

balancing in a cloud data center. In the prediction processor, the L-PAW, a gated RNN-based

learning method, is proposed for capturing long-term memory dependencies from historical

workloads in order to achieve more accurate prediction for the problem of time series. Before

adopting the L-PAW for workload prediction, the CPU usage of each trace measured during

each time interval is added into the historical workloads and used as the input of RNN.

Through the setting of the time length of prediction, the workload prediction for different

future periods can be realized. The details of the L-PAW are given in Chapter 4. We then use

the mean-squared error (MSE) [37] to measure the accuracy of workload prediction:

MSE =
1
N

N

∑
i=1

(ŷi− yi)
2 , (3.2)

where N denotes the time length of prediction, ŷi and yi are the predicted workload and the

actual one, respectively.

3.3 DL-Based Prediction for Cloud Workloads

This section presents the proposed L-PAW, a deep learning based algorithm for cloud

workload prediction. First, a top-sparse auto-encoder (TSA) is designed to efficiently extract

the low-dimensional but essential feature representations of the workload data. Second, the

TSA and GRU block are integrated into RNN to capture long-term memory dependencies

from historical workloads for achieving the efficient and precise workload prediction.

3.3.1 Workload Data Compression

As shown in Fig. 3.2, the input of the TSA is a vector of workload examples X⃗ =

(x1,x2, ...,xn), where xn is the CPU usage at time n. Similar to SA [36], TSA also tries

to approximate an identity function yn = f (Wxn +b)≈ xn so that the output yn can be close

to the input xn. Typically, SA is a combination of linear activation functions and fixed weights,

which usually leads to the overuse of hidden units and results in low learning efficiency. The
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proposed TSA can also be regarded as an improved form of SA, where top k hidden units

with the highest activation degree are selected for reconstructing the input data rather than

using all hidden units as SA does. During the forward propagation, the average activation

degree of each hidden unit, ρ̂ , is calculated by Eq. (3.3) as follows:

ρ̂ =
1
n

n

∑
i=1

[a(h)(xi)], (3.3)

where a(h) is the activation function of the hidden layer.
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Fig. 3.2 The network structure of the proposed TSA.

Next, all hidden units are sorted by their respective values of ρ̂ and the top k hidden

units can be identified, which is denoted as a vector τ = topk(ρ̂). Therefore, the non-linear

calculation only occurs while processing topk(ρ̂), which greatly reduces the computational

complexity compared to SA. More specifically, the value of k affects the similarity between

workload data before and after compression. For example, the TSA cannot fully capture the

features of raw data while using a small value of k (too few hidden units), which will distort

the compressed data. Conversely, the TSA may contain much redundant information while

using a large value of k (too many hidden units), which will increase the complexity of the

following prediction work. The key steps of the proposed TSA are illustrated in Algorithm

1. The computational complexity of Algorithm 1 is O(n), linear to the size n of the hidden

layer in TSA.
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Algorithm 1 Top-Sparse Auto-encoder (TSA)

1: Input: workload examples X⃗ = (x1,x2, ...,xn).
2: Initialize: the number of hidden units Nh and the number of hidden units with the largest

activation k, where k < Nh.
3: for each training epoch t = 1,2, ...,N do
4: for each hidden unit j = 1,2, ...,Nh do
5: Execute the forward propagation and compute the average activation degree of

hidden units: ρ̂ j =
1
n

∑
n
i=1

[
a(h)j (xi)

]
.

6: end for
7: Select top k hidden units from ρ̂ with the largest activation and set the others to zero

ρ̂(τ)c = 0, where τ = topk(ρ̂).
8: Compute the cost function of TSA: JTSA(W,b) = J(W,b)+β ∑

k
j=1 KL(ρ||ρ̂ j).

9: Ouput the compressed workloads: xc
n =Wxn +b.

10: Execute the backpropagation of cost JTSA(W,b) through the definition of τ = topk(ρ̂).
11: end for

Therefore, the problem of workload compression is transformed to the computation for

the weight W and the bias b through minimizing the cost function JTSA(W,b). Especially, the

cost function of standard neural networks, J(W,b), is shown as follows:

J(W,b) =
λ

2n

2

∑
l=1

sl

∑
i=1

sl+1

∑
j=1

(
W (l)

ji

)2
+

1
n

n

∑
i=1

(
1
2
∥xi− yi∥2

)
, (3.4)

where the first item is the regularization for avoiding overfitting and the second item is the

MSE between the original workload xi and the decoded one yi.

In order to merge the KL-divergence [37] into the computation for derivative, the original

derivative of hidden layers during the backpropagation is modified as Eq. (4.11). During

the forward propagation, all training samples should be calculated for obtaining the average

activation degree ρ̂i before processing to the backpropagation.

δ
(h)
i =

[
No

∑
j=1

δ
(o)
j W (h)

ji +β

(
− ρ

ρ̂i
+

1−ρ

1− ρ̂i

)]
f ′(z(h)i ), (3.5)

where No is the number of output units and f ′(z(h)i ) is the derivative of activation f (z(h)i ) =

a(h)i .
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3.3.2 Workload Prediction with DL

We regard the compressed workloads as the high-level feature representations of the original

data and use them as the input vector of the RNN-based workload prediction, which is denoted

as X⃗c = (xc
1,x

c
2, ...,x

c
t ). Suppose the vector of predicted workloads is Y⃗ = (ŷ1, ŷ2, ..., ŷt), then

the prediction model is trained by comparing the errors between the predicted workload ŷt

and the actual one xc
t+1, where xc

t+1 represents the actual workload at time t +1. Especially,

the backpropagation through time (BPTT) [37] is adopted as the training algorithm for RNN.

When there exists only a short time interval between the historical workload and the predicted

one, RNN can learn useful information for effective prediction. However, RNN reads and

updates all previous information, the accumulation of gradients in RNN will be close to 0

as the time interval increases. As a result, network parameters of RNN cannot be updated

effectively and RNN gradually fails to learn. This problem is known as gradient vanishing

[123], which can also be expressed as the poor ability for capturing long-term memory

dependencies. Therefore, the historical workloads from a long time ago cannot be effectively

used for workload prediction through traditional RNN structure.

Algorithm 2 Deep Learning based Prediction Algorithm for cloud Workloads (L-PAW)

1: Input: the compressed workload examples X⃗c = (xc
1,x

c
2, ...,x

c
t ) (by calling TSA).

2: Initialize: the learning rate γ , the learning rate decay λ , the truncated number T , the
epoch threshold Et , and the batch size Nbs.

3: for each training epoch i = 1,2, ...,N do
4: Segment the epoch N: Et = segment(N).
5: if n > Et then
6: γ = γ ∗λ .
7: end if
8: for each truncated gradient t = 1+T,2+T, ... do
9: The updating mode of the update gate zt : zt = σ(Wz · [ŷt−1,xc

t ]).
10: The updating mode of the reset gate rt : rt = σ(Wr · [ŷt−1,xc

t ]).
11: Compute the new memory content ỹt : ỹt = tanh(W · [rt · ŷt−1,xc

t ]).
12: The output of the GRU block: ŷt = (1− zt) · ŷt−1 + zt · ỹt .
13: for i = 1,2, ...,Nbs do
14: Train GRU(Wz,Wr,W ) by using the mini-batch SGD.
15: end for
16: end for
17: end for
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To this end, we propose the L-PAW for better addressing the above problems in workload

prediction. Based on the essential feature representations of workloads extracted by the

proposed TSA, we replace the hidden layers of classic RNN with GRU blocks. The key steps

of the L-PAW are shown in Algorithm 2. After calling the TSA to obtain the compressed

workloads, we set a learning rate decay λ to control the learning rate γ segmentally, which

aims to achieve more efficient learning at different stages for training the neural networks.

To solve the problem of gradient vanishing occurs in the traditional RNN structure, some

gated RNNs were proposed, such as LSTM [37] and GRU [74]. Compared to LSTM,

GRU can achieve higher learning efficiency with fewer parameters. Different from the

traditional RNN, the GRU utilizes gate structures to selectively read and update the previous

information. Therefore, the GRU only reserves the information that is useful for prediction

and filters out irrelevant information. Meanwhile, the GRU automatically creates short links

between different network layers by using gate structures and directly transfers the previous

information it reserved. Therefore, the GRU is able to solve the problem of gradient vanishing

by re-parametrizing the traditional RNN [76] based on the settings of different gate structures.

The core idea of GRU is to make hidden units to preserve some long-term memories, which

enables the gradient to be progressed over many timesteps. GRU is a simplified form of

LSTM that merges the forget gate and the input gate of LSTM into an update gate. Thus,

GRU consists of two gates, which are the update gate zt and the reset gate rt . As shown in

Fig. 3.3, we illustrate the structure of GRU block in the proposed L-PAW algorithm. When

updating parameters, the truncated gradient only utilizes the recent sequence information

and ignores the ancient one, where the truncated number is used to control the updating

timesteps. Similar to LSTM, the update mode of these two gates is based on the current input

xc
t and the previous hidden status ŷt−1. The new memory content ỹt is regarded as the new

information at current time t, where the reset gate rt is used to control whether the previous

memories need to be retained. Besides, the update gate zt is used to control whether the

previous memory content ŷt−1 and the new memory content ỹt is to be forgotten or added.

Thus, the output of GRU block ŷt (the predicted workload) can be calculated based on the

update gate zt . The computational complexity of Algorithm 2 is related to the model capacity



3.3 DL-Based Prediction for Cloud Workloads 47

(i.e., the number of parameters in the model), denoted by O(n2+nm+n), where m is the size

of input, n is the size of hidden layer, and there are three sets of operations requiring weight

matrices in the GRU block (two sets of matrices for update gate and reset gate, and one set

of matrices for new memory content). Especially, the GRU is trained by using mini-batch

stochastic gradient descent (SGD)for higher accuracy [124].

𝑦"#

𝑦$#

Reset Gate 𝑟#

Update Gate 𝑧#

Output

𝑥#( Input𝑦$#)*

𝑦$#

New memory content

GRU Block

Fig. 3.3 The structure of GRU block in the L-PAW.

The integration of TSA and GRU block enables the classic RNN to learn long-term

memory dependencies from historical workloads more effectively. Whenever historical

memories are considered to be critical, the update gate is closed for reserving the essential

workload features over multiple time steps. Moreover, the reset gate enables the GRU block

to reasonably utilize the model capacity through resetting when the reserved memories are

not necessary. Therefore, the proposed L-PAW is built on a simpler structure with fewer gates

than LSTM and can also achieve faster convergence speed than GRU with the high-level

representations of workload data extracted by the proposed TSA. By contrast, LSTM consists

of more gates and parameters, which requires a larger number of training samples and a

longer time in order to train a good model. While GRU may encounter the degradation of

learning efficiency caused by the overuse of hidden units in the classic SA.
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3.4 Model Validation and Performance Evaluation

In this section, we first present the simulation settings and datasets of our experiments. Then,

we evaluate the performance of the proposed L-PAW and conduct comparisons with the

RNN-based and other classic methods for workload prediction in cloud data centers.

3.4.1 Simulation Settings and Datasets

We implement the proposed model for cloud workload prediction based on TensorFlow

1.4.0 [125]. Three real-world datasets are used in the experiments. The first one is Google

cluster-usage traces [1], which contain the running information over 125,000 machines in

Google cloud data centers during May 2011, where the statistical results for the datasets are

as shown in Table 3.1. The second one is Alibaba cluster traces [3], which include 4,000

machines with the runtime resource usage in 8 days. The third one is the DUX-based cluster

traces collected by Dinda [2]. In our experiments, we regard the CPU usage as the main

performance index of workloads [120–122]. More specifically, we randomly select 1,000

machines from Google datasets over 29 days, where each machine contains around 100,000

traces. Similarly, we also randomly select 1,000 machines from Alibaba datasets over 8 days,

where each machine contains around 7,000 traces. Then, we extract several essential metrics

related to the workload prediction, including the machine ID, start time, end time, CPU

usage, memory usage, and disk I/O usage of each trace in both Google and Alibaba datasets.

We split the train, validating, and testing sets according to the machine ID. The start time and

end time are used to calculate the sequence length. CPU usage, memory usage, and disk I/O

usage are regarded as the workloads. As shown in Figs. 3.4 and 3.5, we present the per-day

and per-minute workload fluctuation of a machine in Google and Alibaba cloud data centers,

respectively. As the DUX-based cluster traces have been classified according to features of

workloads, we select two datasets over two specific machines, one contains 1,296,000 highly

autocorrelated workload traces over 15 days and another one contains 1,123,200 highly

periodic workload traces over 13 days. Figs. 3.6 and 3.7 show the per-day and per-minute

workload fluctuation of these two machines in the DUX-based cluster, respectively. As



3.4 Model Validation and Performance Evaluation 49

we can see from Figs. 3.4 to 3.7, the workloads of Google and Alibaba cloud data centers

exhibit a more random feature, while the workloads of the DUX-based cluster displays higher

autocorrelation and periodicity. In average, the size of workload examples of a host machine

is around 8000 after workload preprocessing. We feed data into our prediction model in

batches. In more detail, we randomly split the datasets into three parts, which are the training

set (50%) according to the machine ID, the validating set (25%) and the testing set (25%).

The training set is used for model training (calculating the weights of neural networks), the

validation set is used for model selection (choosing the hyper-parameters and preventing

overfitting), and the testing set is used to evaluate the performance of the selected optimal

model. Moreover, the total number of training epochs is 100, the initial learning rate is 0.03,

the number of truncated backpropagation steps is 32, and the batch size is 128.

Table 3.1 Characteristics of Tasks in Google Cloud Data Center

Item Value

Number of tasks Around 12 million

Average task duration 259.7 second

Average CPU usage of tasks 0.02224%

Average memory usage of tasks 0.02016%
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Fig. 3.4 The highly random workloads in Google cloud data centers.
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Fig. 3.5 The highly random workloads in Alibaba cloud data centers.
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Fig. 3.6 The highly autocorrelated workloads in the DUX-based cluster.
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Fig. 3.7 The highly periodic workloads in the DUX-based cluster.
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3.4.2 Experimental Results

We first evaluate the performance of the proposed TSA for compressing workloads in terms

of the value of cost function and compression effect, using Google datasets with different

numbers of top hidden units, where the value of k changes from 32 to 512. Fig. 3.8(a)

illustrates that the value of cost function drops dramatically after around 50 training epochs

and gradually converges with different numbers of top hidden units. More specifically, the

value of cost is relatively high when the number of top hidden units is small (e.g., k ≤ 64).

Because the neural networks of the TSA have to be reconstructed largely for fitting in the

compression requirements when the number of top hidden units is small. When the number

of top hidden units is large (e.g., k ≥ 128), the value of cost function exhibits no obvious

distinction among the cases with different numbers of top hidden units, as the network

structures are ready to learn the essential feature representations from raw workload data.

Thus, we set the number of top hidden units as 128 (i.e., k = 128) and use this setting in our

following experiments. Meanwhile, we plot the workload data before and after using the

TSA under different settings of top hidden units. As shown in Figs. 3.8 (b) to (f), the TSA

for workload compression is effective under proper settings of top hidden units, which is

able to provide an effective feature representation that can greatly reduce the computational

complexity of our proposed method for cloud workload prediction.

Based on the Google datasets and the preprocessed results of workload compression

by using the TSA, we evaluate the proposed L-PAW and other recent RNN-based methods

for workload prediction, including recurrent neural network (RNN) [66], long short-term

memory (LSTM) [71], gated recurrent unit (GRU) [75], and echo state networks (ESN) [72].

We compare both the prediction accuracy and learning efficiency among these methods,

measured by MSE and the average training time, respectively. Fig. 3.9 shows the MSE of

different RNN-based methods with various levels of prediction length. In general, MSE rises

with the increase of prediction length for all these methods. More specifically, for the second-

level prediction, there is not much difference in prediction accuracy between the L-PAW

and other RNN-based methods. With the increase of prediction length (from the minute-

level prediction to the day-level prediction), the L-PAW exceeds other RNN-based methods



52 Cloud Workload Prediction with DL

0 20 40 60 80 100
Training Epochs

1.5

2.0

2.5

3.0

3.5

4.0

4.5

5.0

5.5

6.0

Th
e 

Va
lu

e 
of

 C
os

t F
un

ct
io

n k = 512
k = 256
k = 128
k = 64
k = 32

(a) Training process of TSA.

0 10 20 30 40 50 60
Second

0.20

0.22

0.24

0.26

0.28

0.30

CP
U 

Us
ag

e

Raw workload data
Compressed by TSA

(b) Top 32 hidden units.

0 10 20 30 40 50 60
Second

0.20

0.22

0.24

0.26

0.28

0.30

CP
U 

Us
ag

e

Raw workload data
Compressed by TSA

(c) Top 64 hidden units.

0 10 20 30 40 50 60
Second

0.20

0.22

0.24

0.26

0.28

0.30

CP
U 

Us
ag

e

Raw workload data
Compressed by TSA

(d) Top 128 hidden units.
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Fig. 3.8 Performance evaluation of the TSA for workload data compression with different
top k hidden units.
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in terms of prediction accuracy and exhibits a bigger gap in performance improvements.

This is because that the L-PAW can address the problem of gradient vanishing and capture

long-term memory dependencies from historical workloads. The results demonstrate that the

L-PAW is more effective for workload prediction than other RNN-based methods under the

high-dimensional and highly-variable cloud workloads.
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Fig. 3.9 Prediction accuracy (MSE) of different RNN-based methods with various levels of
prediction length.

Next, we compare the learning efficiency of the proposed L-PAW and other RNN-based

methods for workload prediction with various levels of prediction length. As shown in

Fig. 3.10, the values of average training time of the above methods with different levels of
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prediction length are recorded. The number of parameters of RNN, LSTM, GRU, ESN, and

L-PAW are around 4M, 16M, 12M, 6M, and 5M, respectively. RNN consumes the lowest

training time at different levels of prediction length due to its simple neural network structure.

However, the prediction accuracy of RNN is worse than other RNN-based methods due to

the workload variations in cloud data centers, as presented in Fig. 3.9. When it comes to

gated RNN-based methods, GRU consumes less average training time compared to LSTM

due to the setting of fewer gates. However, the average training time of GRU is much higher

than ESN, because ESN reduces the computational complexity by using auto-encoder for

workload compression. By contrast, the L-PAW achieves less average training time than

ESN through integrating TSA and GRU block into RNN. Therefore, the L-PAW can achieve

a better trade-off between prediction accuracy and learning efficiency than other RNN-based

methods with the increase of prediction length.
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Fig. 3.10 Average training time (s/epoch) of different RNN-based methods with various
levels of prediction length.
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Table 3.2 Prediction Accuracy (MSE) of the L-PAW with Various Levels of Prediction Length
over Different Types of Workloads

Prediction
length

MSE of workload prediction
Highly auto-

correlated
(DUX)

Highly
periodic
(DUX)

Highly
random
(Google)

Highly
random

(Alibaba)

20 s 0.000313 0.000297 0.003887 0.003753

40 s 0.000313 0.000298 0.003889 0.003754

60 s 0.000314 0.000298 0.003893 0.003759

20 min 0.000317 0.000303 0.004061 0.003947

40 min 0.000321 0.000307 0.004232 0.004102

60 min 0.000327 0.000309 0.004306 0.004287

2 h 0.000342 0.000322 0.004628 0.004563

4 h 0.000359 0.000339 0.005169 0.004998

6 h 0.000378 0.000361 0.005746 0.005574

1 day 0.000526 0.000509 0.006812 0.006693

2 day 0.000682 0.000656 0.009123 0.008867

3 day 0.000767 0.000728 0.011598 0.011285

Next, we evaluate the performance of the proposed L-PAW for workload prediction with

various levels of prediction length over different types of workloads, including the highly

random, highly autocorrelated, and highly periodic workloads, respectively. As shown in

Table 3.2, with the increase of prediction length, the L-PAW can achieve and maintain very

high prediction accuracy in terms of MSE when workloads (indexed by CPU usage) are

highly autocorrelated or highly periodic. While dealing with highly random workloads, the

L-PAW can still obtain good prediction results although the workload variations bring great

difficulty to workload prediction. For example, Fig. 3.11 depicts the performance of L-PAW

over different types of workloads at second-level prediction, where the L-PAW can achieve

a highly accurate workload prediction from the perspectives of CPU, memory, and disk

I/O usage. As shown in Figs. 3.12 and 3.13, the L-PAW still exhibits excellent prediction
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accuracy in response to the highly random workloads from Google (memory usage) and

Alibaba (disk I/O usage) cloud data centers, respectively. Even for the day-level prediction,

the L-PAW can predict the future tendency of workloads accurately. Therefore, the above

results demonstrate the strong adaptability of the L-PAW for handling different types of

workloads with various levels of prediction length.
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Fig. 3.11 Performance display of the L-PAW over different types of workloads at second-level
prediction.

Finally, we compare the proposed L-PAW with other classic methods for workload

prediction, including auto-regression (AR) [59], linear regression (LR) [60] and artificial

neural network (ANN) [61], in terms of prediction accuracy measured by MSE. Fig. 3.14
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(a) Minute-level prediction.
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(b) Hour-level prediction.
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(c) Day-level prediction.

Fig. 3.12 Performance display of the L-PAW over highly random workloads of Google cloud
data centers with different levels of prediction length.
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(a) Minute-level prediction.
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(b) Hour-level prediction.
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Fig. 3.13 Performance display of the L-PAW over highly random workloads of Alibaba cloud
data centers with different levels of prediction length.
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illustrates the cumulative distribution function (CDF) of MSE under different methods of

workload prediction with various levels of prediction length using Google datasets. As shown

in Fig. 3.14a, for the second-level prediction, the value of MSE achieved by the L-PAW is

lower than all the other methods when CDF is close to 1. With the increase of prediction

length, the L-PAW achieves more significant performance improvements compared to other

classic methods, as shown in Figs. 3.14b and (d). This is because that these classic methods

cannot effectively make the long-term prediction for highly random workloads without

obvious regularity. By contrast, the L-PAW can better address this problem, because it can

extract the representative features from raw workload data through using the TSA and capture

long-term dependencies of memory from historical workloads through integrating the GRU.

3.5 Summary

The adaptive and effective workload prediction is essential to efficient resource provisioning

in cloud computing. However, workload prediction is confronted with important challenges

caused by the high variance and high dimensionality of cloud workloads. In this chapter, we

first design a TSA to efficiently extract the essential feature representations of workloads

from original high-dimensional workload data. Next, an L-PAW was proposed through

integrating TSA and GRU block, in order to achieve the adaptive and accurate prediction for

highly-variable workloads. The extensive experiments using real-world workload datasets

from Google and Alibaba cloud data centers and the DUX-based cluster demonstrate that the

L-PAW yields high prediction accuracy measured by MSE for highly autocorrelated, highly

periodic and highly random workloads. Furthermore, the prediction errors only produce

small increases with the growth of prediction length, which verifies the strong adaptability of

the L-PAW. Moreover, the L-PAW outperforms the classic RNN, LSTM, GRU, and ESN for

workload prediction with the improvements in MSE, while achieving high learning efficiency.

In addition, with the increase of prediction length, larger improvements of prediction accuracy

are achieved by the L-PAW compared to other classic methods, which reveals the ability of
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(c) Hour-level prediction.
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(d) Day-level prediction.

Fig. 3.14 Performance comparison between the L-PAW and other classic methods for work-
load prediction.
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the L-PAW for addressing the problem of long-term memory dependencies in cloud workload

prediction.





Chapter 4

Cloud Resource Allocation with DRL

The ever-expanding scale of cloud datacenters necessitates automated resource provisioning

to best meet the requirements of low latency and high energy-efficiency. However, due

to the dynamic system states and various user demands, efficient resource allocation in

cloud faces huge challenges. Most of the existing solutions for cloud resource allocation

cannot effectively handle the dynamic cloud environments because they depend on the prior

knowledge of a cloud system, which may lead to excessive energy consumption and degraded

Quality-of-Service (QoS). To address this problem, we propose an adaptive and efficient

cloud resource allocation scheme based on Actor-Critic Deep Reinforcement Learning

(DRL). First, the actor parameterizes the policy (allocating resources) and chooses actions

(scheduling jobs) based on the scores assessed by the critic (evaluating actions). Next, the

resource allocation policy is updated by using gradient ascent while the variance of policy

gradient is reduced with an advantage function, which improves the training efficiency of the

proposed method. We conduct extensive simulation experiments using real-world data from

Google cloud datacenters. The results show that our method can obtain the superior QoS in

terms of latency and job dismissing rate with enhanced energy-efficiency, compared to two

advanced DRL-based and five classic cloud resource allocation methods.
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4.1 Introduction

Cloud computing has rapidly developed as one of the most prevailing computing paradigms

[126]. In cloud computing, resource allocation is regarded as a process of allocating com-

puting, storage, and networking resources to meet the requirements of both users and cloud

service providers (CSPs). Many problems in cloud resource allocation have emerged with

the ever-increasing scale and dynamics of cloud datacenters, such as irrational resource

provisioning and slow response to changes. These problems not only degrade the Quality-of-

Service (QoS) but also cause high energy consumption and maintenance overheads [127].

Therefore, it has been a high-priority objective to design an adaptive and efficient solution

for resource allocation in cloud datacenters. However, it is a highly challenging task due to

the dynamic system states and various user demands in cloud computing [128], as described

below.

• The complexity of cloud datacenters. There are a large number of different types of

servers in cloud datacenters, which provide various computing and storage resources

including central processing units (CPUs), memories, and storage units. Therefore, it

is challenging to manage and coordinate such heterogeneous resources efficiently in

cloud computing [6].

• The diversity of demands from users. Jobs coming from different users demand het-

erogeneous resources (e.g., CPUs, memories, and storage units) and different durations

(e.g., minutes, hours, and days) [7]. Such diversity of user demands intensifies the

difficulty of resource allocation in cloud datacenters.

• The excessiveness of energy consumption. Large energy consumption not only

causes huge operation overheads but also results in extensive carbon emissions [8].

In Google cloud datacenters, the average CPU utilization of servers is only around

20% [9]. Such energy waste occurs when irrational resource allocation schemes are

used. However, it is hard to satisfy diverse user demands while maintaining cloud

datacenters with high energy-efficiency.
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• The dynamics of cloud systems. In cloud datacenters, system states such as resource

usage and requests are changing frequently. Effective resource allocation is expected

to continuously meet the requirements of user jobs under such dynamic cloud envi-

ronments. However, it is difficult to build an accurate model for resource allocation

in response to dynamic cloud environments. Therefore, these dynamics have caused

huge challenges to adaptive resource allocation in cloud datacenters [10].

Many classic solutions for cloud resource allocation are based on rules [77], heuristics

[82], and control theory [86]. Although these solutions can solve the problem of cloud

resource allocation to some extent, they commonly use the prior knowledge of cloud systems

(e.g., state transitions, demand changes, and energy consumptions) to develop correspond-

ing strategies of resource allocation. Thus, these solutions might work well in a specific

application scenario, but they are unable to fully fit in the cloud environment with dynamic

system states and user demands. For example, job scheduling can be easily executed by

using rule-based strategies for meeting instant user demands. However, they only consider

the current job characteristics (e.g., resource demands and job durations) to obtain short-term

benefits. Therefore, they are unable to adaptively fulfill the dynamic demands of user jobs

with a long-term perspective, and it might result in excessive job latency and serious resource

wastes due to irrational resource allocation. Besides, numerous iterations may be needed to

find feasible resource allocation plans with these solutions, which leads to high computational

complexity and resource overheads. Therefore, they are unable to effectively address the

complicated problem of resource allocation in dynamic cloud environments.

Reinforcement learning (RL) [38] has emerged as a promising approach for handling

resource allocation problems with high-adaptiveness and low-complexity. However, tradi-

tional RL-based methods suffer from the problem of high-dimensional state space when

dealing with complex cloud environments [129]. To address this problem, deep reinforce-

ment learning (DRL) [39] was proposed to extract low-dimensional representations from

high-dimensional state spaces using deep neural networks (DNNs) [37]. Although there are

some DRL-based methods focused on the problem of cloud resource allocation [89–91, 94],

most of them use the value-based DRL (e.g., deep Q-networks (DQN) [39] and double
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Q-learning (DQL) [51]), which may lead to low training efficiency when dealing with a

large action space. This is because the value-based DRL learns a deterministic policy by

calculating the probability of each action. However, in a cloud datacenter, jobs may arrive

constantly and thus the action space may be considerably large to continuously meet the

requirements of scheduling jobs. Therefore, it could be hard for the value-based DRL to

approach the optimal policy with quick convergence. By contrast, the policy-based DRL (e.g.,

policy gradient (PG) [38]) learns a stochastic policy and can better deal with the large action

space in a cloud datacenter by directly outputting actions with the probability distribution, but

it might reduce the training efficiency caused by the high variance generated when estimating

the policy gradient.

As a synergy of value-based and policy-based DRL algorithms, advantage actor-critic

(A2C) [38] was designed to address the above issues. In A2C, the actor chooses actions

based on the scores assessed by the critic, where the variance of policy gradient is reduced

with an advantage function. However, the A2C adopts a single-thread training manner and

thus underutilizes computational resources. Meanwhile, strong data correlation may occur

when using the A2C because similar training samples are generated when there is only

a single DRL agent interacting with the environment, which would cause unsatisfactory

training results. To address these problems with A2C, an asynchronous advantage actor-critic

(A3C) algorithm with low-variance and high-efficiency was proposed in [130]. The A3C

uses multiple DRL agents to interact with the environment simultaneously, making full use

of computational resources and thus improving the learning speed. Meanwhile, the data

collected by different DRL agents are independent of each other, and thus the A3C breaks

the data correlation.

In light of the A3C algorithm’s advantages, we develop an A3C-based resource allocation

scheme for cloud datacenters with heterogeneous resources, diverse user demands, large

energy consumption, and dynamic environments. The main contributions of this paper are

summarized as follows.

• A unified model of resource allocation is designed for a cloud datacenter with dynamic

system states and heterogeneous user demands. In the proposed model, the QoS (job
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latency and dismissing rate) and energy-efficiency (average energy consumption of

jobs) are regarded as optimization goals. Furthermore, the state space, action space,

and reward function for cloud resource allocation are defined and formulated as a

Markov decision process (MDP), which are used in the proposed DRL-based cloud

resource allocation scheme.

• An actor-critic DRL (A3C) based resource allocation method is proposed to efficiently

obtain an optimal policy of job scheduling in a cloud datacenter. Specifically, DNNs

are utilized to handle the problem of high-dimensional state space in a cloud datacenter.

Moreover, the training efficiency of the proposed method is greatly improved with the

asynchronous update of policy parameters among multiple DRL agents.

• The extensive simulation experiments using real-world trace data from Google cloud

datacenters are conducted to validate the effectiveness of the proposed method. The

simulation results demonstrate that the proposed method can achieve the better QoS,

higher energy-efficiency, and faster convergence compared to five classic resource

allocation algorithms and two advanced DRL-based resource allocation methods.

The rest of this chapter is organized as follows. Section 4.2 describes the system model

of resource allocation in a cloud datacenter. In Section 4.3, the proposed A3C-based cloud

resource allocation method is presented in detail. In Section 4.4, the proposed method is

evaluated by simulation experiments with real-world datasets. Finally, we conclude this

chapter in Section 4.5.

4.2 Resource Allocation Model in Cloud Data Center

4.2.1 Parameter Definitions

A unified model of resource allocation is designed, in order to improve the QoS and energy-

efficiency in dynamic environments of cloud datacenters with various user demands and

ever-changing system states. For the clarity of presentation, we consider the scenario of
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a single cloud datacenter with a set of servers, donated by V = {v1,v2, ...,vm}, where m

denotes the number of servers. Each server provides multiple types of resources (e.g., CPUs,

memories, and storage units), donated by Res = {r1,r2, ...,rn}, where n denotes the number

of resource types. As shown in Fig. 4.1, a DRL-based resource controller is embedded in

the resource allocation system (RAS). The RAS generates policies of job scheduling based

on the resource requests of different user jobs and current state information of the cloud

datacenter (e.g., number of servers, resource usage, and energy consumption). Moreover, the

job scheduler assigns jobs from the job sequence to servers according to the policy delivered

by the DRL-based resource controller. More specifically, each job consists of a specific job

duration (e.g., minutes, hours, and days) and the request for different types of resources

(e.g., CPUs and memories). At each timestep, the information collector records the usage

of different resources and current energy consumption (measured by an energy agent) in

the cloud datacenter. The above information is integrated and uploaded to the DRL-based

resource controller, and it will generate corresponding policies of job scheduling. The major

notations involved in the proposed model are listed in Table 4.1.

In the proposed model, there are a set of jobs that are expected to be processed, denoted

by Jtotal = { j1, j2, ..., jp}, where p denotes the number of jobs, and a set of jobs that are

waiting in the job sequence, denoted by Jseq = { j1, j2, ..., jq}, where q denotes the number

of jobs waiting and q ≤ p. Moreover, the actual completion time of each job is measured

during the process of resource allocation, denoted by T j
f inish−T j

enter, where j ∈ Jseq, and it

contains the job waiting time. Fig. 4.2 illustrates an example of job scheduling. We assume

that there is a server with 100 computing units of CPU resources. The jobs j1, j2, and j3

request 50, 30, and 40 units of CPU resources, respectively, which arrive at t1, t2, and t3, and

are completed at t4, t5, and t6. In the proposed model, the time instances (i.e., timesteps)

are the arrival times and completion times of jobs at servers. Whenever a job arrives or is

completed at a server, a state transition occurs. More specifically, when j1 and j2 arrive,

there are enough CPU resources for immediately executing the jobs. However, j3 can only

be executed until j1 is completed because the CPU resources are currently inadequate.
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Fig. 4.2 An example of job scheduling.

To avoid the numerical discrepancy among different characteristics that may lead to

excessive time consumption and the tortuous process of gradient descent, the normalization
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Table 4.1 Major notations used in the proposed model

Notation Definition

V Set of servers in a cloud datacenter

Res Types of resources in a cloud datacenter

Jtotal Set of jobs that are expected to be processed

Jseq Set of jobs in the job sequence

T j
f inish Timestep when job j is completed

T j
enter Timestep when job j enters the job sequence

Lnormal Normalized average job latency

d j Duration of job j

seqLen Length of job sequence

disRate Job dismissing rate

Etotal Total energy consumption of a cloud datacenter

k Fraction of energy consumption for an idle server

Pmax Maximum energy consumption of a server

U res
t Resource usage of all servers at timestep t

E job Average energy consumption of completed jobs

st State of a cloud datacenter at timestep t

Ores
t Occupancy request of arrived jobs at timestep t

D job
t Duration of all arrived jobs at timestep t

at Action adopted by job scheduler at timestep t

Rt Reward function

RQoS
t Rewards of the QoS at timestep t

Renergy
t Rewards of energy-efficiency at timestep t

T j,wait
t Waiting time of job j at timestep t

T j,work
t Execution time of job j at timestep t

T j,miss
t Duration until job j is dismissed at timestep t

E j,exec
t Energy consumption of executing job j at timestep t

is used to improve algorithm convergence and training speed. Thus, Lnormal is defined as

the normalized average job latency, which normalizes the job latency and then takes their
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average.

Lnormal =
∑ j∈Jseq

((
T j

f inish−T j
enter

)
/d j

)
Number o f completed jobs in Jseq

, (4.1)

where Lnormal ≥ 1 and D j is the duration of the job j.

Moreover, a constraint is added on the length of the job sequence, denoted by seqLen,

and it is used to avoid the QoS degrading caused by the excessive number of jobs that are

staying in the waiting status. Therefore, disRa is defined as the job dismissing rate, and it

calculates the rate of dismissed jobs when the job sequence is full.

disRate = 1−
Number o f completed jobs in Jseq

Number o f jobs in Jtotal
, (4.2)

where 0≤ disRate≤ 1.

Therefore, Lnormal and disRate together reflect the current QoS in a cloud datacenter.

Most of the energy consumption generated in a cloud datacenter depends on resource

usage (e.g., CPUs, memories, storage units, and network interfaces), and thus enhancing

resource utilization is a feasible way to reduce energy consumption. This is because fewer

servers tend to be switched on when the existing servers have high resource usage. Through

experimental measurements, existing studies [91, 131, 132] have shown that the energy

consumption of a server is proportional to its resource usage. Based on these studies, the

total energy consumption is formulated as

Etotal =
T

∑
t=0

∑
v∈V

(k ·Pmax +(1− k) ·Pmax ·U res
t ) , (4.3)

where Pmax is the maximum energy consumption of a server when it is fully utilized, the

fraction k is used to calculate the energy consumption of an idle server, U res
t is the resource

usage of a server at timestep t, and T is the timestep when the last job is completed.

Different from most of the existing work that regards the total energy consumption as a

performance metric, the energy-efficiency during job scheduling process is considered in our
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work, and it is formulated by the average energy consumption of completed jobs as

E job =
Etotal

Number o f completed jobs in Jseq
. (4.4)

4.2.2 State Space, Action Space, and Reward Function

To improve the QoS (Lnormal and Rdismiss) and energy-efficiency (E job), a DRL-based re-

source allocation method is proposed to execute job scheduling in a cloud datacenter. More

specifically, the RAS is regarded as a DRL agent and the cloud datacenter as the environment.

At each timestep, the DRL agent chooses an action of scheduling jobs by interacting with the

environment. Moreover, the state space, action space, and reward function are defined for the

proposed DRL-based cloud resource allocation method as follows.

State space: At timestep t, the state st consists of the resource usage of all the servers

in a cloud datacenter and the resource requests of all the arrived jobs. On one hand,

U res
t = [[u1,1,u1,2, ...,u1,n], [u2,1,u2,2, ...,u2,n], ..., [um,1,um,2, ...,um,n]] represents the usage

of different types of resources on all servers at timestep t, where um,n is the usage of

the n-th resource type on the server vm. On the other hand, Ores
t = [[o1,1,o1,2, ...,o1,n],

[o2,1,o2,2, ...,o2,n], ..., [o j,1,o j,2, ...,o j,n]] indicates the occupancy requests of arrived jobs for

different types of resources at timestep t, where o j,n is the occupancy request of the latest

arrived job j for the n-th resource type, and D job
t = [d1,d2, ...,d j] denotes the durations of all

arrived jobs at timestep t. Therefore, the state of a cloud datacenter st is defined as

st = [sV
t ,s

J
t ] = [U res

t , [Ores
t ,D job

t ]], (4.5)

where sV
t =U res

t and sJ
t = [Ores

t ,D job
t ] are used to respectively represent the states of servers

and arrived jobs at timestep t for the clarity of presentation. Therefore, the state space

changes as new jobs arrive at servers, and the dimension of the state space depends on the

resources available in servers and arrived jobs, calculated by (mn+ z(n+1)), where m, n,

and z are the number of servers, resource types, and arrived jobs, respectively.
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Action space: At timestep t, the action at adopted by the job scheduler is to select and

execute jobs from the job sequence, according to the policy of job scheduling delivered by

the DRL-based resource controller, where the policy is generated based on the current system

state. Next, the job scheduler assigns jobs to a specific server in the cloud datacenter for

execution. Once a job is scheduled to an appropriate server, the server will automatically

allocate corresponding resources according to the requirements of this job. Therefore, the

action only indicates whether a job will be served by a server or not. The action at is defined

as

A = {at |at ∈ {0,1,2, ...,m}}, (4.6)

when a j
t = 0, the job scheduler does not assign jobs at timestep t and the jobs need to wait in

the job sequence.

State-transition probability matrix: The matrix P represents the probabilities of

transitions between the current state and the next state. Specifically, the state-transition

probability is denoted as P(st+1|st ,at), which specifies the probability of transiting to the

next state st+1 when taking an action at at the current state st .

Reward function: The reward function is used to guide the DRL agent (RAS) to learn

better policies of job scheduling with higher discounted long-term rewards, aiming to improve

the QoS and energy-efficiency of cloud resource allocation. Therefore, the reward function

consists of two parts, including the rewards of the QoS, denoted by RQoS
t , and the rewards of

energy-efficiency, denoted by Renergy
t , which is defined as

Rt = RQoS
t +Renergy

t . (4.7)

More specifically, the rewards of QoS reflect the penalties for different types of latency,

including T j,wait
t , T j,work

t , and T j,miss
t , as described in Table 3.2. RQoS

t not only considers

the difference between the actual time consumption (the sum of T j,wait
t and T j,work

t ) and

the expected job duration D j but also the situation that jobs are dismissed when exceeding
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seqLen.

RQoS
t =− ∑

j∈Jseq

(
w1 ·

T j,wait
t +T j,work

t

D j
+w2 ·T j,miss

t

)
, (4.8)

where w1 and w2 are used to weight the penalties. To balance the two items, w1 and w2 are

set with the same value (i.e., 0.25) and thus their sum is 0.5.

Besides, the rewards of energy-efficiency represent the penalty for energy consumption,

and it is defined as

Renergy
t =−w3 · ∑

j∈Jseq

(
E j,exec

t

)
, (4.9)

where E j,exec
t is the energy consumption of executing jobs, and w3 is used for weighting the

penalty. To balance the QoS and energy-efficiency, w3 is set to 0.5.

The values of different weights will affect the preference of scheduling policies. For

example, if w3 is much higher than the others, the agent will learn a scheduling policy that

focuses on enhancing the energy-efficiency, which may result in the serious degradation of

other performance metrics (e.g., latency).

During the optimization process of cloud resource allocation, the DRL agent first chooses

an action at (scheduling jobs) under the current system state st (resource usage and resource

requests) of the environment (cloud datacenter). Next, the DRL agent receives rewards Rt

(the QoS and energy-efficiency) and steps to the next state st+1. This process is illustrated by

an MDP, as shown in Fig. 4.3.

st-1 st st+1… …

at-1 at

Rt-1 Rt

Fig. 4.3 An example of the MDP process.

Due to the uncertainty of the system states, the problem of cloud resource allocation is

formulated with model-free DRL. Based on the discrete-time based MDPs with a large action
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space, an A3C algorithm is utilized to explore adaptive and efficient resource allocation in

dynamic environments of cloud datacenters.

4.3 DRL-Based Allocation for Cloud Resources

This section presents the proposed asynchronous advantage actor-critic (A3C) based resource

allocation method that can be used to achieve effective resource allocation in cloud datacenters

with the superior QoS and energy-efficiency. The proposed method adopts an actor-critic

based DRL framework with asynchronous update, in order to accelerate the training process

of resource optimization. More specifically, the proposed method incorporates value-based

and policy-based DRL algorithms. On one hand, the value-based DRL determines the

value function by using function approximators, and it adopts the ε-greedy method to

balance exploration and exploitation. Thus, the DRL agent not only explores new actions

of scheduling jobs but also utilizes existing experiences to choose better ones. On the other

hand, the policy-based DRL parameterizes the policy of job scheduling and directly outputs

actions with the probability distribution during the learning process without storing the value

function. Therefore, the DRL agent can efficiently choose actions under a large action space.

4.3.1 DRL-Based Decision for Resource Allocation

The key steps of the proposed A3C-based cloud resource allocation method are as shown

in Algorithm 3. Based on the state space (defined in Eq. (4.5)), action space (defined in Eq.

(4.6)), and reward function (defined in Eq. (4.7)), the actor’s network V πθ (s) and critic’s

network Qπθ (s,a) are first initialized with weights and biases. Next, the actor’s and critic’s

learning rate γa and γc, and the TD error discount factor β are initialized. To improve the

training efficiency, multiple DRL agents work simultaneously, and they asynchronously

update the parameters of their job scheduling policies, as shown in Algorithm 4. Therefore,

the global shared parameters θa for actor’s networks and θc for critic’s networks are initialized,

respectively.
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Algorithm 3 A3C-based resource allocation in a cloud datacenter

1: Initialize the actor’s network V πθ (s) and critic’s network Qπθ (s,a) with weights and
biases.

2: Initialize the actor’s and critic’s learning rate γa and γc, reward decay rate λ , TD error
discount factor β , counter temp = 0, and update step u.

3: Initialize the state s0 ∼ dπθ (s).
4: for each training epoch n = 0,1,2, ...,N do
5: Receive the initial state s0, where s0 = env.observe().
6: for t = 0,1,2, ...,T do
7: Select the action at of scheduling jobs based on the current system state st of

the cloud datacenter, where st = [sV
t ,s

J
t ] (defined in Eq. (4.5)) and at ∈ A (defined

in Eq. (4.6)): at = actor.choose_action(st).
8: Execute the scheduling action at , receive the reward Rt (QoS and energy-

efficiency) and the next state st+1, where Rt = RQoS
t +Renergy

t (defined in Eq.
(4.7)): Rt ,st+1 = env.step(at).

9: Calculate the discounted long-term rewards: Rdisc = R0 +λR1 + ...+λ t−1Rt−1.
10: Calculate the advantage function in the critic, where Qw(st ,at) = Rdisc+

λ tV πθ (st+1): Aπθ (st ,at) = Qw(st ,at)−V πθ (st).
11: Minimize the TD error: δ

πθ

t = Rt +βV πθ (st+1)−V πθ (st).
12: Update the state-action value function parameter: wt+1 ← wt+

γcδ
πθ

t ∇wQw(st ,at).
13: Calculate the policy gradient in the actor by using the advantage function:

∇θ J(θ) = Eπθ
[∇θ logπθ (st ,at)Aπθ (st ,at)].

14: Update the scheduling policy: θt+1← θt + γa∇θ J(θ).
15: Update the state: st = st+1.
16: end for
17: Update the counter: temp = temp+1.
18: if temp % u == 0 then
19: Call Algorithm 4 to asynchronously update the parameters in each DRL agent.
20: end if
21: end for
22: Output the scheduling policy θ .
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As a DRL-based method, the optimization objective of the proposed A3C-based resource

allocation method is to obtain as many rewards as possible. Therefore, based on the high-

dimensional state (resource usage and resource requests) and action (scheduling jobs) spaces,

the instant reward Rs,a (defined in Eq. (4.7)) is accumulated by using a probability distribution

as

J(θ) = ∑
s∈S

dπθ (s) ∑
a∈A

πθ (s,a)Rs,a, (4.10)

where dπθ (s) is the stationary distribution of MDPs under the current policy πθ of job

scheduling.

Thus, the state s0 is initialized with s0 ∼ dπθ (s). After completing the initialization, the

training process for optimizing cloud resource allocation begins.

To maximize our optimization objectives (the QoS and energy-efficiency), the parameters

of job scheduling policies need to be updated continuously. The PG algorithm makes a move

of J(θ) along with the gradient ascend to the local maximum, and it can achieve the optimal

policy parameters when the maximum value is obtained.

In one-step MDPs, the policy gradient of the objective function is defined as

∇θ J(θ) = Eπθ
[∇θ logπθ

(s,a)Rs,a]. (4.11)

When it comes to multi-step MDPs, the instant reward Rs,a is replaced by the long-term

value Qπ(s,a), and the policy gradient theorem is defined as

Theorem 1. Policy Gradient T heorem [38]: For any differentiable policy πθ (s,a) and any

policy objective functions, the corresponding gradient is defined as

∇θ J(θ) = Eπθ
[∇θ logπθ (s,a)Qπθ (s,a)]. (4.12)

Based on the above theorem, a Temporal Difference (TD) learning [38] is adopted in

the proposed cloud resource allocation method. The TD learning estimates the state value

accurately and guides the update of policy parameters of job scheduling. Fig. 4.4 illustrates

the framework of the proposed A3C-based cloud resource allocation method. By taking the
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advantages of policy-based and value-based DRL algorithms, the proposed method is able to

handle a large action space. Meanwhile, the variance of estimating gradient can be reduced

with the critic’s network.

Actor’s Network

Critic’s Network

DRL Agent 1

Environment 1
(Cloud datacenter) TD error

State (Resource

Action (Scheduling jobs)

Reward (QoS and energy-efficiency)

...
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usage and requests)
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State & Reward

Fig. 4.4 Framework of the proposed A3C-based cloud resource allocation method.

4.3.2 Asynchronous Policy Update

In each DRL agent, the critic’s network estimates the state-action value function Qw(s,a)≈

Qπθ (s,a) and updates parameter w. Moreover, the actor’s network guides the update of policy

parameters θ of the job scheduling policy πθ based on the value that is evaluated by the

critic’s network. Therefore, the corresponding policy gradient is defined as

∇θ J(θ) = Eπθ
[∇θ logπθ (s,a)Qw(s,a)]. (4.13)

Next, a state-value function V πθ (s) is used to reduce the variance when estimating the

gradient, and it is only related to the state and does not change the gradient.
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Thus, the policy gradient is redefined as

∇θ J(θ) = Eπθ
[∇θ logπθ (s,a)Aπθ (s,a)], (4.14)

where Aπθ (s,a) = Qπθ (s,a)−V πθ (s) is the advantage function.

The advantage function is used to measure the actions’ advantage relative to the mean.

When the advantage function is positive, the value of taking an action is higher than the

mean. On the contrary, the value of taking an action is lower than the mean. Therefore, the

advantage function can be used to evaluate the current value of an action relative to the mean,

and thus the variance can be well reduced by appropriately controlling the choice of actions.

Moreover, V πθ (s) is updated by the TD learning, and the corresponding TD error is defined

as

δ
πθ = R+βV πθ (s′)−V πθ (s). (4.15)

Finally, as shown in Algorithm 4, each DRL agent accumulates the gradients periodically

in the actor’s and critic’s networks and executes the asynchronous update for the global

shared parameters in the global network by using gradient ascent via RMSProp optimizer

[130]. Next, each DRL agent pulls the latest parameters of actor’s and critic’s networks from

the global network and synchronizes the local parameters by using the latest parameters to

continue the training process until the proposed method converges.

Algorithm 4 Asynchronous update of policy parameters of job scheduling in each DRL
agent

1: Initialize global shared and local parameters θ and θ ′ for actor’ networks and w and w′

for critic’ networks.
2: for i ∈ {0,u, ...,⌊temp/u⌋ ·u do
3: Accumulate gradients in the actor: dθ ← dθ +∇θ ′logπθ ′(si,ai)(Ri−Vw(si)).
4: Accumulate gradients in the critic: dw← dw+∂ (Ri−Vw(si))

2/∂w′.
5: end for
6: Update global shared parameters by using gradient ascent via RMSProp: θ = θ +

γadθ , w = w+ γcdw.
7: Synchronize local parameters: θ ′ = θ , w′ = w.
8: Reset gradients: dθ ← 0, dw← 0.
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With more agents, a more optimized policy can be learned more quickly, but more

resource costs will be consumed to support such high efficiency. When there are already

many agents, the performance improvement may not be obvious as the number of agents

increase (e.g., the performance gap between 10 and 20 agents). In this case, it is not

cost-effective to use too many agents.

In DRL, it is common that the reward signal is delayed (not immediately available), and

thus it would take some timesteps to know the performance of an action. Under this situation,

the actions may be taken randomly without the reward signal in the first few training epochs,

which can be regarded as a process of exploration. As the training progresses, the DRL agent

will constantly adjust the actions based on the discounted long-term rewards and gradually

accumulate experience to learn an optimal policy.

4.4 Model Validation and Performance Evaluation

In this section, we first describe the settings and datasets in our simulation experiments. Next,

we evaluate the performance of the proposed method and conduct comparative experiments

with other baselines.

4.4.1 Settings and Datasets

The proposed model of cloud resource allocation is implemented based on the TensorFlow

1.4.0. A cloud datacenter is simulated with 50 heterogeneous servers, where the fraction k of

energy consumption for an idle server is set to 70% and the maximum energy consumption

Pmax of a server is set to 250 W [131]. Therefore, the energy consumption of a server is

distributed between 175 W and 250 W with the increase of resource usage from 0% to 100%.

Moreover, the real-world trace data from Google cloud datacenters [9] is used as the input

of our proposed model. The datasets contain the resource usage data of different jobs over

125,000 servers in Google cloud datacenters during May 2011. More specifically, 50 servers

are first randomly extracted from Google datasets over 29 days, where each server consists of

around 100,000 job traces. Next, several essential metrics are extracted from each job trace,
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including machine ID, job ID, start time, end time, and the corresponding resource usage. For

example, Figs. 4.5 and 4.6 depict the per-day and per-minute resource (CPU and memory)

usage of a server, and they reflect the ever-changing resource demands of jobs at different

times. The job duration is assumed to be known before the scheduling. This assumption

is reasonable because users commonly specify the requirements of their jobs (including

resource usage and job duration) when they want to utilize cloud resources to execute their

jobs, which enables cloud datacenters to allocate the resources correspondingly. During the

training process, 10 DRL agents are used to implement the asynchronous update of policy

parameters. In each DRL agent, the job trace data is fed in the proposed model by batches,

where the batch size is set to 64. As for the design of DNNs, two fully-connected hidden

layers are built with 200 and 100 neurons, respectively. Moreover, we set the maximum

number of epochs as 1000, the reward decay rate λ as 0.9, and the critic’s learning rate γc

as 0.01. Based on the above settings, extensive simulation experiments are conducted to

evaluate the performance of the proposed A3C-based cloud resource allocation method.
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(b) Per-minute CPU demands.

Fig. 4.5 Varying CPU demands of jobs at different times..

To analyze the effectiveness and advantage of the proposed method for cloud resource

allocation, extensive comparative experiments are conducted. Specifically, the following

hfive classic algorithms and two advanced DRL-based methods are evaluated.

• Random. Jobs are executed by a random order of job durations.
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(a) Per-day memory demands.

0 2 4 6 8 10
Minute

0.35

0.36

0.37

0.38

0.39

0.40

M
em

or
y 

Us
ag

e

(b) Per-minute memory demands.

Fig. 4.6 Varying memory demands of jobs at different times..

• Longest job first (LJF) [80]. Jobs are executed by a decreasing order of job durations.

• Shortest job first (SJF) [80]. Jobs are executed by an increasing order of job durations.

• Round-robin (RR)[81]. Jobs are executed fairly in a circular order, where time slices

are employed and assigned to each job in equal portions.

• Tetris [83]. Jobs are executed based on their resource demands and the availability of

system resources at the moment they arrive.

• PG [94]. PG learns a stochastic policy and can well deal with the large action space

in a cloud datacenter by directly outputting the actions of job scheduling with the

probability distribution.

• DQL [51]. DQL learns a deterministic policy by calculating the probability of each

action of job scheduling.

4.4.2 Convergence Results

To evaluate the convergence of the proposed A3C-based cloud resource allocation method,

the impact of two essential parameters is investigated, including the TD error discount factor

β and the actor’s learning rate γa.
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First of all, the value of TD error discount factor β is changed with the constant actor’s

learning rate γa = 0.001. As shown in Fig. 4.7, higher total rewards and faster convergence

(around 400 training epochs) are achieved when β is set to 0.9. This is because the proposed

method with β = 0.9 makes better use of recent rewards to guide the actor’s network and thus

better actions are chosen along with the right direction for higher total rewards. Therefore,

β = 0.9 will be used in the following experiments.

0 200 400 600 800 1000
Training Epochs

80

78

76

74

72

70

68

66

64

To
ta

l R
ew

ar
ds

 = 0.6
 = 0.7
 = 0.8
 = 0.9

Fig. 4.7 Convergence versus different TD error discount factors.

Next, the constant TD error discount factor β = 0.9 is used to analyze the convergence

of our proposed method with the different values of actor’s learning rate γa. As shown in Fig.

4.8, when γa is set to a large value (e.g., 0.1 or 0.01), high total rewards can be obtained in

few training epochs. However, the algorithm converges to the local optimum in this case,

and thus it can no longer learn a more optimized policy. By contrast, when γa is set to 0.001,

it only takes around 400 training epochs to achieve higher total rewards than the above two

cases. When γa decreases to 0.0001, the learning curve always fluctuates strongly with the

increase of training epochs, and it is hard to reach a smooth convergence in this case. Thus,

γa = 0.001 is more suitable for the next experiments than other values.
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Fig. 4.8 Convergence versus different actor’s learning rates.

4.4.3 Comparison under the Optimization of QoS

In this subsection, the proposed A3C-based cloud resource allocation method is first evaluated

by several performance metrics, including the total rewards, QoS (normalized average job

latency and job dismissing rate), and energy-efficiency (average energy consumption of

jobs), under different cases with various average system loads. Next, the proposed method is

compared with some classic resource allocation methods, including LJF, Tetris, SJF, and RR,

under the optimization of QoS.

As shown in Fig. 4.9, the total rewards (represent QoS) generally declines with the

increase of average system load. In this case, the proposed method can always achieve higher

total rewards than other methods even if the average system load becomes higher. By contrast,

other classic methods present comparable performance only when the average system load

is less than 1.2. Especially, when the average system load is over 2.0, the performance of

these classic methods is only slightly better than the random scheme. The LJF method even

performs worse than the random scheme when the average system load is over 2.4. By

contrast, the proposed method always maintains excellent performance. The results verify the
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Fig. 4.9 Total rewards of different resource allocation methods with various system loads
under the optimization of QoS.

advantage of the proposed method in scheduling jobs under complicated cloud environments

with high system loads.

As shown in Figs. 4.10(a) and (c), the proposed method obtains both the lowest nor-

malized average job latency and job dismissing rate among all these methods. Especially,

the performance gap becomes larger with the increase of average system load. This also

verifies the strong adaptiveness of our proposed method in dynamic cloud environments

with changeable average system loads. Besides, the average job energy consumption is also

measured in this case, and the comparisons are conducted among these methods under the

case of the optimization of QoS. As shown in Fig. 4.10(b), the proposed method leads to the

higher average energy consumption of jobs when the average system load stays low (i.e., less

than 2), although more energy consumption can be reduced when the average system load is

over 2.
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(a) Normalized job latency.
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(b) Average energy consumption of jobs.
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(c) Job dismissing rate.

Fig. 4.10 Comparison of performance metrics among different resource allocation methods
under the optimization of QoS.
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4.4.4 Comparison under the Optimization of QoS and Energy-Efficiency

In this subsection, the comparative experiments are conducted between the proposed method

and other classic methods for cloud resource allocation under the optimization of QoS and

energy-efficiency. As shown in Fig. 4.11, the total rewards (represent the weighted sum

of QoS and energy-efficiency) degrade with the increase of average system load. This is

because the growing and changeable demands from user jobs increase the complexity of

cloud resource allocation. In this case, the proposed method obtains much higher total

rewards than other classic resource allocation methods when the average system load is high.

Especially, when the average system load is over 1.6 with more complicated system states,

the performance improvement achieved by the proposed method becomes more obvious.

This is because the proposed method is of good ability to find a better trade-off between QoS

and energy-efficiency during the job scheduling process.
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Fig. 4.11 Total rewards of different resource allocation methods with various system loads
under the optimization of QoS and energy-efficiency.

As shown in Figs. 4.12(a) and (c), the proposed method outperforms other resource

allocation methods in terms of both normalized average job latency and job dismissing rate.
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This verifies that the proposed method has the excellent stability of maintaining superior

QoS in the cases of both the optimization of QoS and energy-efficiency. Moreover, Fig.

4.12(b) depicts the energy-efficiency of different resource allocation methods, where the

proposed method can always attain the lowest average energy consumption of jobs among

these methods with the increase of average system load. Thus, the good adaptiveness of

the proposed method makes up for the defects occur in Fig. 4.12(b) under the case of the

optimization of QoS. The above results demonstrate the advantageous performance of our

proposed method in improving QoS and energy-efficiency.

4.4.5 Comparison among Different DRL-Based Methods

In this subsection, the performance comparison between the proposed A3C-based method

and two advanced DRL-based methods for cloud resource allocation is conducted under the

optimization of QoS and energy-efficiency, where the average system load is 1.2. As shown

in Fig. 4.13, the proposed method can always achieve higher total rewards than the other

two DRL-based methods during the training process of resource optimization. Moreover, the

learning curve of the proposed method tends to converge after around 200 training epochs.

However, the PG-based and DQL-based methods respectively require around 800 and 400

training epochs to reach a relatively-smooth convergence. As shown from Figs. 4.14a to

(d), the proposed method can achieve the better QoS (normalized average job latency and

job dismissing rate) and higher energy-efficiency (average energy consumption of jobs)

compared to the other two DRL-based methods. In a cloud datacenter, jobs may arrive

constantly and thus the action space may be considerably large to continuously meet the

requirements of scheduling jobs. However, the DQL-based method learns a deterministic

policy by calculating the probability of each action of job scheduling. Therefore, it could be

hard for the DQL-based method to approach the optimal policy with quick convergence. The

PG-based method learns a stochastic policy and can better deal with the large action space

in a cloud datacenter by directly outputting actions of job scheduling with the probability

distribution, but it might reduce the training efficiency caused by the high variance generated

when estimating the policy gradient. Therefore, the above results demonstrate the excellent
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(a) Normalized job latency.
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(b) Average energy consumption of jobs.
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(c) Job dismissing rate.

Fig. 4.12 Comparison of performance metrics among different resource allocation methods
under the optimization of QoS and energy-efficiency.
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performance and high training efficiency of the proposed method. This is because the

proposed method is able to effectively avoid large variance by using the advantage function

when estimating the policy gradient. Meanwhile, the efficient convergence can be achieved

by using the asynchronous update mechanism among different DRL agents.
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Fig. 4.13 Total rewards of different DRL-based methods under the optimization of QoS and
energy-efficiency when the average system load = 1.2.

Finally, the detailed performance metrics of the proposed A3C-based method and other

classic methods for cloud resource allocation are exhibited when the average system load is

1.2. As shown in Table 4.2, the proposed method reduces over 3% normalized average job

latency and 27% job dismissing rate than the DQL-based DRL method, which performs best

among other methods in terms of these two metrics. The PG-based DRL method results in the

worst energy-efficiency (average energy consumption of jobs) among all these methods. This

is because the PG-based DRL does not learn a global optimal policy and thus not making a

good load balancing among different servers. Consequently, it will result in high loads and

low utilization on servers, causing excessive energy consumption. By contrast, around 9%

average energy consumption of jobs is saved by using the proposed method compared to

the RR method, which leads to the lowest average energy consumption of jobs among other
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(b) Average energy consumption of jobs.
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Fig. 4.14 Comparison of performance metrics among different DRL-based methods.
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methods. Therefore, the proposed method can well guarantee the QoS and energy-efficiency

simultaneously.

Table 4.2 Performance metrics (normalize average job latency, average energy consumption
of jobs, and job dismissing rate) with average load = 1.2

Methods
Performance metrics

Latency Energy (kWh) Dismissing Rate

Random 7.3448 19.7431 0.0643

LJF 8.4531 14.9273 0.0757

Tetris 5.7844 14.6598 0.0707

SJF 4.2325 14.4228 0.0686

RR 3.9226 14.1897 0.0676

PG-based DRL 3.1296 74.6051 0.0335

DQL-based DRL 3.0583 14.2016 0.0310

A3C-based DRL 2.9659 12.9542 0.0224

4.5 Summary

In this chapter, we first formulate the resource allocation issue in cloud datacenters as a model-

free DRL problem with dynamic system states and various user demands. Next, we propose

an A3C-based resource allocation method to effectively schedule jobs for improving the

QoS and energy-efficiency in cloud datacenters. The extensive simulation experiments using

real-world trace data from Google cloud datacenters demonstrate the effectiveness of the

proposed method in achieving adaptive and efficient resource allocation. More specifically,

the proposed method outperforms the classic resource allocation methods (i.e., LJF, Tetris,

SJF, RR, PG, and DQL) in terms of the QoS (normalized average job latency and job

dismissing rate) and energy-efficiency (average energy consumption of jobs). Moreover, the

proposed method works better than the others with the increase of average system load, and

it can achieve higher training efficiency (faster convergence) than two advanced DRL-based
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methods (i.e., PG and DQL). The simulation results show the great value of the proposed

method for improving resource allocation in cloud datacenters.





Chapter 5

Computation Offloading in

Blockchain-Based MCS

In Mobile Crowdsensing (MCS), cloud service providers (CSPs) pay for and analyze sensing

data collected from users’ mobile devices (MDs) to offer high-quality services. Therefore, the

security of payment transactions between CSPs and users must be guaranteed. Blockchain

can secure transactions between two parties by using the Proof-of-Work (PoW) to confirm

transactions and add new blocks to the chain. However, the complexity of PoW seriously

hinders the application of Blockchain in MCS due to the limited computational capacity

of MDs. To address these challenges, we first design a new consortium blockchain-based

framework for MCS systems to ensure high reliability under complex network scenarios with

many MDs, where a novel Credit-based Proof-of-Work (C-PoW) algorithm is developed

to reduce the complexity of PoW while maintaining the reliability of blockchain. Next, a

Deep Reinforcement learning based Computation Offloading (DRCO) method is proposed to

offload computation-intensive tasks of C-PoW to edge servers. Through integrating deep

neural networks (DNNs) and Proximal Policy Optimization (PPO), the DRCO can attain

the optimal/near-optimal offloading policy for C-PoW tasks in the dynamic and complex

MCS environment. Simulation results demonstrate that the DRCO achieves a lower total cost

(weighted sum of latency and power consumption) than common heuristics and Q-learning.
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5.1 Introduction

Mobile devices (MDs) with built-in sensors empower Mobile Crowdsensing (MCS) to

become a low-cost and flexible way for collecting sensing data. MCS has become a key

building block of many emerging Internet-of-Things (IoT) applications [133]. In typical

MCS systems, sensing tasks are first published by IoT applications to cloud service providers

(CSPs), where payment strategies are designed and released. Next, the sensing tasks are

executed by the MDs of MCS participants, then the sensing data is uploaded to CSPs. After

the quality of uploaded data being evaluated, participants can get their payment from CSPs.

Finally, the uploaded sensing data can be used to provide heterogeneous smart services, such

as traffic monitoring, service recommendation, and weather prediction.

For secure payment transactions between CSPs and MCS participants, it is vital to

establish a reliable trading mechanism for MCS systems. However, most of the traditional

transaction-management systems validate and store payment transactions in a centralized

manner, which may pose severe security risks and performance bottleneck at a central

agency [11]. By contrast, as a distributed and append-only ledger, Blockchain offers an

effective mechanism for reliable transactions on the Bitcoin network [134], which has found

many applications such as virtual currency and smart contract that can be well operated

without the intervention of a trusted third party. On the Bitcoin network, users should run

a Proof-of-Work (PoW) algorithm [12] to reach the global consensus before a transaction

can be verified (e.g. by digital signatures) and appended to the blockchain, where only the

longest chain is recognized and maintained. If malicious users intend to tamper with the

data on the existing chain, they must generate a new chain that exceeds the length of the

existing one, which means that they need to control more than half of the computational

capacity on the entire blockchain network [12]. When such attacks happen in the large-scale

network with many blockchain users, the input cost of malicious users would be much

higher than their expected benefits. Therefore, Blockchain can effectively deny and drop

the conflicting transactions from malicious users. Considering the distributed, reliable, and

tamper-resistant characteristics of Blockchain, it can be used to guarantee the secure and

effective payment transactions in MCS systems. However, the application of Blockchain in
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MCS may be seriously obstructed by the computation-intensive tasks of PoW, due to the

limited computational capacity of MDs.

To relieve this problem, we first design a new Credit-based Proof-of-Work (C-PoW)

algorithm to replace PoW. In C-PoW, MCS participants with higher credit, where the credit

depends on their contributions to the sensing tasks published in MCS systems, can enjoy a

greater probability of successfully adding a new block to the blockchain after verification.

This also allows their MDs to consume fewer computational resources for processing the

PoW tasks with lower difficulty. Therefore, the proposed C-PoW can effectively motivate

MCS participants to complete the sensing tasks, reduce the computational complexity of PoW,

and maintain the high reliability of transactions on the blockchain network. Although the

C-PoW can help save computational resources to some extent, it is still infeasible to process

the computation-intensive tasks of C-PoW entirely by MDs with their limited computational

capacity.

Through moving computational resources to the network edge, multi-access edge comput-

ing (MEC) can effectively reduce the service latency and cut down the network traffic [135].

Therefore, one promising solution is to offload the computation-intensive tasks of C-PoW

from MDs to the nearby edge servers. Because they possess the powerful computational

capability to process the C-PoW tasks. However, most of the classic offloading approaches

have focused on the threshold-based strategies [13], game theory [14], or heuristics [15].

These classic approaches commonly assume a specific application scene on their optimiza-

tion objective functions. Thus, they might work well in a static environment with simple

setups. However, it would be hard for them to fully adapt to the complex and dynamic

MCS environment. To address this issue, Reinforcement Learning (RL) has emerged as

a promising solution [38], which can be used to explore the optimal offloading policy by

interacting with the environment.

The existing RL-based approaches can address the problem of computation offloading to

some extent [109–111]. But most of them utilize the value-based RL (e.g. Q-learning [38]),

which may seriously impede their training process when handling a high-dimensional state

space because it learns a deterministic policy by calculating the probability of each action
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under all states. However, in a blockchain-based MCS system, sensing tasks and the number

of MDs may increase constantly, and thus the state space may be considerably large to meet

the offloading requirements from many MDs. Thus, it could be hard for the value-based RL

to find the optimal policy with quick convergence. Moreover, the algorithm may crash when

the state space becomes too large. By contrast, the policy-based RL (e.g. policy gradient [38])

learns a stochastic policy and can directly output actions with the probability distribution, but

it might cause low training efficiency due to the high variance generated when estimating the

policy gradient. To address these problems, a Proximal Policy Optimization (PPO) algorithm

with low-variance and high-efficiency was proposed in [136]. In light of the PPO algorithm’s

advantages, we propose a new Deep Reinforcement learning based Computation Offloading

(DRCO) method, in order to effectively offload the computation-intensive tasks of C-PoW in

blockchain-based MCS systems. Through integrating deep neural networks (DNNs) [37]

and PPO, the proposed method can be used to efficiently attain the optimal/near-optimal

offloading policy for C-PoW tasks in the complex and dynamic MCS environment. The main

contributions of this chapter are summarized as follows.

• A new consortium blockchain-based framework is designed to secure transactions

between CSPs and participants in MCS systems. Especially, we propose that the

difficulty of PoW grows with the increasing number of MDs. This mechanism restricts

the number of new blocks that are generated by MDs in unit time, in order to reduce

conflicts among MDs when new blocks are added to the blockchain simultaneously.

Therefore, the proposed framework can keep high reliability under complex network

scenarios with many MDs.

• A novel Credit-based Proof-of-Work (C-PoW) algorithm is proposed to replace PoW.

The C-PoW can effectively incentivize participants to contribute to the sensing tasks

published in MCS systems, reduce the computational complexity of PoW, and maintain

the high reliability of the blockchain network. By evaluating participants’ credit based

on their contributions to sensing tasks, the C-PoW can dynamically adjust the difficulty

of PoW tasks according to their credit before verifying new blocks on the blockchain

network.
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• A Deep Reinforcement learning based Computation Offloading (DRCO) method is

proposed, in order to offload computation-intensive tasks of C-PoW to edge servers.

The DRCO can achieve the optimal/near-optimal offloading policy automatically by

interacting with the complex and dynamic environment of blockchain-based MCS

systems. Notably, the problem of high-dimensional state space is well solved by

combining PPO with DNNs. Besides, through using a clipped surrogate objective

to control the update of offloading policy, the learning efficiency of the DRCO is

significantly improved.

• The extensive simulation experiments are conducted to evaluate the performance of our

proposed DRCO method in blockchain-based MCS systems. The experimental results

demonstrate the effectiveness of the DRCO for blockchain-based MCS systems. The

DRCO can achieve a lower total cost (weighted sum of latency and power consumption)

than common heuristic and Q-learning methods with various numbers of MDs and

different degrees of difficulty for C-PoW.

The rest of this chapter is organized as follows. In Section 5.2, the proposed consortium

blockchain-based framework with C-PoW for secure transactions in MCS is introduced.

Section 5.3 describes the proposed offloading model for blockchain-based MCS systems. In

Section 5.4, we discuss the proposed DRCO method in detail. Section 5.5 conducts extensive

experiments to evaluate our proposed framework. Finally, we conclude this paper in Section

5.6.

5.2 Blockchain for Secure Transactions in MCS

Blockchain [12] was designed to handle consensus issues on the Bitcoin network. A transac-

tion placed into a new block can only be added to the blockchain after a user completes a PoW

task with verification from other users. Therefore, Blockchain provides a reliable mechanism

to ensure that transactions are consistent, unique, and cannot be falsified. Different from the

public blockchain, the consortium blockchain only permits the authorized nodes (i.e. the

MDs of MCS participants) to maintain the consensus process [137]. For this reason, the
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consortium blockchain is adopted in the proposed MCS systems. Fig. 5.1 illustrates the

proposed consortium blockchain-based framework for secure transactions in MCS systems

where a transaction is first added by an MD to a new block. After the new block is done, it is

broadcasted to other MDs on the blockchain network. Next, this new block is received and

verified (e.g. by digital signatures) by each of other MDs for security and data integrity. If

this new block passes the verification, it will be finally added to the blockchain maintained

by the MDs; otherwise, it will be dropped. When an MD successfully adds a new block to

the blockchain, it will receive a certain reward in return. This process is called the mining in

Blockchain, which ensures the decentralized security.

MD2

MD1

MDn

…

Blockn-2
SHA256()

Transaction

Transaction

Blockn
SHA256()Transaction

MDnßà CSPs

Transaction

Blockn-1
SHA256()… …

PoW

CSPs

…
Payment

Sensing
Data

Fig. 5.1 The proposed consortium blockchain-based framework for secure transactions in
MCS systems.

As aforementioned, only one blockchain is recognized and maintained by the MDs, but

they may generate different new blocks simultaneously. Therefore, MDs must choose the

same new block and add it to the existing blockchain. However, it is hard to formulate a

uniform selection criterion with the equality and non-priority among different new blocks.

Inspired by the blockchain technology, we restrict the number of new blocks generated by

MDs in unit time. After an MD feeds a transaction into a new block, the MD needs to

complete some extra work before broadcasting the new block on the blockchain network.

The process of this extra work can be described as follows.

Step 1: The contents of Blockn are integrated into a string, denoted by Strn = SHA256

(Blockn−1) + the basic in f ormation o f Blockn + the transactions in Blockn. Each block
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has a one-to-one correspondence with its own SHA256() value, which is a cryptographic hash

function [138], to represent the block. As shown in Fig. 5.1, Blockn contains the SHA256()

value of the contents in Blockn−1. Therefore, the blockchain relies on the SHA256() value of

each block to connect all blocks orderly.

Step 2: A random number nonce is added to Strn to form a new string, denoted by Str′n

= Strn + nonce. Next, Str′n is input into SHA256() to get a 256-bit binary number. As shown

in Eq. (5.1), if the generated binary number is smaller than the set target (representing

the difficulty of mining), the extra work is completed successfully. Especially, we propose

that the difficulty of mining, denoted by D , increases with the growing number of MDs in

order to avoid the conflicts among MDs when they try to add their blocks to the blockchain

simultaneously. This is because that more blocks may be generated in the blockchain network

at the same time, as the number of MDs increases.

Find nonce

s.t. SHA256(Str′n)< target,
(5.1)

where target = 2(256−D)−1, and D = Dbase + lg(m). Dbase represents the predefined basic

difficulty of mining (0≤Dbase≤ 255), and m is the number of MDs. For an edge environment

with single server, the expected computational resources for processing mining tasks are

much lower than that in the traditional Bitcoin mining [139]. Therefore, the value of Dbase

is accordingly set to 32 according to [140], which means that the expected probability of

finding the eligible nonce is 1
232 . In average, each MD needs to complete a task with the

computation cost that is around 232 hashes. Moreover, the logarithm is used to reduce the

scale of variables while maintaining the data correlation [141], and thus lg(m) ensures that the

difficulty of mining can smoothly increase with the growing number of MDs. Therefore, the

blockchain-based framework can achieve high reliability under complex network scenarios

with many MDs.

This extra work is known as PoW, which has been proved to be a mathematical puzzle

that is extremely difficult to be solved but easy to be verified. Thus, massive computational

resources are needed to complete the computation-intensive tasks of PoW. Consequently,
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it is highly challenging to apply the blockchain technology for secure transactions in MCS

systems, due to the limited computational capacity of MDs.

To relieve this problem, we first propose a new Credit-based Proof-of-Work (C-PoW)

algorithm to replace PoW on the blockchain network. The C-PoW aims to reduce the

computational complexity of PoW while maintaining the high reliability of the blockchain

network. In the proposed C-PoW, the user credit (U C ) is used to measure the contributions

of each participant to a sensing task published in MCS systems. Specifically, U C has a

positive correlation with the volume of valid data uploaded by each participant. Therefore,

the U C of an MCS participant for a sensing task is defined as

U C n = 1+
Vn

Vtotal
, (5.2)

where Vn and Vtotal are the volume of valid data uploaded by the participant’s MDn and the

total volume of data required for a sensing task, respectively. Notably, U C n only works

for one sensing task and cannot be accumulated for other different sensing tasks. When the

sensing task is completed or changed, the corresponding U C n needs to be recalculated.

Through introducing U C into the mining process, the PoW in Eq. (5.1) is modified as

follows.
Find nonce

s.t. SHA256(Str′n)< U C n · target,
(5.3)

where the definition of target is the same as Eq. (5.1). If an MCS participant makes more

contributions to a sensing task in MCS systems (i.e. uploads more valid sensing data), it will

receive higher U C and thus its mining difficulty can be reduced to some extent. On the

contrary, it can only obtain fewer advantages when dealing with PoW tasks.

By using the proposed C-PoW, MCS participants with a higher credit can save more

computational resources for processing PoW tasks in their MDs. Conversely, participants

with a lower credit may spend more computational resources to work out PoW. Moreover,

participants with a higher credit can enjoy the priority of broadcasting and verifying new

blocks when multiple participants try to add blocks simultaneously since their PoW tasks
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are easier to solve. Meanwhile, participants can receive certain rewards if they successfully

add their new blocks to the blockchain. These above factors also motivate participants

to contribute to the sensing tasks published in MCS systems and the global consensus on

the blockchain network. Therefore, with the C-PoW, not only the enthusiasm of MCS

participants is mobilized but also the high reliability of the blockchain network is guaranteed.

However, it might be still infeasible to fully execute the computation-intensive tasks

of C-PoW locally with the limited computational capacity of MDs, although the proposed

C-PoW can help save computational resources to some extent. To further address this issue,

we propose to offload C-PoW tasks to edge servers in blockchain-based MCS systems, as

described in detail below.

5.3 System Model and Problem Formulation

As shown in Fig. 5.2, we design a computation offloading model, in order to reduce the

cost (i.e. latency and power consumption) of processing C-PoW tasks in blockchain-based

MCS systems. The proposed framework consists of multiple mobile edge clouds and MDs,

where MDs can offload tasks to the edge servers in the nearest mobile edge clouds through

base stations (BSs). For the clarity of presentation, we consider the scenario of a single

mobile edge cloud, which consists of one edge server with one BS, and a set of MDs, donated

by MD = {MD1,MD2, ...,MDm}, where m represents the number of MDs. Besides, the

wireless bandwidth is assumed to be evenly shared among MDs. After an MD completes a

transaction in MCS systems, it will put the transaction into a block and try to add the block

to the blockchain maintained in MCS systems for secure transactions. To add its block to the

blockchain, the MD must first solve a C-PoW task, and then broadcast the block that is to be

verified by other MDs.

In our proposed offloading model, the computation-intensive tasks of C-PoW can be

offloaded to the edge server. More specifically, we define a C-PoW task that is to be processed

by MDn (1≤ n≤ m) as a 2-tuple, denoted by Tn = ⟨Dn,Un⟩. The first element Dn represents

the size of input data (i.e. the contents of a block), which is regarded as the input of SHA256().
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Fig. 5.2 Computation offloading in blockchain-based MCS systems.

The second element Un indicates the computational resources needed (i.e. CPU cycles) to

complete the task Tn, which is positively related to the number of hashes for calculating the

qualified value of SHA256(), where the calculating speed is one hash per CPU cycle. Besides,

the computational capacity (i.e. Hz or CPU cycles per second) of an edge server and an MD

are denoted by E and elocal
n , respectively. The major notations used in the proposed model

are listed in Table 5.1.

Considering the case that all edge servers and MDs can provide computing services for

processing C-PoW tasks, each C-PoW task can be executed locally or offloaded to the edge

server. Therefore, we define the following two modes.

Local Mode: When the C-PoW task Tn is processed locally, we define the latency

generated by MDn as

Llocal
n =

Un

elocal
n

. (5.4)

Moreover, we define the power consumption of processing the task Tn according to [142]

as

Plocal
n = ψ · (elocal

n )2 ·Un, (5.5)



5.3 System Model and Problem Formulation 105

Table 5.1 Major notations used in the proposed model

Notation Definition

MDn Mobile device n

Tn Task n to be processed by MDn

Dn Size of input data of Tn

Un Computational resources needed to complete Tn

E Computational capacity of an edge server

elocal
n Computational capacity of MDn

Llocal
n Latency of processing Tn in Local Mode

Plocal
n Power consumption of processing Tn in Local Mode

Clocal
n Cost of completing Tn in Local Mode

Ledge,t
n Latency of transmitting Dn in Edge Mode

rn Uplink rate of MDn in a wireless channel

Pedge,t
n Power consumption of transmitting Dn in Edge Mode

Ptrans
n Transmission power of MDn

Ledge,p
n Latency of processing Tn in Edge Mode

eedge
n Allocated edge computational resources to process Tn

Pedge,p
n Power consumption of processing Tn in Edge Mode

Pserver Processing power of an edge server

Pidle
n Idle power of MDn

Ledge
n Latency of completing Tn in Edge Mode

Pedge
n Power consumption of completing Tn in Edge Mode

Cedge
n Cost of completing Tn in Edge Mode

Ctotal Total cost of the proposed offloading model

where ψ is the power parameter for each CPU cycle.

As there exists a huge difference in the value range of Llocal
n and Plocal

n , it would be hard

to weight them for balancing latency and power consumption. To address this problem, one

feasible way is to normalize Llocal
n and Plocal

n into values of the same scale, donated by [a,b],

where a = avg(min(Llocal
n ),min(Plocal

n )) and b = avg(max(Llocal
n ),max(Plocal

n )). This can

help simplify the process of weighting the latency and power consumption in the proposed

model and accelerate the convergence of our algorithms. The normalization equation is given
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by

x′ = a+N · (x−min(X )), (5.6)

where x is the input data (e.g. Llocal
n or Plocal

n ) and x′ is the output value after normalization

(e.g. (Llocal
n )′ or (Plocal

n )′). N = b−a
max(x)−min(x) is the normalization coefficient. min(X )

and min(X ) are the maximum and minimum values of the sample data X (e.g. X =

(Llocal
1 ,Llocal

2 , ...,Llocal
n )), respectively.

After normalization, we define the cost of completing the task Tn in Local Mode as

Clocal
n = θ · (Llocal

n )′+(1−θ) · (Plocal
n )′, (5.7)

where θ (0≤ θ ≤ 1) is used to weight the latency and power consumption of processing the

task Tn.

Edge Mode: When the C-PoW task Tn is offloaded to an edge server for execution, the

process can be described as follows.

Step 1: MDn uploads the input data Dn to an edge server via a wireless channel. Thus,

we define the corresponding transmission latency happens in MDn as

Ledge,t
n =

Dn

rn
, (5.8)

where rn denotes the uplink rate of MDn in a wireless channel [143].

Furthermore, the power consumption of MDn in this step is defined as

Pedge,t
n = Ptrans

n ·Ledge,t
n , (5.9)

where Ptrans
n is the transmission power of MDn.

Step 2: The edge server allocates computational resources and executes the task Tn. Here,

we define the latency of processing Tn as

Ledge,p
n =

Un

eedge
n

, (5.10)
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where eedge
n represents the computational resources allocated by the edge server to process

the task Tn, and ∑
m
1 eedge

n ≤ E.

The power consumption in this step is thus defined as

Pedge,p
n = (Pserver +Pidle

n ) ·Ledge,p
n , (5.11)

where Pserver and Pidle
n are the processing power of an edge server and the idle power of MDn,

respectively.

Step 3: MDn downloads the result of task Tn from the edge server, which is the random

number nonce that fulfills the target of C-PoW. Since the data size of nonce is very small

[12], the latency and power consumption of downloading this result are neglectable.

Similarly, with Eq. (5.6), we can get the cost of completing the task Tn in Edge Mode as

Cedge
n = θ · (Ledge

n )′+(1−θ) · (Pedge
n )′, (5.12)

where θ is defined in Eq. (5.7). Moreover, the latency and power consumption of completing

the task Tn in Edge Mode can be calculated by Eq. (5.13) and Eq. (5.14), respectively.

Ledge
n = Ledge,t

n +Ledge,p
n . (5.13)

Pedge
n = Pedge,t

n +Pedge,p
n . (5.14)

Finally, through integrating the cost of the above two modes, we can work out the total

cost of our proposed offloading model in blockchain-based MCS systems with different

offloading decisions as follows.

Ctotal =
m

∑
1

(
(1−an) ·Clocal

n +an ·Cedge
n

)
, (5.15)

where an ∈ {0,1} indicates the offloading decision of MDn. Moreover, Clocal
n and Cedge

n are

the cost of completing the task Tn in Local Mode and Edge Mode, respectively.
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5.4 Decision Making for Computation Offloading Based

on DRL

This section presents the proposed Deep Reinforcement learning based Computation Offload-

ing (DRCO) method. The DRCO can be used to obtain the optimal offloading policy for

blockchain-based MCS systems, in order to minimize the weighted cost of latency and power

consumption. As shown in Fig. 5.3, a scenario of computation offloading in blockchain-based

MCS systems is regarded as the environment, and the Deep Reinforcement Learning (DRL)

agent chooses actions by interacting with the environment.

5.4.1 Definitions of State/Action Spaces and Reward Function

Moreover, we define the state space, action space, and reward function for the proposed

DRCO method as follows.

Edge Server
BS

MD1 MD2 MDn…

Computation Offloading

Environment

DRL Agent

DNN

TD Error

Action

State

Reward

Actor

. . . . . .

. . . . . .
. . .

Critic ...
...

...

...

...
DNN

Fig. 5.3 The DRCO method for blockchain-based MCS systems.

State space: The state consists of four parts, including the set of C-PoW task (denoted

by T ), set of the computational capacity of MDs (denoted by E local), available compu-
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tational capacity of the edge server (denoted by Eavail), and network status (denoted by

O), where T = {T1,T2, ...,Tm}, E local = {elocal
1 ,elocal

2 , ...,elocal
m }, Eavail = E−∑

m
1 eedge

n , and

O contains the network bandwidth and uplink rate of each MD (the bandwidth and up-

link are a constant average). Therefore, the state space is defined as a 4-tuple, denoted by

S = ⟨T ,E local,Eavail,O⟩, which takes into account the task overhead, system resource, and

network status in a blockchain-based MCS system. The dimension of state space depends on

the number of MDs.

Action space: The action taken by the DRL agent is to make offloading decisions for the

C-PoW tasks from MDs. Therefore, the action space is defined as A = {an | an ∈ {0,1},1≤

n≤ m}, which indicates the binary offloading decision for each MD. If an = 1, the task Tn is

processed by MDn locally. Otherwise, Tn is offloaded and processed by the edge server. The

dimension of action space depends on the number of MDs.

Reward function: The reward function is used to guide the DRL agent to learn the

optimized policy with higher rewards, aiming to minimize the total cost of computation

offloading. Therefore, the reward function should follow the negative increment of the total

cost (denoted by Ctotal) after making offloading decisions, which is defined as

R = 1− Ctotal

∑
m
1 Clocal

n +∑
m
1 Cedge

n
, (5.16)

where ∑
m
1 Clocal

n and ∑
m
1 Cedge

n indicate the cost when all C-PoW tasks are processed by MDs

or the edge server, respectively, which are used to normalize Ctotal .

5.4.2 DRL-Based Offloading Decisions

During the learning process, the DRL agent first chooses an offloading action based on the

current state of the environment. Accordingly, the environment feedbacks a reward and steps

to the next state. We formulate this process as a Markov decision process (MDP) [38]. As

it is infeasible to build an accurate mathematical model for dealing with such offloading

problems with dynamics and uncertainty in blockchain-based MCS systems, a model-free

RL algorithm is utilized in the proposed DRCO method.
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In more detail, Proximal Policy Optimization (PPO) [136] is adopted to train DNNs for

the optimal offloading policy. PPO is an actor-critic based RL algorithm, which combines

the value-based RL (i.e. critic) and policy-based RL (i.e. actor). In PPO, the variance of

policy gradient can be effectively reduced by using the critic in the learning process, because

the critic can guide the actor to learn the optimal policy. Furthermore, with the integration

of DNNs, the proposed DRCO method can well handle the problem of high-dimensional

state space. The key steps of the DRCO method are shown in Algorithm 5. Based on the

definitions of state space, action space, and reward function, we first initialize the actor’s

network V πθ (s) and critic’s network Qπθ (s,a) with weights and biases (Line 1). Meanwhile,

the actor’s and critic’s learning rate γa and γc, reward decay rate λ , TD error discount factor

β , mini-batch size α , and replay memory M are initialized (Line 2). After the initialization,

we start the training epochs for the DRCO (Line 3).

In each episode, the environment is first refreshed (Line 6). Next, the offloading action for

C-PoW tasks is selected based on the current state of blockchain-based MCS systems (Line

6). Next, the reward is calculated after executing the offloading action, and the environment

steps to the next state (Line 8). In DRCO, parameters of the offloading policy are updated

by mini-batch (Line 9). Specifically, the training of DRCO is based on the policy gradient

algorithm [38], whose gradient estimator is defined as

∇θt J(θt) = Eπθt

[
∇θt logπθt (st ,at)Qπθt (st ,at)

]
, (5.17)

where Eπθt
is the empirical average, πθt is the offloading policy, and Qπθt (st ,at) is the

action-value function.

In each mini-batch, the discounted rewards of recent offloading actions are first calculated

(Line 11). Next, we reduce the variance of policy gradient by using an advantage function

(denoted by Aπθt (st ,at)) [130] (Line 12), where V πθt (st) is the state-value function. Next,

we optimize Aπθt (st ,at) by minimizing the loss function of the critic’s network (denoted by

LCritic(θt) = EM (δ πθt )2) (Line 13), where δ
πθt = rt +βV πθt+1 (st+1)−V πθt (st).
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Algorithm 5 The proposed Deep Reinforcement learning based Computation Offloading
(DRCO) method

1: Initialize the actor’s network V πθ (s) and critic’s network Qπθ (s,a) with weights and
biases.

2: Initialize the actor’s and critic’s learning rate γa and γc, reward decay rate λ , TD error
discount factor β , mini-batch size α , and replay memory M .

3: for each training epoch n = 1,2, ...,N do
4: Receive the initial state s0, where s0 = env.reset().
5: for each episode t = 0,1,2, ...,T do
6: Refresh the environment: env.render().
7: Select the offloading action at for C-PoW tasks based on the current system

state st of blockchain-based MCS systems, where st = ⟨T ,E local,Eavail
t ,Ot⟩

(defined in state space) and at ∈ A (defined in action space): at =
actor.choose_action(st).

8: Execute the offloading action at , receive the reward rt (calculated by reward
function) and next state st+1: rt ,st+1 = env.step(at).

9: Update the offloading policy πθt by mini-batch:
10: if t % α == 0 then
11: Calculate the discounted rewards of recent offloading actions: Rdisc =

rt−α +λ rt−α+1 + ...+λ α−1rt−1.
12: Calculate the advantage function in the critic, where Qπθt (st ,at) = Rdisc:

Aπθt (st ,at) = Qπθt (st ,at)−V πθt (st).
13: Minimize the loss function for optimizing the advantage function with the

learning rate γc: min(EM (rt +βV πθt+1 (st+1)−V πθt (st))
2).

14: Calculate and minimize the clipped surrogate objective LCLIP(θt) for opti-
mizing the offloading decisions in actor with the learning rate γa: LCLIP(θt) =

Eπθt

[
min(r(θt)Aπθt (st ,at),clip(r(θt),1− ε,1+ ε)Aπθt (st ,at))

]
.

15: end if
16: end for
17: Update the state: st = st+1.
18: end for
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Furthermore, the gradient estimator can be obtained by differentiating the objective

function of policy gradient as

J(θt) = Eπθt

[
logπθt (st ,at)Aπθt (st ,at)

]
. (5.18)

However, it might be hard to decide the step size of updating offloading policies, due to the

heavy debugging work of hyper-parameters. To solve this issue, we first use the old offloading

policy to realize data sampling, including state, action, and reward. Next, random sampling is

performed on these data to obtain the mini-batch for optimizing the current policy. In this step,

a second derivative is needed to be executed for estimating the constraint. When independent

variables of the objective function are with high dimensionality, the computational complexity

might become extremely high. Therefore, we optimize the efficiency of data sampling by

using the first derivative with a clipped surrogate objective (denoted by LCLIP(θt)) [136]

(Line 14), where πθt and πθt−α
are the current and old offloading policies, respectively,

and r(θt) =
πθt (st ,at)

πθt−α
(st ,at)

is the probability ratio between them. Specifically, through using a

clip function, the cases that r(θt) leave the interval [1− ε,1+ ε] will be eliminated, which

promises that the changes of r(θt) are clipped to the interval [1−ε,1+ε] when r(θt) updates

the current policy with large step sizes. Therefore, there is no need to calculate the second

derivative that might cause the low efficiency of data sampling and the high complexity

of choosing hyper-parameters. Meanwhile, the step size of updating policies can be well

controlled.

Furthermore, the actor in DRCO can effectively optimize LCLIP(θt) with low variance

by using the evaluation from the critic (i.e. Aπθt (st ,at)). Thus, both the accuracy of optimal

offloading results and the efficiency of the DRCO can be greatly improved. Finally, the

environment updates the current state to the next one (Line 15), and the offloading policy in

blockchain-based MCS systems will be continuously optimized until it converges.
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5.5 Experiments and Discussion

In this section, we conduct extensive simulation experiments to evaluate the performance of

the DRCO method for computation offloading in blockchain-based MCS systems.

5.5.1 Simulation Settings

We simulate a mobile edge cloud, which consists of one edge server and one BS [110]. The

radius of network coverage is 250 meters and the network bandwidth is 20 Mbps [144]. The

computation capacity of an edge server and an MD are set to 40 GHz and 1 GHz [144],

respectively. As for a sensing task published in MCS, we set the total volume of data required

as 100 TB, and the volumes of valid data uploaded by different users are randomly distributed

in [0,30] TB, where the sum of their uploaded data is equal to 100 TB. Moreover, we limit

the size of input data (i.e. the contents of a block) to the maximum of a block (i.e. 1 MB) in

Blockchain [12]. The computational resources required (i.e. CPU Gigacycles) to complete

C-PoW tasks are positively related to the number of hashes for calculating the value of

SHA256() [140], where the calculating speed is one hash per cycle and the basic difficulty of

C-PoW tasks grows with the increase of the number of MDs for maintaining high reliability

of the blockchain network. Furthermore, the processing power of an edge server is set to 250

W [131], and the transmission power and idle power of an MD are 1 W and 100 mW [145],

respectively. Moreover, the same weight of cost is used for latency and power consumption.

The DRCO is implemented based on the TensorFlow 1.4.0 [146]. As for the design of

DNNs, two hidden layers are used that contain 200 and 100 neurons, respectively. Besides,

we set the maximum number of epochs as 1000, the number of episodes as 500, the reward

decay rate λ as 0.95, the mini-batch size α as 64, the actor’s and critic’s learning rate γa and

γc as 0.0001 and 0.0002, the TD error discount factor β as 0.9, the size of the replay memory

as 500, and the parameter ε in the clipped surrogate objective as 0.2.

Furthermore, we evaluate the performance of other offloading schemes, including the All

Local, All Edge, the Optimum, the Greedy, and the Q-learning [38], to conduct comparative

experiments. In the All Local and the All Edge, all C-PoW tasks are executed by MDs or by
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the edge server, respectively. The Optimum represents the optimal offloading policy found

by exhaustive searching. In the Greedy, the most beneficial choice is always made based on

the current system state without long-term consideration. The Q-learning records each state

and its corresponding state-values of taking different actions into a Q-table for maximizing

long-term rewards, but it might suffer from the problem of high-dimensional state space.

5.5.2 Experimental Results

First of all, the convergence of the proposed DRCO is evaluated by using its loss function. To

efficiently obtain the optimal offloading policy for blockchain-based MCS systems, the loss

function needs to be minimized and the learning curve is expected to converge quickly. Fig.

5.4 illustrates the values of the loss function of the critic’s network in each training epoch

when the number of MDs increases from 20 to 80. The results show that the DRCO tends to

well converge after around 100 training epochs when the number of MDs is 20. Even though

the MCS environment becomes complex with more MDs (i.e. 50 or 80), the DRCO can still

promise fast convergence within around 175 epochs. Therefore, the DRCO exhibits excellent

training efficiency for different scenarios in blockchain-based MCS systems with various

numbers of MDs.

Next, we evaluate the effectiveness of the proposed C-PoW for secure transactions in

blockchain-based MCS systems. Fig. 5.5 shows the distribution of hashes (representing

the difficulty of C-PoW) with different numbers of MDs, where the computational cost of

hashes (measured by the mean value) rises with an increasing number of MDs. Therefore, on

average, more computational resources should be consumed to complete C-PoW tasks when

the number of MDs grows in the proposed blockchain-based MCS systems. This mechanism

restricts the number of new blocks generated by MDs in unit time and thus reduces the

conflicts among MDs when new blocks are added to the blockchain simultaneously, which

maintains the high reliability of the blockchain network.

Furthermore, we compare the computational cost of the proposed C-PoW with the classic

PoW in our simulation environment. With the consideration of user credit in the C-PoW,

MCS participants tend to make contributions to sensing tasks for improving their credit and
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Fig. 5.6 Comparison of computational cost between C-PoW and PoW.

thus reducing the difficulty of their mining tasks. As shown in Fig. 5.6, around 5%∼20%

computational cost of hashes is reduced by using the C-PoW under different scenarios

with various numbers of MDs. Moreover, participants can receive certain rewards if they

successfully add their new blocks to the blockchain, which also motivates them to join the

global consensus on the blockchain network. Therefore, the C-PoW is able to maintain the

high reliability of the blockchain network while saving considerable computational resources.

Next, Table 5.2 presents the total cost (i.e. a weighted cost of latency and power con-

sumption) of different offloading schemes with various numbers of MDs. In general, the total

cost increases with a growing number of MDs. When the number of MDs is small (e.g. less

than 25), the All Local shows poor performance. This is because only local computational

resources of MDs are used this scheme without the help of the edge server, which leads

to a high cost. When the number of MDs is large (e.g. over 35), the All Edge performs

poorly. Especially, the All Local is about to outperform the All Edge when the number of

MDs is 30. Because the All Edge only uses edge computational resources but the resources
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Table 5.2 Total cost of different offloading schemes with various numbers of MDs

No. of
MDs

Total cost (10−3)

Optimum All Local All Edge Greedy DRCO

5 0.197 1.259 0.197 0.197 0.197

10 1.509 5.102 1.593 1.517 1.509

15 3.064 8.720 4.085 3.754 3.297

20 6.302 12.798 7.991 7.087 6.523

25 11.619 19.698 15.375 12.539 11.758

30 16.957 26.834 25.139 18.602 17.391

35 24.486 34.845 38.100 26.185 24.875

40 30.907 42.275 52.796 32.705 31.346

45 39.973 50.985 71.691 41.503 40.229

50 49.264 60.763 94.857 51.091 49.320

required to process C-PoW tasks have exceeded the computational capacity of the edge

server, which results in excessive latency and power consumption. The performance of the

Greedy always seems good, but it might easily fall into the local optimum because it only

considers immediate rewards rather than long-term ones. By contrast, the proposed DRCO

always outperforms other offloading schemes and approximates the Optimum with various

numbers of MDs.

In more detail, Tables 5.3 and 5.4 present the total power consumption and the average

latency of different offloading schemes with various numbers of MDs, respectively. As

shown in Table 5.3, the All Edge results in more power consumption than other offloading

schemes due to the high power of the edge server. Compared to the All Local, both the

proposed DRCO and the Greedy cause more power consumption. This is because only local

computational resources of low-power MDs are utilized to execute C-PoW tasks by using

the All Local. However, from the perspective of the average latency shown in Table 5.4, both

the All Local and the All Edge exhibit a more obvious upward trend than the DRCO or the

Greedy with the increasing number of MDs. This is because they do not make a reasonable

balance between local and edge resources when using them. By contrast, the Greedy and
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the DRCO can make better use of resources with effective offloading decisions. Moreover,

compared to the Greedy, the DRCO has comparable power consumption while achieving

lower latency. This also reflects the excellent performance of the DRCO in obtaining a lower

total cost of latency and power consumption. Besides, it can be observed from Table 5.4

that the average latency of the proposed method is always close to the Optimum with the

increasing number of MDs, which demonstrates the outstanding stability of the DRCO in

dealing with different scenarios in blockchain-based MCS systems.

Table 5.3 Total power consumption (kWh) of different offloading schemes with various
numbers of MDs

No. of
MDs

Total power consumption (10−3)

Optimum All Local All Edge Greedy DRCO

5 0.079 0.003 0.079 0.079 0.079

10 0.479 0.010 0.637 0.478 0.479

15 1.028 0.017 1.634 0.905 0.987

20 1.570 0.026 3.198 1.636 1.752

25 2.317 0.039 6.152 2.058 2.781

30 2.838 0.054 10.057 3.798 2.716

35 4.843 0.070 15.236 4.542 4.922

40 4.565 0.085 21.125 6.399 4.049

45 6.904 0.102 28.662 6.360 6.661

50 7.710 0.122 37.954 6.505 7.673

Fig. 5.7 depicts the total cost of different offloading schemes with various computational

capacity of the edge server, where the number of MDs is set to 20. On one hand, the increasing

computational capacity of the edge server has no effects on the total cost when using the All

Local, because the edge resources are not utilized to process C-PoW tasks under this scheme.

On the other hand, the total cost generated by other offloading schemes declines with the

growth of the computational capacity of the edge server. This implies that the total cost of

executing C-PoW tasks can be effectively reduced by enhancing the computational capacity

of the edge server. More specifically, the proposed DRCO approximates the Optimum with

different computational capacity of the edge server. Moreover, when this value is limited
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Table 5.4 Average latency (s) of different offloading schemes with various numbers of MDs

No. of
MDs

Average latency

Optimum All Local All Edge Greedy DRCO

5 0.226 1.811 0.226 0.226 0.226

10 0.914 3.669 0.917 0.920 0.914

15 1.229 4.182 1.526 1.585 1.346

20 1.986 4.603 2.301 2.257 2.033

25 3.012 5.667 3.542 3.315 3.058

30 3.729 6.434 4.827 4.009 3.847

35 4.538 7.161 6.271 4.919 4.610

40 5.153 7.602 7.602 5.311 5.277

45 5.843 8.150 9.178 6.132 5.904

50 6.539 8.741 10.927 6.961 6.550

(e.g. less than 50 GHz), the DRCO outperforms other offloading schemes. Besides, with the

increasing computational capacity of the edge server (e.g. over 70 GHz), the total cost of all

these offloading schemes (except the All Local) tends to be consistent. This is because the

advantage of offloading C-PoW tasks to the edge server is significant when the computational

capacity of the edge server far exceeds that of an MD.

Next, we set the number of MDs as 20 and evaluate the performance of the proposed

DRCO with different degrees of difficulty of C-PoW, which is represented by the average

hashes during the mining process. As shown in Fig. 5.8, the total cost of all these offloading

schemes increases with the growing number of average hashes because more complex

hashing means higher latency and power consumption. More specifically, the All Local has

the worst performance because only the limited local computational resources of MDs are

utilized for processing the computation-intensive tasks of C-PoW. By contrast, the DRCO

can achieve the near-optimal total cost that is lower than other offloading schemes with

various average hashes, especially when the hashing becomes extremely complicated. These

results demonstrate that the DRCO works well for offloading different C-PoW tasks in

blockchain-based MCS systems.
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Fig. 5.7 Total cost of different offloading schemes with various computational capacity of the
edge server.

Finally, we make a performance comparison between the proposed DRCO and the Q-

learning. As shown in Table 5.5, when the number of MDs is small, the Q-learning can

achieve good performance that is slightly worse than but still comparable to the DRCO,

which approximates to Optimum. However, when the number of MDs is large (e.g. over 50),

the Q-learning is unable to make offloading decisions anymore (denoted by N/A) because

it fails to handle the problem of high-dimensional state space without the help of DNNs.

By contrast, the proposed DRCO can effectively deal with this problem in the complex

blockchain-based MCS environment with many MDs.

5.6 Summary

In this chapter, we first develop a new consortium blockchain-based framework for secure

transactions between CSPs and participants in MCS systems. Next, we design a novel C-PoW

algorithm to reduce the computational complexity of PoW while maintaining the high relia-
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in the blockchain.

Table 5.5 Performance comparison between DRCO and Q-learning (N/A denotes cases
Q-learning is unable to get results)

No. of MDs
Total cost (10−3)

Optimum Q-Learning DRCO

10 1.509 1.517 1.509

20 6.302 6.867 6.523

30 16.957 17.550 17.391

40 30.907 31.568 31.346

50 49.264 49.551 49.320

60 65.707 N/A 65.786

70 83.321 N/A 83.471

80 103.826 N/A 104.023

bility of the blockchain network. In response to the limited computational capacity of MCS

participants’ MDs, we propose a DRCO method to offload the computation-intensive tasks

of C-PoW from MDs to edge servers. The extensive simulation experiments demonstrate
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the effectiveness of the proposed method in achieving adaptive and efficient computation

offloading under the blockchain-based MCS environment. More specifically, the DRCO

outperforms common heuristic offloading schemes in terms of a total cost (weighted sum of

latency and power consumption) and approximates the optimal scheme with various numbers

of MDs. Moreover, the DRCO works better than the others when offloading C-PoW tasks

with different degrees of difficulty, and it can well handle the problem of high-dimensional

state space occurs in the Q-learning based offloading scheme.



Chapter 6

Conclusions and Future Work

With the rapid development of cloud and edge computing, intelligent resource management

has become the essential support for driving the evolution of current system architectures to

meet the requirements of both CSPs and users. Workload prediction, resource allocation, and

computation offloading have been regarded as the key technologies to achieve this ambition.

However, due to the dynamic system states, various user demands, and complex environments,

resource management in cloud and edge computing faces huge challenges. This results in

excessive resource wasting and degraded QoS. To this end, the primary focus of this thesis

is to investigate new workload prediction, resource allocation, and computation offloading

solutions with emerging deep learning technologies to improve the overall performance of

resource management in cloud and edge computing. In the following, we summarize of the

research in this thesis and discuss some directions of future work.

6.1 Conclusions

This thesis has presented new workload prediction, resource allocation, and computation

offloading solutions, in order to achieve intelligent resource management for cloud and edge

architectures. The major achievements of this thesis are summarized as follows.

• In Chapter 3, we first design a TSA to efficiently extract the essential feature represen-

tations of workloads from original high-dimensional workload data. Next, an L-PAW
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was proposed through integrating TSA and GRU block, in order to achieve the adaptive

and accurate prediction for highly-variable workloads. The extensive experiments

using real-world workload datasets from Google and Alibaba cloud data centers and

the DUX-based cluster demonstrate that the L-PAW yields high prediction accuracy

measured by MSE for highly autocorrelated, highly periodic and highly random work-

loads. Furthermore, the prediction errors only produce small increases with the growth

of prediction length, which verifies the strong adaptability of the L-PAW. Moreover, the

L-PAW outperforms the classic RNN, LSTM, GRU, and ESN for workload prediction

with the improvements in MSE, while achieving high learning efficiency. In addition,

with the increase of prediction length, larger improvements of prediction accuracy are

achieved by the L-PAW compared to other classic methods, which reveals the ability

of the L-PAW for addressing the problem of long-term memory dependencies in cloud

workload prediction.

• In Chapter 4, we first formulate the resource allocation in cloud datacenters as a

model-free DRL problem with dynamic system states and various user demands. Next,

we propose an A3C-based resource allocation method to effectively schedule jobs

for improving the QoS and energy-efficiency in cloud datacenters. The extensive

simulation experiments using real-world trace data from Google cloud datacenters

demonstrate the effectiveness of the proposed method in achieving adaptive and

efficient resource allocation. More specifically, the proposed method outperforms

the classic resource allocation methods (e.g., LJF, Tetris, SJF, RR, PG, and DQL) in

terms of QoS (normalized average job latency and job dismissing rate) and energy-

efficiency (average energy consumption of jobs). Moreover, the proposed method

works better than the others with the increase of average system load, and it can achieve

higher training efficiency (faster convergence) than advanced PG and DQL based DRL

methods.

• In Chapter 5, we first develop a new consortium blockchain-based framework for

secure transactions between CSPs and participants in MCS systems. Next, we design
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a novel C-PoW algorithm to reduce the computational complexity of PoW while

maintaining the high reliability of the blockchain network. In response to the limited

computational capacity of MCS participants’ MDs, we propose a DRCO method to

offload the computation-intensive tasks of C-PoW from MDs to edge servers. The

extensive simulation experiments demonstrate the effectiveness of the proposed method

in achieving adaptive and efficient computation offloading under the blockchain-based

MCS environment. More specifically, the DRCO outperforms common heuristic

offloading schemes in terms of a total cost (weighted sum of latency and power

consumption) and approximates the optimal scheme with various numbers of MDs.

Moreover, the DRCO works better than the others when offloading C-PoW tasks with

different degrees of difficulty, and it can well handle the problem of high-dimensional

state space occurs in the Q-learning based offloading scheme.

6.2 Future Work

In this section, we analyze and discuss some interesting yet challenging open issues worthy

of further study in the areas of intelligent resource management and optimization in cloud

and edge environments as follows.

• The selection of pattern length in workload prediction. As more workloads are migrated

from enterprises to the cloud, significant challenges occurs in the cloud from the

perspectives of automation, provisioning and scaling. Therefore, future demands from

different applications are expected to be predicted precisely so that cloud resources can

be well allocated before workload changes happen. The accurate prediction models

should be able to extract the feature patterns of application workloads. However, most

of the ML-based methods use the fixed pattern length, and thus they may not extract

meaningful patterns effectively. Therefore, it would be important to well select the

pattern length (i.e the length of sliding window) for different workloads.

• The load balancing in the cloud with geographical distribution. Cloud datacenters are

geographically distributed for different purposes. Each cloud datacenter is spatially
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treated as an independent system for dealing with the requests from users. Some load

balancing solutions are developed for a limited area, and they may not well consider

some important factors in real-world cloud environments (e.g. network/communication

latency, distance between different cloud datacenters, etc). If the distance between

different cloud datacenters is large, these traditional solutions might be infeasible.

Therefore, the geographical distribution of cloud datacenters must be taken into account

when designing load balancing solutions.

• The placement of MEC resources. To ensure MEC resources available for users in

different areas, MEC servers with computational and storage resources are expected to

be distributed throughout the whole network. Therefore, the MEC servers should be

effectively placed so that computational and storage can be efficiently utilized while

considering the QoS and QoE requirements of users. However, it is challenging to find

an optimal strategy to place MEC servers according to user demands.

• Mobility management and VM migration. The researches about mobility management

and VM migration commonly consider an offloading scenario with a single MEC

server and a user equipment (UE). Therefore, it is challenging to efficiently migrate

VMs when a UE offloads computation to several MEC servers. Meanwhile, the VM

migration may cause high load on the backhaul and result in excessive latency, which

makes it infeasible for some real-time applications. To address this problem, it is

necessary to design an efficient solution for VM migration with low latency. However,

it is a highly-challenging task due to the communication limitations between different

MEC servers. In response to this issue, it would be a worthy research direction to make

VM pre-migration by predicting users’ mobility so that the service disruption can be

well avoided.

• Generalization of DRL. Commonly, the DRL targets a certain problem and learns

an intelligent agent to tackle the problem. However, if the nature of tasks changes

significantly, it would actually become a ’new’ problem and the proposed DRL model

may need to be retrained to handle it. This hard challenge is known as the generalization
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of DRL. Therefore, we will try to improve the generalization of the proposed DRL-

based resource allocation scheme by developing an automatic data augmentation

technique, which aims to regularize policies and value functions with respect to various

state transitions and thus allows the DRL agent to capture task invariances and learn

useful behaviors when the environment changes.

• Distributed DRL in wireless networks. A DRL model may require massive training

for DNNs, and thus the training process is usually executed at a centralized network

controller with powerful capacities for computing and collecting information. With

the increasing number of UEs, it has become a worthy task to develop a distributed

framework for DRL, which decomposes the functionalities of the network controller

and executes them at UEs. Furthermore, the decomposed functionalities can be well

integrated at the network controller. However, it is still an open issue to develop a new

network infrastructure that can well support such distributed DRL. Meanwhile, the

costs of information exchange between the network controller and UEs should be well

considered.

• DRL for MCS optimization. In MCS, mobile users contribute to sensing tasks pub-

lished by service providers, and they can receive their deserved payment in return.

However, due to the limited capabilities of UEs (e.g. energy and bandwidth), mobile

users need to determine the amount of sensing data to be uploaded. Also, service

providers should make effective incentive schemes if they want to enhance their profits.

Meanwhile, the incentive schemes depend on sensing decisions of mobile users. If

more mobile users tend to participate in MCS, service providers can thus use an incen-

tive scheme with lower payment. In response to the dynamic MCS environment with

large state space of mobile users, DRL show great values for achieving the optimal

crowdsensing policy.
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