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Stormwater hazards are a significant threat across the globe. These are continuing to increase in line with ur-
banisation and climate change, leading to a recognition that the historic paradigm of passive management using
centralised infrastructure is insufficient to manage future hazards to our society, environment, and economy. The
cross-sector Internet of Things revolution has inspired a new generation of smart stormwater management
systems which offer an effective, cost beneficial and adaptive solution to enhance network capacities and reduce
hazards. However, despite growing prominence within research, this technology remains under-utilised, in a
large part due to fragmented and inconsistent alignment and terminology, obscuring the strategic co-ordination
of research. We respond to this through systematically reviewing the terminology, practice and trajectory for
smart stormwater managenient and developing a framework which can be applied to both coordinate and un-
derstand the existing research landscape, as well as identifying key research gaps for future development. We
find that literature almost universally agrees that smart technology is, or will be, beneficial to stormwater
management and that technology has reached partial maturity in terms of quantity management, although this
has not yet transferred to water quality. However, research is dominated by proof-of-concept modelling studies,
with limited practical application beyond real time control of large assets, individual pilot studies and moni-
toring. We recommend that future research explores and evidences the substantial benefits likely through
expanding cwrent implementation towards a coordinated, decentralised, and optimised catchment-scale
approach.

1. Introduction

Stormwater hazards, created through intense rainfall overwhelming
drainage systems, generate enormous impacts to our societies, envi-
ronments and economies at a global scale (IPCC, 2014; DEFRA, 2018).
Historically these hazards have been managed through extensive
deployment of passive infrastructure across cities and catchments
(Butler et al., 2018). This has been predominantly achieved through
implementing subterranean grey infrastructure, with a contemporary
drive towards increasing application of green infrastructure to extend
the scope of stormwater management across catchment surfaces and
buildings (Wong and Brown, 2009; Cettner, 2012; Fletcher et al., 2015;
Scholz, 2015). However, current predictions highlight that the scale of
stormwater hazards is increasing at a rate far higher than previously
anticipated (Wing et al., 2018; Swain et al., 2020). Consequently, there
is a growing realisation that managing stormwater using passive
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networks of the twentieth century is insufficient to meet the needs of the
future; and instead, more cost effective, adaptable and sustainable use of
existing networks can be achieved through deploying ‘smart’ technology
(Bartos et al., 2018; Yuan et al., 2019; Xu et al., 2021).

The concept of smart stormwater and smart cities has emerged from
the cross-sector Internet of Things (IoT) revolution (Atzori et al., 2010;
Oberascher et al., 2022), where cost-effective and multi-functional
sensing, communication, actuation and optimisation devices installed
to monitor, control and optimise operation have become ubiquitous
across various network infrastructures, notably including power and
communication systems (Weiser et al., 1999; Edmondson et al., 2018).
Translating cross-sector advances in IoT to achieve smart stormwater
management has the potential to enable cost effective management of
day-to-day operations alongside adaptability to reconfigure operation
and enhance resilience to manage extreme events (Mullapudi et al.,
2017, 2018; Xu et al., 2021), whilst also retaining opportunities for
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re-assessment and upgrade of future operation procedures (Dirckx et al.,
2011; Altobelli et al., 2020).

However, despite a growing prominence within research, the adop-
tion of emerging smart technology remains constrained by several key
challenges, of pertinence being a fragmented, inconsistent and confusing
terminology (Gourbesville, 2016). As with other potentially trans-
formative step changes in water management, for example resilience
(Davoudi et al., 2012) and nature based solutions (Schanze, 2017), there
is a real risk that application of the term ‘smart’ can be constrained as a
buzzword, with the vernacular applied in a non-specific manner to
describe a range of tangential applications. This is exacerbated by
ubiquitous application and claims regarding ‘what smart is’; creating
ambiguity and uncertainty with regards to mapping the overarching
progress of where smart stormwater research is now, and what the next
research steps should be, on to a consistent knowledge framework.

In this review we aim to address these gaps through:

1 Reviewing smart technology research in the field of stormwater
managenient.

2 Providing a resource to align terminology.

3 Mapping research onto a consistent knowledge framework to facili-
tate clear identification of the progress to date.

4 Identifying the research gaps and barriers to propose further studies
for the systematic and meaningful development of smart stormwater
managenient.

2. Clarifying the terminology

The use of ‘smart’ technology as a term is ubiquitous across every-
day discourse, science, governance and practice, although arguably far
more so in fields such as energy, telecommunications, heating, coaling
and ventilation (HVAC) than in stormwater, hydrology and hydraulics.
While the use of ‘smart technology’ as a general descriptor has the
advantage of attracting interest from decision-makers, policy-makers
and even the public (Fletcher et al., 2015), there is a risk that such
general terms will lead to confusion about what is actually meant when
describing scientific progress and needs. Clear dissemination of knowl-
edge requires consistent application of terminology, such that the
audience understands the nature, scope and intent of proposed ap-
proaches. In this review, we use a range of terms to describe similar but
subtly different applications of smart technology, in an attempt to link
our discussion to the sources of literature from which it is drawn.

To avoid confusion, we attempt to define the terms we use in the
following section. We argue that in an evolving field such as this, there is
a need for authors to clearly define the terms they are using. Doing so
will not only help to ensure clarity of communication within the
stormwater discipline, but help to open up the discussion to other
related disciplines, such as system optimisation and control, green
infrastructure, urban planning and even urban ecology.

Smart technology: Smart technology’ encapsulates technologies
able to: sense; monitor (collect data); communicate; manage; analyse;
integrate; control; or optimise devices in a systematic manner. This in-
cludes both standalone devices with integrated ‘smart’ features and
technologies which can be retrofitted to enhance the capabilities of
other devices, assets or networks. This definition covers a wide range of
technologies, encapsulating varying degrees of ‘smartness’ and leading
to the fragmented and inconsistent application of ‘smart’ technologies
within current research; as such we will develop a framework within this
paper to facilitate this range of technologies and capabilities to be
benchmarked and compared.

Real time control (RTC): In terms of stormwater management, the
term ‘smart’ is a progression from an established research field in real
time control (RTC) (James, 1984; Kindler et al., 2020b; Sadler et al.,
2020; Xu et al., 2021). Campisano et al. (2013) provide a succinet
summary of components and terminology in RTC systems, including
actuators, controllers, sensors, and telemetry.

Water Research 218 (2022) 118409

Passive / active control: Passive control systems typically rely on
hydraulic conditions to alter the discharge rate from a given asset. They
include orifices, vortex flow controls and weirs. Passive systems might
include some degree of ‘smartness’ if they are monitored (e.g. via
telemetry reporting the water level). An active control system can
permit some form of intervention at an asset typically involving a device
such as an actuator. The actuator may be driven by local or global
control systems. Active control does not include assets which can control
flow velocities using mechanical principles such as vortex flow controls.

Internet of Things (IoT): The Internet of Things describes the
interconnection of devices (both physical and virtual) to the Internet and
to other connected devices (IBM, 2016). In the context of smart storm-
water, this encapsulates all elements of smart technology including
hardware and software.

3. State of the art
3.1. Global literature review

We used the terminology identified in our evaluation of what smart
stormwater systems are to explore the maturity of existing stormwater
literature using a systematic literature review set into three stages.

Our initial stage included conducting a global search of literature,
based on the SCOPUS indexed research database. We searched for all
literature which included the keywords “smart”, “smarter”, “active
control”, “real time control” (and hyphenated variations thereof) or
“RTC”, AND “stormwater” or “storm water” within the title, abstract or
keywords. This search returned 319 documents (as of 70 May 2021).

We then applied filters to refine our selection to publication in
journals as an article or review, which resulted in 154 documents, and
removed any non-English documents (due to our inability to accurately
assess their content). In total this process retained 145 documents.

Our final process was a manual review of all remaining abstracts to
ensure that the title, abstract and key words accurately reflected smart
stormwater technology. We found that the word “smart” proved a
popular basis for acronyms and as an adjective describing decision
making based on non-IoT linked advances, and after discounting these
non-relevant documents we were left with a collection of 94 documents.

Fig. 1 shows the cumulative publication of smart stormwater articles,
according to our search procedure. The earliest recorded article is from
1984 and from there a slow steady rate of publication is apparent
through to the late 1990’s, with publication accelerating through 2000-
2015 and again during the past five years. This trend aligns with the
growth of articles citing ‘smart technology’ across all disciplines in the
SCOPUS database; highlighting the increasing potential of ‘smart’ sys-
tems and their increasing utilisation across disciplines (Fig. 2), which
accelerates during the past decade and has more than doubled in the
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Fig. 1. Cumulative smart stormwater articles published (1984 - 2020), based
on our search procedure.
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Fig. 2. Cumulative entiies containing the words “smait technology” in the
entire Scopus research outputs database (1973-2020).

past five years. We note that our search terms and procedure will not
capture the full range of smart stormwater systems within the global
discourse; however, the SCOPUS database represents a significant pro-
portion of sources, with over 75 million records and 23 500 journals
from 5 000 publishers (SCOPUS, 2019). As such this provides a strong
indication of publication history to draw general conclusions, whilst
acknowledging some articles may not have been captured within the
search. We also note that we have been unable to compare the trajectory
of outputs including these terms with the overall number of publications
in the SCOPUS database year-on-year; therefore, although we identify
the increasing use of terms, we cannot determine how this increasing
prominence relates to the overall increase in papers over the period.

In our analysis of titles from our literature search we have identified
a trajectory of smart stormwater systems with key themes emerging over
the past four decades of research. This section outlines these key themes
and publications. Our intention of identifying and evaluating these
themes is two-fold. Firstly, to draw together a comprehensive narrative
describing research to date with regards to smart stormwater, identi-
fying the state of the art and the state of the possible. And secondly,
using our review to map the future trajectory and research needs to
achieve the benefits of smart stormwater for communities and the
environment through evaluating research across a consistent theoretical
framework in subsequent sections of our paper.

3.2. Centralised real time control of large infrastructure

Many early adopters of smart technology applied the term RTC
technology to describe controlling assets through actuation in response
to sensors, with application predominantly driven by cost benefit factors
at large infrastructure projects, such as sewer trunk mains and reservoirs
(James, 1984; Campisano et al., 2013).

The earliest discussion of smart stormwater found using our search
terms was in 1984, where Bill James evaluated the use of RTC as an
emerging technology to support urban runoff forecasting and reservoir
operation (James, 1984). Although this is an example of an early
transfer of the RTC approach to stormwater, through discussion within
the paper it is apparent that James did not coin this term and that the
concept of RTC already existed within engineering discourse; therefore,
itis very likely that the concepts of RTC had been discussed significantly
prior to this.

Early conversation also commonly took place alongside an evalua-
tion of applying emerging hydraulic modelling software to develop RTC
schemes for storm sewer systems; clearly highlighting that, at the time,
the essential factor in success was the limitations in accuracy and pro-
cessing capabilities for running hydraulic modelling (Cardle, 1991).
However, despite these technical limitations, basic implementation on
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large infrastructure was considered possible from the early 1990’s
(Schilling, 1994) and deployment of RTC in sewers continued, with case
studies developing through literature from the early 1990’s onwards
(Kwan et al., 1993; McCann, 1993).

RTC gradually entered the mainstream scientific consensus
regarding best practice for effectively utilising available space in urban
drainage systems, although was still considered state of the art (Ellis and
Marsalek, 1996; Urban storm drainage, 1996; Weyand, 2002). In the
mid 1990’s RTC principles and tools began to enter mainstream prod-
ucts and practice, with commercial software such as ‘Hydroworks PM’
being developed and sold to planners and utility providers (Hayes,
1994). Examples of implementation from this era are almost exclusively
in the control of large infrastructure features, including sewer mains and
wastewater treatment, reflecting limitations in monitoring data,
computation, communication and cost.

This application to large scale infrastructure remains today, with
RTC frequently described as a solution to issues of network capacity,
such as combined sewer overflow (CSO) spills (Campisano et al., 2016).
It is worth noting one authors comments regarding this: “combined sewer
overflows which discharge untreated sewage under storm conditions are an
old headache for the water industry” (Wyman, 1994); a sobering thought
given ongoing unprecedented issues and calls to respond to the same
challenges almost three decades later (The Rivers Trust, 2019; UKWIR,
2019).

3.3. Integration towards a network scale

In the early 2000’s, advances in measurement technology enabled
wider monitoring of the stormwater system, with multiple sensors
throughout networks feeding control data from physical assets,
including sewers, trearment plants and receiving waters (Schiitze et al.,
2004). However, as with previous application, the costs, uncertainties
and limitations in sensor distribution meant that active control remained
limited to large strategic assets operated by utility companies.

The commercial introduction of Geographic Information Systems in
the 1990’s presented an opportunity for a wider consideration, inter-
pretation and management of geospatial data, supporting concepts such
as ‘catchment and network management’ becoming more visual and
actionable (Skop and Loaiciga, 1998). Throughout the 2000’s the scope,
scale and complexity of what was considered to be the ‘stormwater
network’ began to increase, with studies introducing new concepts such
as water sensitive urban design (Wong and Eadie, 2000) and technolo-
gies such as sensor networks (Fenner, 2000; Ruggaber et al., 2007) and
data-driven analysis of runoff using rainfall radars (Vieux and Vieux,
2005). Of pertinence to RTC was the developing implementation of
sensors, with studies demonstrating sophisticated control using wide-
spread decentralised sensing across sewer infrastructure (Ruggaber
et al.,, 2007). It is around this time that ‘smart’ began to enter and
proliferate through the stormwater vernacular (Fig. 1), much in line
with the popularity of this term across scientific literature (Fig. 2).

Despite the growing prominence of RTC within urban water litera-
ture, the technology has not yet developed from individual projects to
mass application. Common issues for the lack of implementation were
reported including high costs of implementation and uncertainty over
operational success (Schiitze et al., 2008). Working groups, such as the
German DWA (DWA, 2005), began to prepare RTC guidelines for sewer
systems and reviews indicated the cost-effectiveness of installing RTC to
manage network capacity, whilst also retaining adaptive capacity for
later re-assessment and upgrade of control measures (Dirckx et al., 2011;
Altobelli et al., 2020); However, despite advances, implementation
remained targeted at the operation of large single infrastructures, rather
than distributed [oT applications.

3.4. Optimisation of smart systems

In parallel with the advancement of network scale monitoring,
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development of optimal real time control strategies was also underway,
for example using genetic algorithms (Rauch and Harremoeés, 1999;
Cembrano et al.,, 2004; Rathnayake and Faisal Anwar, 2019; Eulogi
et al., 2021; Wang et al., 2021), neural networks (Darsono and Labadie,
2007; Zhang et al., 2018; Mullapudi et al., 2020; Saliba et al., 2020) and
fuzzy logic control (Li, 2020).

Research in this area has developed, with recent reviews by Shish-
egar et al. (2018) indicating significant progress across aspects of opti-
mising RTC to achieve effective performance across networks. However,
catchment-scale RTC which encapsulates the full range of assets across a
network remains a significant challenge to address. And, even in the
modern era, many optimisation algorithms are not applied to networks
in real time due to computational costs (Rathnayake and Faisal Anwar,
2019). In particular, increasing data and complexity of interconnected
systems has yet to take into account feedback loops between
multi-sector smart system capabilities and operators of such systems at a
synergistic city scale (Jose et al., 2015; Fenner, 2017; Meng et al., 2017).

The majority of optimisation approaches tend towards water quan-
tity (flooding, CSO and network capacity management) as opposed to
water quality functions (Campisano et al., 2013). This is predominantly
because the components needed to monitor quantity have reached a
mature stage, with sensing, actuation and telecommunication technol-
ogy all reliably available, versus water quality technology, in particular
sensors, which are still not at a sufficient reliability or scale of applica-
tion for real time feedback. This is often due to the time-lag between
water quality samples being taken and then analysed in a lab, versus the
near instantaneous nature of water level monitoring. In recent years
proxies, such as colour, turbidity and dissolved oxygen concentration
have been applied to advance this field, often feeding forward RTC to
control downstream treatment options (Hoppe et al., 2011; Lacour and
Schiitze, 2011). Recent research has also investigated asset scale RTC of
green infrastructure to enhance water quality in laboratory environ-
ments (Shen et al., 2020), which could be upscaled in future iterations of
projects.

Significant sensor networks have begun to be deployed to support the
data required for this, with examples including large scale demonstra-
tors, such as that in Lille (Abbas et al., 2017), where a demonstrator
representing a town of 25 000 people installed flow and turbidity sen-
sors on wastewater with links to ‘smart city’ functionality of sewage,
potable water, energy and heat sensors distributed across buildings,
networks and campus infrastructure. However, this action remains
focused on monitoring, data gathering and offline optimisation, as
opposed to active and responsive real time optimisation and control.

3.5. The role of short-term forecasting in smart stormwater

The most significant progress integrating catchment-scale data
within smart stormwater has been through integration of weather data
and short term forecasting, or ‘nowcasting” within RTC of networks (Xu
et al., 2020). At its simplest level this involves prediction of future
network states using rainfall, for example to deploy early flood warn-
ings; a practice which has existed for a long time (Plate, 2002). Yet
development of more powerful computational modelling, at a price
point which enables distribution, alongside high-resolution input data, i.
e. weather radar, has now led to integration of rainfall radar in man-
aging large sewer systems (IWRA and K Water, 2018; Tabuchi et al.,
2020).

This has been developed through two main approaches: data gath-
ered from internal sewer network monitoring systems; and nowcasting
based on external conditions.

The most straight forward approach is to implement a local active
control loop. This is achieved through continuous monitoring the in-
ternal state of assets or networks, linked with automated control to
optimise performance one component at a time (Kandler et al., 2020b;
Lund et al., 2020). At an asset scale this may include monitoring water
levels in tanks or basins (Melville-Shreeve et al., 2016; Parolari et al.,
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2018), or at a network scale this could include monitoring of upstream
conditions to regulate flow valves downstream. An example of this is
distributed smart manholes to create an in line storage system without
need for centralised RTC (Kandler et al., 2020b) through distributed
measurements acting independently (Maiolo et al., 2020). The distinc-
tion of this relative to other internal state measurement controls is the
scale at which the synergistic effect of many distributed interventions
acting independently can coalesce, and the possibility of collecting
operational data for offline optimisation.

However, a more powerful tool for urban drainage is the possibility
of applying external data, for example rainfall forecasts, as a predictor
for near-future system performance at a co-ordinated network scale.
Initial deployment of weather data has been focused on prediction,
rather than actuated control of network features (Thorndahl and Ras-
mussen, 2013), although some models developed auto-calibration
feedback loops using observed measurements within drainage catch-
ments. However, modelling studies have now developed proof of
concept implementing nowcasting approaches towards actuation and
control, with rainfall radar being used to control outlets on detention
ponds (Gaborit et al., 2013, 2016) and multiple actuators on urban
drainage systems (Lowe et al., 2016).

Recent reviews have evidenced strong potential of nowcasting, with
some limited pilot studies being implemented commercially. Best
practice generally uses 24-hour forecast windows; however recent
research highlights that extending this window of prediction up to a 7-
day forecast delivers enhanced flood mitigation and water regulation
benefits (Xu et al., 2021), prompting a need for reliable services to
connect weather data and smart control. The application of weather
predictions alongside RTC can be support stormwater management ob-
jectives at building, plot or site level and evidence has been identified
from a range of industry trials across a number of countries (Melville -
Shreeve et al., 2016; IWRA and K Water, 2018).

3.6. Decentralised smart stormwater systems

The majority of literature describing implementation of smart sys-
tems for stormwater management has focused on embedding RTC in
large infrastructure systems. In many ways this echoes a historic para-
digm focused on engineering similar centralised, often referred to as
‘grey’, systems to address water supply, treatment and sewerage func-
tions (Butler et al., 2018). Over time this has slowly developed from a
large asset focus, towards maximising network capacity through mobi-
lisation of several to many large assets across the traditional definitions
of a sewer network, ie pipes, CSO’s and tanks (Kéndler et al., 2020a,
2020b; Maiolo et al., 2020). In this context, RTC has been widely
demonstrated to achieve cost effective application for increasing
network capacities (Wang et al., 2021), whilst retaining options for
future adaption through retrofit, or iteration and upgrade of control
rules (Dirckx et al., 2011; Altobelli et al., 2020).

However, through contemporary advances such as the principles of
water sensitive urban design (Wong and Eadie, 2000; Wong, 2006;
Wong and Brown, 2009) and novel stormwater interventions (Fletcher
et al., 2015; Schanze, 2017; O’Donnell et al., 2020; Oral et al., 2020), we
now understand that the boundaries of what has historically been
considered the ‘stormwater system’ are far wider than just a sewer
network. Recognition that decentralised, distributed and co-ordinated
application of smart technologies to manage stormwater at this catch-
ment scale have the potential to realise significant future benefits for
resilient and sustainable systems (Butler et al., 2014, 2017; Troutman
et al., 2020).

In 2016, Kerkez et al. published a review introducing the Open Storm
consortium (Open Storm, 2021), working on the potential for advances
in low cost sensors and actuators to progress historic static stormwater
systems towards dynamically controlled systems, benefitting from
optimal adaptive control of a mix of centralised grey and distributed
green infrastructure; translating the IoT narrative towards the
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stormwater community (Atzori et al., 2010). This work recognised the
limitations of previous RTC technology in urban drainage; restricted to
application of large infrastructure and realised the potential of reduced
cost and increased adaptive capacity when systems were deployed at a
catchment scale (Riano-Briceno et al., 2016). The review identified
critical knowledge gaps, including: incomplete application of systems
thinking; a lack of certainty over new technologies; adoption of stan-
dards and governance models; and, cyber security. Supporting follow up
publications developing this knowledge into frameworks have now been
completed (Mullapudi et al., 2017; Bartos et al., 2018).

The benefits of ‘smart green infrastructure’ at a catchment-scale are
supported throughout literature, with municipalities seeing their po-
tential to reduce stormwater hazards, but unsure over performance and
costs in the long term (Meng et al., 2017). This reluctance is often
amplified by a lack of certainty over green infrastructure performance in
general (Brown and Farrelly, 2009; Scholz, 2015; O’Donnell et al., 2017;
Thorne et al., 2018; White et al., 2018). However, a growing body of
evidence is emerging to challenge this stigma and set out distributed
smart green infrastructure as an alternative and promising solution.
Prominent solutions include attenuation basins and rainwater harvest-
ing tanks (Xu et al., 2021).

Attenuation basins are storage facilities which capture stormwater
during intense events and hold it for later controlled release (Woods
Ballard et al., 2015). Attenuation basins are consistently popular to
implement infrastructure due to the possibility for a single intervention
to be sized to hold significant quantities of stormwater, and the ease of
installing a single attenuation intervention to control outlets. Basins can
be implemented as an individual asset, simplifying the need for
complicated catchment-scale coordination (Gaborit et al., 2016; Sharior
et al., 2019; Shishegar et al., 2019), or implemented as part of a syn-
ergistic system of multiple interventions (Di Matteo et al., 2019; Schmitt
et al., 2020). Recent studies investigating application have found that
optimisation of RTC rules across catchments has significant benefits
(Shishegar et al., 2021), which can be further accelerated with IoT
technology enabling effective and near-instantaneous communication
between centralised control and distributed infrastructure.

Rainwater harvesting tanks operate in a similar way to attenuation
basins, but are typically smaller, so could benefit from distributed
deployment across a catchment, taking advantage of coordinated regu-
lation, communication and security. Rainwater harvesting involves
rainwater capture from a surface (typically a roof) followed by storage in
tanks for later re-use as a form of non-potable water supply, or attenu-
ation through a pipe or infiltration outlet (Melville-Shreeve et al., 2014,
2016; Gee and Hunt, 2016). Systems are classified as passive (no smart
control) or active control (systems dynamically manage storage vol-
umes) (Melville-Shreeve et al., 2016; Parolari et al., 2018). Literature
identifies the potential for these systems to achieve multiple benefits in
both stormwater attenuation to protect downstream networks and
rainwater re-use to supplement existing water supplies (Campisano
er al., 2017; Xu et al., 2018); the dual benefit of which makes these
systems an effective target for smart control to optimise asset benefits
(Rohrer and Armitage, 2017).

Most effective application of both rainwater harvesting and attenu-
ation basins is deemed to be through development of networks of co-
ordinated systems at a catchment scale (Kerkez et al., 2016). The
majority of current coordination is achieved through offline optimisa-
tion of each asset’s independent performance, either through the status
of the asset itself (Mullapudi et al., 2018), upstream conditions (Kandler
etal., 2020a, 2020b; Lund et al., 2020; Sadler et al., 2020) or forecasting
(Thorndahl and Rasmussen, 2013; Tao et al., 2020). Research has
identified that distributed smart controls system control have substan-
tial benefits, even when compared to individual tanks matching the
volume of distributed measures (Di Matteo et al., 2019; Shishegar et al.,
2019).

Decentralised control is increasingly perceived as a robust solution,
due to limited requirement for communication (Schiitze et al., 2004; Xu
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et al., 2021) and substantial evidence indicating that assets perform to a
better standard, capturing water in higher magnitude events than pas-
sive operation alone (Bilodeau et al., 2018; Wong and Kerkez, 2018),
sometimes referred to as “sweating the assets” (Yuan et al., 2019). Most
studies to date have focused on this asset scale (Xu et al., 2021); however
this misses the benefits of smart coordination across networks (Trout-
man et al., 2020), leaving a research need for further studies addressing
how benefits can be maximised.

3.7. Best practice and real-world examples from literature

Although the majority of research refers to modelling studies, as
opposed to practical implementation, there are several notable examples
of network scale smart stormwater systems in practice, including the
Louisville and Jefferson County Metropolitan Sewer District (Louisville
MSD) in Kentucky (Tao et al., 2020) and the MAGES system in Paris
(Tabuchi et al., 2020).

The Louisville MSD was established in 2006 and integrates sewer-
monitoring data, weather forecasting, and network scale optimisation
to maximise network capacity and treatment inflows. The scheme has
resulted in a saving of over $200 million in capital costs through max-
imising network efficiency and reducing the need for stormwater storage
facilities, as well as reducing operational and environmental costs
through reducing sewer overflows by over 2-million gallons per year
(Tao et al., 2020).

The MAGES system in Paris applies real time monitoring from 2000
sensors combined with a linked model with 23 000 calculation points.
This information is updated every 5-minutes to provide a near real time
representation of current network conditions. The system also integrates
monitoring with rainfall forecasts to predict future network conditions
for up to 24-hours in dry conditions and 6-hours where rain is forecast.
Predictions are then carried forward for calculation and implementation
of optimal solutions for current and future conditions (Tabuchi et al.,
2020).

Application of future smart stormwater application is likely to
rapidly develop, with multiple water and municipal organisations
starting to purchase and install large networks of battery operated water
level and flow monitors across networks, for example Southern Water
(UK) recently purchasing 30 000 network sensors, in part to manage
capacity and blockage issues across the combined sewer system
(Southern Water, 2021). Other water companies are undertaking similar
work to install monitors, highlighting the need for researchers to
develop ways to record, evaluate and realise the value from these
Sensors.

4. How smart is smart? A conceptual framework for
benchmarking progress

It is apparent that smart stormwater is a rapidly growing topic within
literature, with many examples of current cutting-edge research
demonstrating the advantages of adopting smart approaches. However,
terminology and perceptions of what a “smart” system entails are frag-
mented, with many tangential or incomplete applications labelled as
smart stormwater systems. To alleviate this, we have developed a clas-
sification framework to map, align and track progress in this field and
ensure remaining challenges in research and application are effectively
addressed in a systematic and strategic manner. We present this
framework in Fig. 3, below.

4.1. Framework overview

Our framework maps smart stormwater through from a passive asset,
which cannot be defined as smart, towards increasing levels of smart
functionality through incremental fundamental developments in “tech-
nology” and “capability” (Fig. 3). Technology represents the underlying
scientific knowledge, machinery or equipment required for a particular
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Fig. 3. Smart stormwater framework

task; whereas ‘capability’ represents the power or ability that a partic-
ular technology affords. The relationship between technology and
capability is delimited by each technology realising the capability
aligned directly below it in the figure.

For example, each technology aligns with a capability and progres-
sion of these towards the right (degree of functionality) iteratively builds
the smart functionality of a system. For example: Just installing an asset
enables passive operation; Installing sensing on that asset enables it to
operate actively in response to its condition; Data collection technology
enables that data to be used for offline optimisation, Whereas data
communication then enables online control of assets (up to networks if
appropriate data management is in place); Finally, data analytics and
integration enables online multi-objective optimisation of a network.

Through this framework we aim to differentiate the ‘degree of
smartness’ for a particular technology and capability (Fig. 3); with the
simplest passive operation on the left of the diagram, progressing
through to connected, coordinated and responsive smart stormwater
systems on the right. The increments towards smart stormwater have
been informed by themes drawn from our literature review, and through
expanding comparable frameworks, such as the Smart Water Networks
Forum ‘SWAN layers’ (SWAN, 2021), towards stormwater specificity.

We discuss the significance of each increment within the framework
and map existing research to this in the section below.

4.2. Passive operation of assets

Passive operation is achieved through day-to-day operation of the
physical elements representing the stormwater network, for example
SuDS devices, tanks, sewers, overspills and other green infrastructure
(Butler et al., 2018). Once installed, passive operation is achieved
through data-less operation of the system. This approach is indicative of
pre-twentieth century technology, where assets are designed, installed
and left to function, with any further analysis or maintenance being
undertaken manually, sporadically and more often than not, on a reac-
tive basis. This represents the vast majority of existing stormwater net-
works at a global scale (Barbosa et al., 2012). We note that there is
nothing intrinsically wrong with these reliable legacy systems, and in
many cases these systems are able to effectively and efficiently manage
stormwater networks with little intervention, as well as providing op-
portunities for passively achieving multiple benefits when integrated
within interventions such as green infrastructure or passive rainwater
harvesting (Fletcher et al., 2015; Mijic et al., 2016; Fenner, 2017).
However, this approach cannot be deemed ‘smart’, and growing
awareness of issues with legacy systems (Marlow et al., 2013; Butler
et al., 2017; The Rivers Trust, 2019) has developed a consensus that
more effective utilisation of networks using smart technologies is
desirable (Dirckx et al., 2011; Yuan et al., 2019; Altobelli et al., 2020).

4.3. Asset sensing and active operation

The first and most basic manifestation of a smart stormwater system
is the capability for assets to automatically actuate in response to local
sensors monitoring their own or nearby network conditions. This type of
solution is a common and widely implemented strategy, and is reported
as a form of RTC within literature associated with responsive asset
operation. This style of control is particularly synonymous with mea-
sures designed to enhance inline stormwater storage assets (Gaborit
et al., 2013; Lowe et al., 2016; Bilodeau et al., 2018; Shishegar et al.,
2019) or valves on combined networks (Ruggaber et al., 2007). Most
advanced application occurs through deployment across networks
(Kandler et al., 2020b; Schmitt et al., 2020). The ease of sensors deter-
mining water level means that the majority of implementations are
focused on water quantity, and implementations which do address water
quality issues are typically limited to controlling runoff quantity from
high risk sites, as opposed to measuring contamination levels (Campi-
sano et al., 2013). However proxy measures, such as modelled or indi-
rectly measured suspended solids (for example via absorption spectra)
have become more commonplace in recent years (Gaborit et al., 2016;
Zhang et al., 2018; Bachmann-Machnik et al., 2021), with other studies
developing promising applications of responsive quality based moni-
toring as part of green infrastructure (Shen et al., 2020).

4.4. Data collection and offline optimisation

The next level of capability when implementing smart systems arises
from data collection. This differentiates from sensing through capturing
and storing data from previous operations, as opposed to purely
adjusting performance based on a sensor’s current status. The main
advantage of capturing data over time is in analysing this to develop
insight into system operation, providing the potential for offline opti-
misation of adjusting operational rule sets.

With manual data collection in place, for example temperature/vi-
bration sensors on pump assets, or water level probes in storm tanks, it is
possible to understand the performance of an asset through subsequent
offline appraisal. Such assessments are familiar with asset and network
managers, who might routinely undertake regular performance audits.
In this context, with basic asset data collection in place, operators can
potentially target maintenance to those stormwater assets with anom-
alous water levels (e.g. those that might have a higher chance of siltation
or blockage than other assets) or manually and iteratively investigate
the effects of applying different rule sets to control basic responsive
operation at an asset (Melville-Shreeve et al., 2014) or network scale
(Bachmann-Machnik et al., 2021; Eulogi et al., 2021; Wang et al., 2021).

A further advantage with data collection is the ability to validate and
test the hydraulic modelling synonymous with the design and operation
of stormwater networks (Pender and Neelz, 2010; Dottori et al., 2013).
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4.5. Data communication, management and online control

A range of wireless communication technologies are now enabling
real time and multi-directional communication between sensors, actu-
ators and centralised control systems, enabling data capture in real time
(as opposed to only collecting retrospective data as discussed above) and
subsequent remote control.

Historically data communication has been achieved through cellular
networks and satellites (Das and Jain, 2017; Nguyen and Phung, 2017;
Sobel et al., 2017). However success of these measures has been cur-
tailed by issues of cost, battery limitations due to the significant power
required for transmission (Olatinwo and Joubert, 2019) and the a lack of
radio penetration to connect underground sensors with above ground
networks (Lalle et al., 2019). This has historically limited communica-
tion to below ground infrastructure assets, contributing to the previously
discussed dominance of centralised monitoring at larger assets in the
early adoption of smart systems.

However, the ubiquity of smart sensors across sectors now mearns a
range of low cost, energy efficient alternatives are commonplace (Lalle
etal., 2021) leading to the potential for widespread deployment at scale.
Deployment of two-way communication systems has enabled real time
decentralised control of assets, and when twinned with data manage-
ment systems this ability can be upscaled to monitor entire networks.
This capability is frequently assumed in modelling studies emphasising
the potential for smart systems. Many municipalities and utilities are
beginning to develop distributed sensor networks to realise this capa-
bility (IWRA and K Water, 2018); however, although a handful of ex-
amples exist (Tabuchi et al., 2020; Tao et al., 2020), most of these
networks are focused on monitoring and have not achieved network
scale active control outside of individual assets (Ibrahim, 2020).

An opportunity to bridge from an asset-scale towards network-scale
management and control lies in data assimilation (Hansen et al., 2014;
Hutton et al., 2014; Palmitessa et al., 2021). Data assimilation is the
process of dynamically estimating the status across different locations in
a network through combining modelled and observed data (Lund et al.,
2019). This is a pertinent capability in terms of complementing gaps in
hardware sensing, with many current examples of network monitors
relatively sparse. Advanced implementation of real world and modelled
data can be developed towards ‘digital twins’. Digital twins integrate
embedded sensing, data assimilation and modelling to develop a digital
representation of a system in real time (Bartos and Kerkez, 2021).
Within stormwater management, a digital twin is likely to include sewer
flow sensors coupled to an integrated hydrodynamic model of the
stormwater network. Basic application of this process may be used for
real time monitoring of the stormwater system, with ‘smarter” applica-
tion of this developing towards control and actuation.

4.6. Data analytics and online optimisation

Stormwater data analytics and optimisation is a topic of broad and
well-developed research, often synthesised under the banner of
‘hydroinformatics’ (Ellis and Marsalek, 1996). However, with regards to
our smart stormwater framework it is apparent that analytics, optimi-
sation and learning need to take place in a manner which can actively
optimise system operation in real time (Shishegar et al., 2018). Although
certain studies have demonstrated this level of optimisation on small
systems, we note that consistent application up to a coordinated
catchment scale perspective has not been achieved. This is typically due
to the limitation of processing time for hydraulic modelling, which can
be in the order of hours, for decisions required in the order of minutes
(Rathnayake and Faisal Anwar, 2019). However, we note that new
models and increases in computational efficiency are improving the
outlook in this regard. Some limited application of real time optimisa-
tion of complex stormwater systems is beginning (Tabuchi et al., 2020);
however, developing optimisation to the network scale and real time
perspective required for coordinated decentralised infrastructure
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remains a limitation of current approaches (Schiitze et al., 2004; Xu
et al., 2021).

4.7. Data integration and multi-functional online optimisation

The most advanced degree of smartness in stormwater managenment
is the ability for smart networks to make optimal decisions regarding
data from inside the network, aligned with data from external sources.
The most common utilisation of this approach is through current inte-
gration with rainfall radar and forecasting (Gaborit et al., 2013, 2016;
Thorndahl and Rasmussen, 2013; Lowe et al., 2016), This develops the
capability to optimise decisions based for current and future condition of
the network, as demonstrated in practice in the Paris MAGES system
(Tabuchi et al., 2020).

This is further advanced through integrating data to expand optimal
performance from a focus on hydraulics towards other external addi-
tionalities and interactions across subsystems. This is most pertinent
when considering the potential multiple benefits and cross-sector in-
teractions of novel green infrastructures, which can be managed to
achieve significant benefits to stormwater alongside environmental and
societal functions (Mijic et al., 2016; Frantzeskaki, 2019; O’Donnell
et al., 2020; Zhang et al., 2020). Development of smart management
across multiple subsystems brings stormwater management towards the
smart cities agenda (Abbas et al., 2017; Meng et al., 2017).

4.8. Cyber security

Cyber security is beyond the scope of this review, but remains of
absolute importance as infrastructure advances from passive operation
towards connected and controllable smart stormwater systems which
may be vulnerable to malicious or accidental digital threats (Kerkez
et al., 2016). We strongly recommend that advances towards smart
stormwater take cyber security into account at every stage of imple-
mentation and data management. To emphasise this risk we highlight
several recent cyber attacks on infrastructure: The 2021 Colonial Pipe-
line ransomware attack, which led to cascading and unaccounted
damages across the United States (BBC, 2021); the 2017 ‘NotPetya’
attack which was estimated to cause $850 million in damages, including
$300 million each to the companies Maersk and TNT (BBC, 2017); and
the 2017 ‘WannaCry’ attack, which was estimated to cost $8 billion
globally, including shutting down the systems of 80 UK NHS trusts,
resulting in the cancellation of 20 000 health appointments (Reuters,
2017; The Guardian, 2017). Water systems have also been targeted, with
particularly dangerous results when cyber criminals have gained access
to control infrastructure. An early example of this is the Maroochy Water
System attack in 2000, where a disgruntled ex-employee gained control
of a water system and discharged over one million litres of sewage into a
river and a hotel (Miller and Rowe, 2012). However, even where
physical controls are safeguarded, cyber attacks on digital infrastruc-
ture, such as data management systems, can also lead to significant
damage; Lloyds of London estimate that a large to extreme coordinated
hacking of cloud systems could result in economic losses of $53 billion,
with actual losses as high as $121 billion (Reuters, 2017).

5. What are the barriers and challenges to advance best
practice?

We have identified several significant barriers and challenges which
should be addressed for future research to realise effective smart
stormwater managenient.

5.1. Technological challenges
5.1.1. Specialised technologies

From a technological perspective, many of the components including
sensors, actuators and communication technologies are available and
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reliable when deployed under appropriate management and mainte-
nance regimes (Campisano et al., 2013). In fact, many comparable
technologies are already ubiquitous across other sectors, predominantly
energy, transport and communication, as part of the IoT revolution
(Atzori et al., 2010; IBM, 2016; Das and Jain, 2017; Edmondson et al.,
2018). In this regard, we argue that the underlying components of
actuation, communication, security are already available, but have not
necessarily been combined or translated to provide utility and trans-
ferability to the stormwater domain.

Specialist technologies which are specific to the stormwater or water
domain are typically less available. This includes sensors and actuators,
which record or control components not directly transferable from other
sectors. Specialist sensors and actuators are available for stormwater
quantity control, however water quality applications are not at the same
maturity level due to challenges in real time data for chemical and
biological contaminants (Campisano et al., 2013). Furthermore,
although sensing and actuation technology exists, this still needs to be
implemented and tested at scale to demonstrate practical effectiveness.

5.1.2. Computation time and multi-functionality

A further key technological challenge is the current disconnect be-
tween the timescale of optimising complex networks versus the time-
scale of required action at which network management decisions need to
be made in practice. Modelled strategies which show significant promise
(ie Shishegar et al., 2021) require advances in distribution and appli-
cation of sensor technology (Atzori et al., 2010) as well as modelling and
optimisation which can be undertaken at the same timescale as decisions
need to be made (Xu et al., 2021). Current optimisation and control is
achieved through control of small numbers of local scale components
(Kandler et al., 2020b) or with simple pre-defined rules, however future
research is required to achieve catchment or network wide control of
multiple components. Optimisation and control also requires confidence
in data streams, particularly when networks are controlled relative to
predicted rather than current conditions. A key factor with data is ac-
curacy of forecast data, particularly when extending timeframes (Xu
et al., 2020).

While computing power increases consistently over time, thus
theoretically reducing computation time required to solve optimisation
problems, the move towards increasingly multi-functional stormwater
management will dramatically increase computational time through
requiring simultaneous modelling and solving trade-offs between mul-
tiple objectives. There are significant advances in developing objective
functions for stormwater that simultaneously consider water quality
treatment, flood mitigation, water supply and delivery of more natural
streamflow regimes (Shishegar et al., 2019; Shen et al., 2020; Xu et al.,
2020). Similarly, there is an increasing trend towards hybrid
centralised-decentralised systems in both water supply and stormwater
(Liang et al., 2019), which are ideal for smart stormwater technology,
for example jointly optimising the flood mitigation performance of large
stormwater retention basins with distributed (e.g. household scale)
systems that also act as supplementary water supply. Such an approach
dramatically increases the number of control elements in the optimisa-
tion, with subsequent impacts on computational requirements. While
increased computational power provides one solution to these chal-
lenges, there are also promising advances in uses of longer forecast
windows (Xu et al. 2020), allowing system operations requiring longer
modelling timeframes to be undertaken well in advance of critical
events.

5.2. Socio-economic challenges

5.2.1. Trust

Much of the technology underlying smart stormwater systems exists,
but remains under-utilised in practice. This highlights that many of the
ultimate barriers to implementation remain socio-economic.

A frequently cited barrier to smart stormwater is the lack of trust in
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novel technologies, particularly when viewed in the context of a risk
averse water industry (Kerkez et al., 2016; White et al., 2018; Frantze-
skaki, 2019). Modelling studies routinely demonstrate the benefits of
smart, distributed systems; however future application requires devel-
opment of demonstrator sites from current ad-hoc site-scale pilots to-
wards catchment scale implementation (Ibrahim, 2020).

Trust in whole life costing of systems is also crucial, with many
municipalities willing to invest more in smart technology if lower over-
time costs can be achieved (Meng and Hsu, 2019). Developing demon-
strator sites which can evidence technology costs and reliability are a
key step in enhancing trust and up-scaling implementation will also
drive positive feedback loops to enhance economies of scale. Securing
implementation with municipalities and utilities also requires investi-
gation of appropriate business models to drive investment (Xu et al.,
2021). Investigating business models will benefit from
multi-disciplinary research to explore the many permutations of cen-
tralised, decentralised, public and private ownership, control and
incentive relationships, which have the potential to spark a step change
in water industry culture. When describing this step change, we envisage
potential parallels with approaches used in the energy (feed in tariffs)
and financial (bitcoin processing) markets, where distributed
public-private models have proved mutually beneficial and replicable at
scale.

Issues with trust are also compounded by uncertainty over regulation
and ownership of assets. Regulation regarding smart stormwater is
piecemeal at best, but consequences for poor water quantity or quality
outcomes can be severe, evidenced through the recent £126 million fine
charged to Southern Water (UK) for CSO spills. Smart water systems are
likely to alleviate these pressures; however clarity over operation and
standards is required to ensure utilities are confident deploying them;
this is particularly crucial where smart systems are network wide and
include novel assets, such as rainwater harvesting, which may be
operated by individuals or companies not within the water utility itself
(Hoang and Fenner, 2015).

5.2.2. Business-cases and business models

The advent of smart stormwater technologies opens up new ways of
managing stormwater. For example, flood mitigation can now be pro-
vided not only by large infrastructure operators, but also by house-
holders, with rainwater and stormwater harvesting systems that operate
collaboratively with larger, downstream storages, to mitigate peak flows
or shift flow peaks. Similarly, smart stormwater systems have the po-
tential to be operated to improve urban amenity, by increasing land-
scape moisture during critical heat events. Such services have a market
value to consumers, creating new business opportunities. However, for
investments in these opportunities to be successful, there needs to be an
efficient market that allows providers to receive financial benefits for
their investments (Mell, 2018). This will require development of new
business models, which in turn may require regulatory changes to open
up currently monopolistic service provision arrangements to a wider
range of players. Doing so, however, also opens up new opportunities for
current water service providers, such as in the installation, operation
and maintenance of decentralised stormwater and water supply infra-
structure, such as the AquaRevo example in Australia, where South East
Water joined with a private company to create an urban development
offering smart stormwater, water supply, wastewater and energy pro-
vision, including ongoing system maintenance and support (Livesley
et al., 2021).

5.2.3. Standards and standardisation

Similarly, standardisation of protocols - for data, communication and
interoperability - is required to ensure integration across multiple
companies and systems (Edmondson et al., 2018; Tabuchi et al., 2020).
Current smart control systems tend to be based on proprietary software
architectures and may not be easily migrated into existing management
frameworks. This is made worse by the rapidly evolving nature of the
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IoT, with new sensor, communications and data storage technologies
developing. Despite the obvious attractions of such advances, these can
also act as significant barriers to entry for water agencies and service
providers, whose scale of deployment requires confidence in the
long-term operation, maintenance and interoperability of installed sys-
tems. There is thus a need for national and international standards and
consistent adoption, alignment and adherence to these, to provide the
industry with the required long-term confidence, and thus to provide
more certain market access for future technological advances.

0. Conclusions

Literature almost universally agrees that smart technology is, or will
be, beneficial to stormwater management; however, studies present
disconnected and diverse smart applications which often only partially
capture the true potential of this emerging technology. Effective future
research relies on an aligned, strategic and consistent direction when
evaluating smart stormwater. To this end we have evaluated best
practice and developed a framework to benchmark progress and high-
light next steps.

Despite high availability of components for implementation of smart
stormwater approaches across connected sectors, the current state of
smart stormwater is dominated by proof-of-concept modelling studies,
with limited real-world application beyond RTC of large assets, indi-
vidual pilots, and monitoring; and with most applications made to water
quantity and not quality challenges.

Future research should advance the ‘degree of smartness’, and cor-
responding benefits, of smart stormwater through investigating how
components can be integrated, controlled and optimised across a
catchment scale. This can be achieved through developing trust in the
technology, economics and benefits of systems using demonstrator
projects and cross-sector collaboration; and in particular, through
investigating the integration of stormwater within the smart cities
agenda, to enhance consideration of novel strategies which realise
multiple benefits.
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