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Abstract:
The chapter gives a brief introduction of the technological standards, challenges and open
research areas in internet of things (IoT) based health monitoring. In particular, low energy
implementation, signal processing and machine learning challenges, communication constraint
and security concerns have been reviewed. This is a growing field of research both in academia
and in industry and timely topic for focussed cross-disciplinary research to address the
electronic and remote healthcare challenges.
1. Energy-constrained IoT Systems
1.1 Introduction
The Internet-of-Things (IoT) is a new networking paradigm, enabling wide-ranging
opportunities by allowing the Internet to encompass a large number of smart devices through
standard communication protocols, such as Internet Protocol (IP). This provides services to
end users and helps to engineer new solutions to societal-scale problems [1].
Fundamental to realizing this are networked devices; collections of tens to thousands of nodes,
each of which are organized into part of a larger cooperative network. Such devices encompass
ultra low-power embedded devices used as IoT sensing devices, through to the low-power
mobile platforms which form IoT edge devices and data aggregators. Each IoT device is
typically equipped with sensors to detect physical phenomena and gather information about
their environment; actuators to take actions on the monitored environment; diverse computing
units, such as microcontrollers (MCUs), CPUs, GPUs, DSPs, etc., to process data; memory for
data storage; and finally, radio-frequency transceivers for communication.
For example, smart healthcare is fuelling interest in IoT applications which require embedded
sensors and actuators in patients to monitor physiological statuses. These are typically utilized
to collect and process data and gather useful information to make suitable actions and decisions
for the patients [2].
Technological advances and changes in the social perception of technology are also fuelling
interest in flexible, wearable and implantable devices, these target a range of application
domains, including fitness, assisted living and healthcare. For reasons of installation ease,
location, or aesthetics, many of the networked sensing devices which underpin these
applications do not have access to a wired electricity source, instead relying on batteries as
their power source. Battery-powered devices inevitably experience a direct tension between
market demands requiring long lifetime and small physical dimensions and weight.
While different types of wireless communication technologies and protocols have already been
put in place to support IoT systems, providing reliable power supply for autonomous devices
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deployed in remote locations still remains as a major challenge. Scaling CMOS device
geometry has far outpaced the scaling of energy densities in batteries, meaning that power
supply is often the largest and most expensive part of IoT devices. In fact, the high cost and
disruption associated with replacing the batteries is limiting the large-scale deployment of IoT
systems [3].
As a result, research has looked towards replacing batteries with energy harvesting (EH),
defined as the process of harnessing electrical energy from alternative sources such as light,
wind, heat vibration, and movement, and using it to power IoT sensing devices [4].
This chapter provides a comprehensive review on IoT systems with focus on energyconstrained IoT devices. In Section 1.1, EH principles are presented followed by a discussion
on EH IoT system design (Section 1.3). This chapter is then concluded with a discussion on
standard IoT protocols and their properties is Section 1.4.
1.2 Energy Harvesting Principles
In this section, EH principles are discussed with emphasis on the technologies that are typically
used in EH IoT system design.

Figure 1: Example outputs from EHs: power from three PV modules located in three different
sites over a day; voltage from two wind harvesters over one ‘gust’.
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EH simply refers to exploitation of any source to create electricity. It is highly beneficial for
widely distributed and hard to reach networks, as ambient resources in a device’s environment
are utilized to extract energy. There are a variety of EH techniques currently in use, whereby
an energy budget is autonomously (re-)constituted to replenish the storage without requiring
maintenance or human supervision. In general, EH mechanisms are commonly categorized into
five groups, namely mechanical, thermal, fluid flow, radiant and wireless EH [5].
Table 1: Existing EH Techniques [4, 7, 8].
Category

Radiant

Source

Light

Polarity

DC

Efficiency

Harvested Power

~10-30%

100mW/cm2
(outdoor, solar)
100μW/cm2
(office, diffused
light)

~39%

Fluid Flow

Wind

AC

~41%

35μW/cm2
(@<1m/s, wind)
3.5mW/cm2
(@8:4m/s,
generator)
~800mW
(Machines - kHz)

Vibration
human
Mechanical activity

Thermal

Thermal
gradient

AC

DC

~25-50%

~4μW/cm3
(Motion - Hz)

~5%

~1-10mW/cm2
(Industrial)
0.1μW/cm2 (GSM,
900 MHz)

Wireless

RF

AC

~50%

1μW/cm2 (WiFi,
2.45 GHz)

Characteristics
Not always
available, hard to
deploy at outdoor
Requires
maximum power
point tracking
Available day and
night but has
fluctuating
density
Requires
impedance
matching
Compact
configuration and
lightweight
High fluctuations
at the output
Requires rectifier
and step-up/down
circuits
Low-maintenance
cost, scalable
Requires efficinet
heat sinking
Allows mobility,
abundant in urban
areas
Requires
impedance
matching

Solar power, which is based on the photovoltaic (PV) effect, is widely used in rural sites to
generate electricity. For indoor, specialized PV cells, better suited to diffused lights, convert
artificial propagation into usable electrical energy. However, this energy is limited to size of
the PV cell, which restricts PV utilization, especially indoors due to the small form factors of
sensor nodes and the limited operation area. Similar to solar EH, wind and hydro power, i.e.
flow energy, offers an alternative to operate wireless IoT devices and larger systems, in a selfsufficient way. Any mechanical movement (e.g. vibration, pressure variation) can be turned
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into a reliable energy source thanks to piezoelectric materials. Similarly, thermoelectric
generators (TEGs) take advantage of high temperature gradients, assuring battery-less
operation of emerging wireless devices. TEGs have been extensively utilized in diverse
domains such as wearable electronics. In urban areas on the other hand, a recent technology,
in which the RF signals in abundance are exploited to produce energy, has started replacing the
conventional methods of power provisioning.
A specialized version of EH, namely Wireless EH or wireless power transfer (WPT), which
refers to exploitation of radio frequency (RF) signals, enables remote energization of wireless
devices at a distance. The recently emerged WPT therefore stands highly promising to mitigate
battery constraints and eliminate the need for maintenance. It has been extensively studied to
put into practice for sustaining IoT services in diverse domains [6].
As shown in Table 1, the power density of the exploitable resources is typically low, and varies
depending on the harvester efficiency, deployment location, and many other unforeseeable and
uncontrollable factors.
At the same time, the workload profile of IoT systems is typically ‘bursty’, meaning that they
remain in a low power mode or sleep mode for most of the time, waking up to take
measurements (periodically or when something happens), perform computation and
communication. This mismatch between energy availability and power utilization has to be
taken into account at design-time. In the next section, different approaches and techniques are
presented to address this research challenge.
1.3 Energy Harvesting IoT System Design
A primary challenge in developing systems EH-powered is this uncontrollable nature of the
source, which usually exhibits temporal and spatial variability. This is shown in Figure 1 where
the instantaneous powers harvested from three photovoltaic cells (or PV modules) exhibit
significant time and spatial variability depending on the location and weather conditions. The
output voltages from two micro-wind generators are also shown, with high power-cycle
frequency when compared to the PV modules and also spatial variability.

Figure 2: MPPT system architecture for energy neutral systems.

To accommodate this, EH systems typically incorporate large energy storage, such as
supercapacitors or rechargeable batteries, to sustain computation and cope with the mismatch
between the source and load. Supercapacitors are often preferred as energy storage due to the
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better cycle life and electrical characteristics when compared to traditional batteries, despite
their lower energy densities.
Additionally, these systems also require Maximum Power Point Tracking (MPPT) unit to
maximise power extraction under variable environmental conditions. For example, MPPT
techniques are used with systems powered by PV modules to continually maximize the output
power which depends on solar radiation and temperature. As shown in Figure 2, the MPPT unit
typically relies on a switching-mode DC-DC converter, a maximum power point (MPP)
controller that monitors the voltage and current, and controls the charging current to the energy
storage, which in turn provides energy to the computing unit. This additional energy storage
also decouples the load from the EH source dynamics, managing the mismatch between the
maximum power point current and the load current.
This system architecture enables energy-neutral operation, which attempts to balance the longterm energy consumption against the harvested energy [9]. A system is energy-neutral over a
period of time T, if the energy stored in the storage, after this time, is greater than or equal to
the initial energy stored. This can be formalized as:



T

0



Ph (t )dt

T

0

Pc (t )dt

(1)

where, Ph  t  is the instantaneous power harvested at time t, and Pc  t  is the power consumed
by the computing unit (e.g., an MCU) at that time. Equation (1) is met if:

E

E0

(2)

where, E is the energy stored in the buffer after time T and E0 is initial energy stored at time 0.
Energy-neutral operation in IoT devices is typically achieved if a desired functionality can be
supported perpetually (i.e. infinite lifetime), by balancing the consumed energy against the
harvested over T.
Energy-neutral systems have been largely used in domains such as Wireless Sensor Networks
(WSNs), where equation (1) is met by adaptively adjusting the workload and hence the power
consumption [10, 11]. Methods for achieving workload adaptation include adjusting device
activity (e.g. changing sample/transmit duty cycles [12], adaptive sleep [13] or participation in
network activity (e.g. packet routing) [14].

Figure 3: Storage-less architecture for power neutral systems.
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For IoT devices that have constrained dimensions, it is desirable and convenient to power them
directly from the harvester without any additional storage other than decoupling capacitance
C. In this application domain, attempting to use a storage inevitably leads to high-losses due to
power harvesting costs, self-discharge, and converter inefficiencies. However, this makes
systems susceptible to frequent power interruptions and resets caused by the intermittent
source.
This issue inherently promotes multi-source, i.e., hybrid, EH procedures, where numerous
systems has already been equipped with distinct, yet collaborative EH mechanisms to
overcome the ongoing constraints [8]. Extracting energy from multiple resources reduces the
variance on a single EH’s output enabling power neutrality, and thus contributes to nonintermittent behaviour [15].
Power neutrality refers to the possibility of adjusting the system's performance dynamically
such that instantaneous harvested power matches the instantaneous harvested power, negating
the need for additional storage. This can be achieved by tracking the available harvested power
[16].
However, power neutral operation is only applicable when the average harvested power is
comparable (i.e. equal or bigger) to the required power for sustained system operation (grey
area in Figure 4). This can be formalized as

Ph (t )  min( Pc (t )), t

(3)

If this is the case, the computing unit can be directly coupled to the variable EH source as
shown in Fig. Figure 3. Here, the processing element tracks the instantaneous harvested power
by monitoring the voltage across the decoupling capacitance C (see dotted arrow).

Figure 4: An EH system under power neutrality, showing the available harvested power and
the consumed power.

In order to achieve power neutrality, different control schemes can be used to adjust the power
consumption dynamically depending on the type of processing unit. In smaller single-core
MCUs, dynamic frequency scaling (DFS) can be used in which the clock frequency of the
processing element is adjusted to the specific power constrains, whilst with multicore systems
more sophisticated techniques exist, such as dynamic voltage and frequency scaling (DVFS)
where the supply voltage of the processing unit is also adjusted, and core hot-plugging
6

technique to dynamically switch cores on or off. Different runtime approaches to manage and
adapt these controls have been proposed for power neutral management on both single and
multicore systems [17, 18].
As already mentioned, when considering systems powered by energy harvesters, it is important
to accommodate the uncontrollable, and often intermittent, nature of the source. Various
approaches for intermittent computing exist in literature to enable system state retention [19,
20]. Broadly, they can be classified into two categories: software-based approaches, in which
the system state is saved into a Non-Volatile Memory (NVM) before a power failure occurs
and restored once the power supply recovers, and architectural approaches, in which the entire
system is designed is to be non-volatile (e.g. Non-volatile processors [21]).
In the next section, wireless communication is discussed with focus on different protocols and
techniques currently available for IoT systems.
1.4 IoT Wireless Protocols
As discussed in Section 1.1, each IoT device typically includes different sub-systems. Among
these, the communication unit (i.e. the radio transceiver) typically dominates the overall energy
consumption. As a result, in this section the IoT device consumption is characterized
considering the communication technologies and protocols commonly utilized [22].
In the first place, it is useful to remark that IoT systems typically transmit small data packets
from the IoT sensing device to the data aggregator, such a gateway or coordinator, i.e., from a
few bytes up to hundreds of bytes. These packets are typically transmitted using a low data rate
in order to increase the system lifetime when battery-powered.
Figure 5 shows how the communication is typically organized between the IoT sensing device
and the dedicated server in which data are then processed to gather useful information. Here,
the Internet Protocol is only available between the data aggregator and the server, due to the
limited resources of each IoT device, which cannot support the standard Internet Protocol. As
a result, IoT sensing devices use internal communication protocols to transmit packets to the
data aggregator. The data aggregator then forwards these to the server using the Internet
Protocol.
In the following, a classification of different types of wireless networks and relative protocols
are presented. Based on their coverage range, wireless networks can be defined as Wireless
Personal Area Networks (WPANs) for short-range coverage (within a few meters) (i.e.,
Bluetooth Low-Energy or IEEE 802.15.4-based protocols), Wireless Local Area Networks
(WLANs) for coverage range up to hundreds of meters (i.e., Wi-Fi thecnology), and Wireless
Wide Area Networks (WWANs) which offer city-wide coverage range, including cellular
networks [23].
Another important aspect with wireless networks is their network topologies, that is star or
mesh networks. In star networks, each IoT sensing device can communicate directly with the
data aggregator using a point-to-point communication, whilst a mesh network refers to a rich
interconnection among multiple sensing devices and one or more data aggregators. Mesh
topologies are necessary when the protocol adopted is, for example, a short-range protocol and
the total coverage area is bigger than this range. As a result, the network typically relies on a
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multi-hop structure (see Figure 6), where IoT sensing devices can communicate with their
neighbours, increasing the overhead and thus having an impact on the energy efficiency [24].
In the following, some existing and forthcoming protocols are discussed, considering their
coverage range, network topology and data rate (see Table 2).
Table 2: Examples of available wireless transceivers for IoT devices

Technology
Bluetooth
ZigBee
Wi-Fi
LoRa

Transceiver
Texas Instruments
CC2640b
Texas Instruments
CC2630b
Texas Instruments
CC3200b
Sentech SX1272

Current Consumption
(mA)
Tx
Rx
6 (0 dBm)

6

6 (0 dBm)

6

229
28 (+13dbm)

59
10

Figure 5: An EH system under power neutrality, showing the available harvested power and
the consumed power.
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1.4.1 Bluetooth Low-Energy
Bluetooth Low Energy (BLE) has gained significant momentum ove the past few years
becoming the de-facto standard for applications body area networks (BANs) for smart
healthcare applications [25, 26]. BLE is a standard for WPAN in the 2.4 GHz unlicensed
industrial, scientific and medical (ISM). This protocol uses a short-range radio which
guaranties a coverage range up to tens of meters and relatively low data rate (1,000 kbps).
In contrast with its previous versions, BLE is specifically designed as a low-power solution for
applications requiring short range IoT devices such as smart watches and other types wearable
devices. BLE can be operated by a transmission power between 0.01 mW to 10 mW. Its design
only enables master-slave type star topology.
BLE employs frequency hopping over 37 channels for (bidirectional) communication and 3 for
(unidirectional) advertising, with a bit rate of 1 Mbps. For the discovery mechanism, slaves
send packets to the master using these advertising channels, which are scanned by the master.
However, its star topology limits network coverage range and precludes end-to-end path
diversity. In contrast to this, other competing technologies, such as IEEE 802.15.4-based
standards, overcome such constraints by supporting mesh network topology.

Figure 6: Example of mesh network typical used for WSNs.
1.4.2 IEEE 802.15.4
The IEEE 802.15.4 is a standard that specifies the physical layer (PHY) and the sub-layer for
Medium Access Control (MAC) for low data rate WPAN (LR-WPAN) [27]. This standard has
been intensively used for IoT applications for healthcare, wellness and fitness.
IEEE 802.15.4-based technologies (i.e., ZigBee Health Care) are typically employed for these
IoT applications due to their low-power consumption and cost, their ability to manage large
number of nodes and their operability among multiple IoT platforms. They also provides a
high-level security, encryption and authentication services.
IEEE 802.15.4 supports three frequency channel bands and utilizes a direct sequence spread
spectrum (DSSS) method. Based on the used frequency channels, the physical layer transmits
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and receives data over three data rates: 250 kbps at 2.4 GHz, 40 kbps at 915MHz, and 20 kbps
at 868MHz. IEEE 802.15.4 MAC utilizes the CSMA/CA protocol to reduce potential
collisions.
IEEE 802.15.4 defines two types of devices:



Full Function Device (FFD): high cost devices with high power consumption (typically
main powered) and with extended functions and services.
Reduced Function Device (RFD): low cost devices with low power consumption (typically
battery-powered or supplied by EH sources) with limited functionalities.

There are many IEEE 802.15.4-based standards, such as ZigBee, 6LoWPAN, IPv6, Thread,
etc. Some of them are still under development and standardization. In the following, some
insights are provided on ZigBee standard which is the most adopted one for healthcare
applications.
1.4.3 ZigBee Standard
ZigBee defines a complete open-global standard for reliable, cost-effective, low-power,
wirelessly networked products addressing monitoring and control. ZigBee is built on the top
of the IEEE 802.15.4 standard by adding the network, security and application framework
layers [28, 29]. ZigBee typical coverage ranges up to hundreds of meters and defines the
specification for a low rate mesh network topology.
Specifically, the network layer includes some important networking functions such as:







Starting a network: The ability to successfully establish a new network.
Joining and leaving a network: The ability to gain membership (join) or relinquish
membership (leave) a network.
Configuring a new device: The ability to sufficiently configure the stack for operation as
required.
Addressing: The ability of a ZigBee data aggregator (i.e., coordinator) to assign addresses
to devices joining the network.
Synchronization within a network: The ability for a device to achieve synchronization
with another device either through tracking beacons or by polling.
Routing: routing frames to their intended destinations.

Additionally, ZigBee standard defines three types of logical devices (coordinator, router, end
device):





Coordinator is the main governor of the network, with the ability of starting the network,
setting the security level and enabling the relevant actions associated to full functioning of
the network.
Router (FFD Associated device) establishes the connection from the coordinator to other
router or from router to End Devices, enabling a wide range of communication.
End Device (RFD Associated Device) is a low-powered device with reduced
functionalities, i.e., they never collect information from other networks.

ZigBee standard has been intensively used for smart health, wellness and fitness IoT
applications for improving personal health care.
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On this purpose, the Zigbee Alliance has joined forces with the Continua Health Alliance, a
non-profit, open industry coalition of the finest health care and technology companies
collaborating to improve the quality of personal health care. Zigbee Health Care defines a
global standard to enable secure and reliable monitoring and management of non-critical, lowacuity healthcare services targeted at chronic disease, aging independence and general health,
wellness and fitness. Leading health care and technology companies are supporting the
development of Zigbee Health Care, including Motorola, Phillips, NXP Semiconductors and
RF Technologies [30].
1.4.4 Wi-Fi
Wi-Fi is the de-facto standard for WLAN and is based on the IEEE 802.11 standard, which
operates in the 2.4 and 5GHz ISM bands. Wi-Fi is designed to provide high-speed (i.e., up to
10 Mbps) wireless links for devices that can access the Internet directly in the range up to
hundreds of meters, via access points (APs) using a star network topology.
Due to the higher power requirements of the transceivers, Wi-Fi is not yet a reference standard
for IoT applications. However, deploying IoT devices with Wi-Fi standard has a distinct
advantage: these devices can utilize the well-established Wi-Fi APs in buildings and cities,
reducing additional costs on new gateway infrastructure. This is an interesting research area
that still requires further investigation [31].
1.4.5 LoRa and SigFox
LoRa is emerging proprietary low-power long-range WAN technologies using the unlicensed
spectrum in the sub-GHz band [32, 33, 34]. Specifically, LoRa operates in the 868–915-MHz
ISM band allowing bit rates between 0.37 kbps and 46.9 kbps and promising ranges up to 20–
25 km. This reduces the need of a large number of gateways to drive down the infrastructure
costs.
LoRaWAN, the MAC protocol for wide area networks, is based on the ALOHA protocol and
is ideal for applications with low-traffic and sporadic communication requirements. One of the
features making LoRa attractive is its energy efficiency for uplink communication while
achieving a long range. In LoRaWAN, the distributed battery-operated sensor nodes send data
directly to an always-on gateway. The energy efficiency comes by duty-cycling the main radio
transceiver when not transmitting.
Another emerging proprietary low-power WAN technology is SigFox, which uses as well, the
unlicensed spectrum in the sub-GHz band. It offers low-power and low-cost transceivers,
enabling IoT devices to achieve long-range communication with gateways kilometers apart
with a star topology.
1.5 Conclusion
In this chapter, a comprehensive review on IoT systems with focus on energy-constrained IoT
devices was presented. Specifically, EH principles were first discussed and, then, a taxonomy
describing and classifying the landscape of EH computing systems was presented. This chapter
was then concluded with a discussion on standard IoT protocols and their properties, presenting
the most used standards such as ZigBee, Bluetooth and LoRa.
2. Biomedical Signal Processing and Machine Learning Challenges in IoT Research
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It is now an interesting question to investigate the potential of emerging IoT technologies to
revolutionize the future healthcare and biomedical monitoring systems. Various IoT healthcare
technologies have emerged recently e.g. cloud computing, grid computing, big data, wireless
networks, ambient intelligence, augmented reality and wearable sensors etc. Various countries
like Australia, Denmark, the European Commission, Finland, Kenya, Mauritius, Saudi Arabia,
Scotland, Sweden, Switzerland, the US have already published their eHealth strategy and
evidence-based policy and regulations [35]. Automated machine interpretation of big IoT data
is becoming a huge challenge in many industrial and service sectors beside healthcare
technologies e.g. smart metering, smart transportation, smart supply chain, smart agriculture,
smart grid, smart traffic light system, e-commerce, smart cities, retail and logistics etc. posing
various challenging research areas like privacy, data mining and pattern recognition,
visualization, data integration etc. Existing data analytics systems are real-time analytics, offline analytics, memory-level analytics, BI analytics, massive analytics which employs various
classification, clustering, rule association and time series methods like Bayesian networks,
support vector machine (SVM), k-nearest neighbour (k-NN), fuzzy logic, agglomerative and
hierarchical clustering [36].
2.1 IoT Network for Healthcare
The concepts of distributed sensing and IoT have been extended in healthcare technologies
to giving rise to the IoT network for healthcare or the IoThNet [35]. The IoThNet collects
various vital signals like blood pressure, body temperature, electrocardiogram (ECG), oxygen
saturation etc. from various ensors like ECG, Electroencephalogram (EEG), Electromyogram
(EMG), blood pressure sensors etc.
2.2 IoT based Healthcare Services
Various concepts of IoT based healthcare services have been introduced in [35] e.g.
ambient assisted living, the internet of m-health things (m-IoT), adverse drug reaction,
community healthcare, children health information, wearable device access, semantic medical
access, indirect emergency healthcare, embedded gateway configuration, embedded context
prediction, as discussed in [35].
2.3 IoT based Healthcare Applications
There are many applications in biomedical monitoring and intervention where IoT can have
potential applications e.g. glucose level sensing, electrocardiogram monitoring, blood pressure
monitoring, body temperature monitoring, oxygen saturation monitoring, rehabilitation system,
medication management, wheelchair management, imminent healthcare solutions, healthcare
solutions using smartphones, as discussed in [35]. Using various types of sensors data, one can
monitor various medical conditions e.g. diabetes, wound analysis, heart rate monitoring, blood
pressure monitoring, body temperature monitoring, designing rehabilitation system,
medication management, wheelchair management, oxygen saturation monitoring, eye disorder,
skin infection, asthma, chronic pulmonary disease, cough detection, allergic symptoms, remote
surgery etc. Various smartphone apps have been designed for such monitoring purpose e.g.
health assistant, healthy children, google fit, calorie counter, water your body, Noom walk,
pedometer, period calendar, period tracker, instant heart rate, cardiax mobile ECG, ECG selfmonitoring, ElektorCardioscope, Runtastic Heart Rate, Heart Rate Monitor, Cardiomobile,
Blood Pressure Watch, Finger Blood Pressure Prank, OnTrack Diabetes, Finger Print
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Thermometer, Body Temperature, Medisafe Meds & Pill Reminder, Dosecase edication
Reminder, Rehabilitation Game, iOximeter, Eye Care Plus, SkinVision, Asthma Tracker and
Log, PulmonaryRehabilitationl Test Your Hearing, uHear, Real Noise 3, Relax Melodies,
Sleep Aid, Fall Detector, Fade, iFall, Calm, Mayo Clinic Meditation, daily Yoga amongst many
others.
2.4 Security in IoT based Healthcare
While designing an IoT based health monitoring system one need to be careful about
security requirements like confidentiality, integrity, authentication, availability, data freshness,
non-repudiation, authorization, resiliency, fault tolerance, self-healing etc. There are various
security challenges in designing such systems e.g. computational limitations, memory
limitations, energy limitations, mobility, scalability, communications media, multiplicity of
devices, dynamic network topology, multi-protocol network, dynamic security updates,
tamper-resistant packages etc. There have been various studies on threat modelling and
different attack taxonomies have been proposed e.g. interruption, interception, modification,
fabrication, replay, user compromise, hardware compromise, software compromise, standard
protocol compromise, network protocol stack attack etc. as discussed in [35].
2.5 IoT Based ECG Signal Processing
Satija et al. [37] proposed a method for ECG signal quality aware IoT system. It has been tuned
to filter out the baseline wander which goes up to 1 Hz. This could degrade the P-QRS-T waves
of ECG signals and a discrete Fourier transform (DFT) based filtering technique has been
proposed for abrupt change detection. The baseline wander and abrupt change detection have
been designed using a threshold-based method. Next, ECG signal absence detection system has
been developed using a decision rule in case of loss of contact between the IoT device and the
patient’s body. Similarly, high frequency noise detection is also an important aspect of such
monitoring due to muscle artefact, motion artefacts, instrument noise etc. A signal quality index
(SQI) has been proposed as a linear combination of individual SQI for abrupt change and
baseline wander (ABW), loss of connection or flat line (FL) and high frequency (HF) noise as:

SQI = SQIABW +SQIFL +SQIHF .

(4)

Such an index captures various aspects of the signal quality and may corrupt the signal in
different extent on a case by case basis for a specific wearable IoT device. Based on the SQI,
a signal quality grade (SQG) has been implemented as:

 Good

SQG= Intermediate
 Bad


SQI = 0
SQI = 0.5 .
SQI > 0

(5)

Finally, a sensitivity score has been used to compare the quality of the ECG signals given by:
Sensitivity =

TP
100% ,
FN+TP

(6)

where, TP denotes the true positive correctly detected segments and FN denotes false negatives
missed segments. The method has been benchmarked on the PhysioNet and MIT-BIHA
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databases using standard QRS detector with template matching and R-peak detectors and subband power using higher order moments.
2.6 IoT Based Machine Learning Method for Heart Disease Detection
Machine learning challenges for automated analysis of IoT data has been discussed in [38]
where it has been highlighted that we need to first understand the product and IT maturity.
Also, understanding of the capabilities of current IoT technologies are the key factors like
monitoring, control, optimization, autonomy etc. As an example, in the case of ECG signal
monitoring using IoT, commonly used clinical features have been used like QT interval, QRS
complex, J point to the T peak, T peak to T end etc. [39]. These features were then used to
various machine learning algorithms k-nearest neighbours (k-NN), support vector machine,
random forest, adaboost etc. using various performance measures like accuracy on test data,
training time, classification time as a function of increased number of training samples.
Kumar and Gandhi [40] have used logistic regression to classify heart disease using seven
variables viz. respiratory rate (X1), heart rate (X2), blood pressure - systolic range (X3), blood
pressure - diastolic range (X4), body temperature (X5), blood sugar – fasting (X6), blood sugar
- post meal (X6). The multiple logistic regression is given by:

logit  p   b0  b1 X 1  b2 X 2 

 p 
 b7 X 7  ln 
.
 1 p 

(7)

Here, p denotes the probability of presence of the dependent variable i.e. heart disease (in 0 or
1) and b denotes the respective coefficients for each variable. The odds ratio is given as:

odds 

p
probability of presence of the variable

1  p probability of absence of the variable

(8)

The probability of calculating the presence of the particular event is given by:
p

exp  b0  b1 X 1  b2 X 2   b7 X 7 
1  exp  b0  b1 X 1  b2 X 2   b7 X 7 

(9)

The IoT based health monitoring model has been developed in the Apache Mahout and elastic
MapReduce framework using cloud computing. For each variable initially coefficients,
standard error, Z-score, p-value and odds ratio were calculated. Next, the confusion matrix and
more detailed analysis of the classification performance were made using the following metrics
apart from the sensitivity (6):
Specificity 

TN
,
FP+TN

Positive Likelihood Ratio (PLR) 

Sensitivity
,
100  Specificity

Negative Likelihood Ratio (NLR) 
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100  Sensitivity
,
Specificity

(10)

(11)

(12)

TP
,
TP+FP

(13)

TN
,
TN+FN

(14)

TP+FN
.
TP+FP+TN+FN

(15)

Positive Predictive Value (PPV) 
Negative Predictive Value (NPV) 
Disease Prevalence (DP) 

Here, TN, FP denotes the true negative and false positive rates and the classification metrics
are all measured in percentage. These measures indicate different aspects of the receiver
operator characteristic (ROC) curve. For continuous monitoring through IoT devices, using the
measures and the important variables, approximate age-based inference mechanism has also
been developed for newborns, children with an age of few months to years and adults.
2.7 Community Based IoT Personalised Healthcare System
Instead of having IoT based single station monitoring, it is possible to have distributed sensors
at different sights for simultaneous monitoring over large geographical area. As an example,
Catherwood et al. [41] have designed reported a trial for urinary tract information where the
diagnostic system test results are sent across communication channels. As a results various
communication performance metrics have been compared for the community-based healthcare
system deployed at rural, city and sub-urban areas. The commonly used communication
metrics in such applications are – signal to noise ratio (SNR), log-distance path loss ( PL ), path
loss exponent (n) which depend on the transmitter-receiver separation distance (d), carrier
frequency, environment, obstruction etc. and are given by:
SNR  Psignal Pnoise , SNR  dB   10 log10  Psignal   10 log10  Pnoise  ,

(16)

PL  d   PL  d0   10n log10  d d0  ,

(17)

n  PL  d   PL  d0  10log10  d d0  .

(18)

Here, d 0 is the close in reference distance, determined from measurements close to the
transmitter.
2.8 IoT based Biosignal Compression
In order to boost the battery life often it is wise to get rid of the redundant information in the
biosignals using compression methods. These compressed signals like heart rate, respiratory
rate, ECG, photo-plethysmographic signals can then be trtansmitted over long distance and
reconstructed again for visualization and interpretation. Various signal compression algorithms
for IoT based health monitoring systems have been discussed in Hooshmand et al. [42].
Amongst many available methods - online dictionary based (passband filtering, peak detection,
segment extractor, pattern matching, codebook manager, etc.), gain-shape vector quantization
(GSVQ), principal component analysis (PCA), autoencoders, compressive sensing
(simultaneous orthogonal matching pursuit, block sparse Bayesian learning, etc.), discrete
cosine transform (DCT), discrete wavelet transform (DWT), lightweight temporal compression
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(LTC) methods are notable. A benchmarking study have been reported using root mean squared
error (RMSE) and compression efficiency.
3. Recent Research Trends in IoT Based Healthcare Monitoring
IoT in the biomedical engineering and healthcare technology field is emerging as a prominent
research discipline. In the Scopus search some patterns were retrieved for the first 2000 highest
cited papers on this topic. The word-clouds in Figure 7 shows that in the papers titles, few
frequently used words are: IoT, healthcare, system, monitoring along with some relatively less
used words like smart, networks, security, devices, sensor, wearble, data. These word
frequencies show the relative research efforts and different sub-areas in this field which are
actively growing. Figure 8 also shows a bar chart of type of recently published works which
shows there were twice more conference papers published over journal articles, followed by
review articles and book chapters.

Figure 7: Word-clouds of the titles of recent IoT based research papers. Datasource: Scopus.

Figure 8: Type of recent papers on IoT applications in healthcare. Datasource: Scopus.
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Similar to exploring the article titles, next Figure 9 shows the indexed and author’s keywords
in the top 2000 papers in this active research area. As opposed to the title-based text analysis,
often the keyword-based analysis is capable of capturing finer technical details or an emphasis
of fewer most popular technologies. In both the wordclouds, apart from IoT, the most frequent
words were computing, systems, networks, sensor, cloud etc which shows the finer details of
the computing and communication technologies gradually increasing over the years. While
exploring the citation patterns in this research field, it is clear that the citations of the papers
on IoT application in healthcare jumped suddenly from 2010. The gradual decrease in the
citation almost follows an exponential trend, because the citation dynamics is usually a
cumulative phenomenon and as such recent technological advancements take years to get
assimilated in industrial and academic practice. Also, there are more outliers in the papers
onwards 2015 which shows there are few highly impactful papers compared to the citation of
average papers published in the recent years.

Figure 9: Indexed and author’s keywords for recent papers on IoT applications in healthcare.
Datasource: Scopus.

Although many significant steps have been taken in the field of IoT based health monitoring,
still there are many open research areas that needs to be addressed in future. This includes
standardization, IoT healthcare platforms, cost analysis, app development process, technology
transition, low power protocol, network type, scalability, continuous monitoring, new disease
and disorders, identification, business model, quality of service (QoS), data protection,
mobility, edge analytics, ecological impact. Amongst these challenges, data protection is very
crucial to restrict illicit access such as: resource efficient security, physical security, secure
routing, data transparency, security of handling IoT big data etc.
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Figure 10: Year-wise citations of recent papers on IoT applications in healthcare. Datasource:
Scopus.
4. Industrial IoT Data Analytics: A Case Study
An openly available dataset has been considered for a case study for industrial internet of things
[43]. The dataset had 16,382 datapoints with 9 variables like demand response, area, season,
energy, cost, pair number and distance. This is an example of industrial data collected using
IoT devices. Here we explore the association of the variables in such a dataset. The dataset was
corrupted with few outliers. An interquartile range (IQR) based automated outlier detection
algorithm has been employed to filter out the extreme values and finally 14,203 number of
datapoints were included for the data analysis. The correlation analysis amongst the 9 variables
are shown in Figure 11 along with the estimates of Kendall’s correlation coefficient for each
pair of variables. It is evident that the season and distance variables are highly inter-dependent
on each other (r = 0.93), followed by pair number vs. area (r = 0.85) and pair number vs. season
(r = 0.84). It is apparent that most of the univariate histograms are highly skewed and contains
multiple modes, therefore the Pearson’s correlation has not been investigated rather rank based
correlation measures are better suitable for identifying variable inter-dependencies. Rest of the
variables does not show any strong correlation pattern as such.
In industrial IoT setting such statistical analysis is highly relevant. Because of the abundant
and cheap IoT devices, it is likely to gather huge amount of information from various sensors
which can then be represented in compact manner using low dimensional projections. Next,
we explore an unsupervised dimensionality reduction method on this data. We here employ the
t-Distributed Stochastic Neighbor Embedding (t-SNE) method low dimensional representation
of this industrial IoT dataset [43]. The commonly used t-SNE hyper-parameters are the distance
measures and perplexity parameter. Figure 12 shows the 2-dimensional projection of the t-SNE
components using 2 principal components (PCs) with four different distance measures –
Euclidean, Mahalanobis, Chebyshev and cosine while keeping the perplexity parameter fixed
at 30. Next, we explore the effect of perplexity variation (5, 30 50, 100) on the big industrial
IoT data in Figure 13 with respect to the fixed Euclidean distance measure. It is interesting to
see that although there are very clearly identifiable groups or non-overlapping clusters in the
original 7 dimensional industrial IoT data in terms of the original features – demand, area,
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season, energy, cost, pair number and distance in Figure 11. However, in the corresponding 2D
projections in the t-SNE space, there are many groups which share similarities with respect to
certain distance measures as shown in Figure 12 and Figure 13. Therefore, such methods could
be applied for visualization and automated clustering or grouping of large volume of industrial
IoT datasets recorded by different types of biomedical sensors. However, the only concern for
such analysis is for large number of datapoints t-SNE becomes increasingly computationally
demanding to calculate the distance-based similarity index between data-points. As an
example, dimensionality reduction of the present industrial IoT data, it takes approximately
125 sec, 127 sec, 127 sec, 122 sec respectively for the four distance measures in Figure 12,
whereas for different perplexity parameter it takes 127 sec, 126 sec, 135 sec, 165 sec
respectively of computation time on a 64-bit Windows PC with 64 GB memory and an AMD
Ryzen 7, 3.6 GHz processor. It is also evident from Figure 12 and Figure 13 that although the
variation of the distance measures does not have a very clear impact on the cluster formation
but an increase in the perplexity parameter clearly give rise to fewer number of compact
clusters in the projected 2D t-SNE component space which share some degree of similarity on
the original 7D industrial IoT dataset.

Figure 11: Correlation plot amongst the variables for the industrial IoT dataset.
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Figure 12: t-SNE plots for the industrial IoT dataset with four different distance measures.

Figure 13: t-SNE plots for the industrial IoT dataset with four different distance measures.
5. Conclusion
This chapter has reviewed various existing technologies, open challenges of using IoT
technologies in future healthcare services. Amongst these energy constrained IoT technologies
and IoT data processing using signal processing and machine learning techniques are especially
highlighted. It is apprehended that in future many more healthcare service industries will pose
their IoT big data analytics challenges in open competitions like Kaggle which will attract
invention of new solution methods and digital technologies from future computer scientists,
mathematicians and engineers by collaborative research efforts.
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